B AKaJieMHH COCTOsI/Iach OYepeaHasA 3alUTA JUCCEPTALMH

12 Hoa6psa 2026 roma Ha 3acegaHuu HayyHoro coBera
DSc.24/2026.31.01.Yu.01.02 no mnpUCYXAEHUID Y4YEHBIX CTeNeHel MpHU
[IpaBooxpaHuTe/bHOU akKageMuu Pecny6juku Y36eKHCTaH COCTOSJaCh
3amTa auccepranud  MycaeBa Tlapara ®apxagoBuya Ha TeMy
«CoBeplIEeHCTBOBAaHME METOAUKH paccjeloBaHUA NPeCcTyIJIEHHUH,
COBEePILUEHHbIX C UCIO0JIb30BAaHUEM CKPBITOIo cerMeHTa cetu UHTEepHeT
(DarkNet)», mnpejcTaB/ieHHOM Ha COWCKaHWE YYEHOW CTelleHU JOKTopa
dunocoduu (PhD) nmo wopugudeckuMm Haykam no crnenyaibHoctu 12.00.09 -
«YrosioBHbIM npouecc. KpuMHUHa/IMCTUKE, ONlepaTUBHO-PO3bICKHOE MpPaBO U
cyaebHas sKCepTHU3a».

LlesibI0 UcCCIeA0BaHUS SABJsSETCS pa3paboTKa HayYHO 0O0OCHOBAHHBIX
NpeJJIOKEHUU M PEeKOMeHJallMi, HalpaBJIeHHbIX Ha COBEPIIEHCTBOBAHUE
MeTOJUKH paccye/JoBaHus NPeCTYNJIEHUH, COBEPLIEHHBIX C UCII0JIb30BaHUEM
ckpbITOro cermeHTa cetu UHTepHeT (DarkNet).

3azadyu uccjaeg0BaHUA:

aHaJM3 TMOHATUA U O0COOEHHOCTEeN (QYHKLUHUOHUPOBAHUS CKPBITOrO
cermeHTa ceTu UHTepHeT (DarkNet);

Ucc/le[JOBaHUEe IMPaBOBbIX OCHOB paccjefjoBaHUs IMpeCcTyIJIeHUH,
COBEPLIEHHBbIX C HCHOJIb30BAHUEM CKPBITOIO CerMeHTa ceTh WHTepHeT
(DarkNet);

aHa/IM3 KPUMHHAJIMACTUYECKOM XapaKTepPUCTUKU MNPeCcTyIJIeHUH,
COBEPILIEHHBbIX C MWCHOJIb30BAHUEM CKPBITOIO CcerMeHTa ceTh HMHTepHeT
(DarkNet);

M3y4yeHUe COBPEMEHHBIX TEXHOJIOTUU U MHCTPYMEHTOB MOHUTOPUHIA U
aHa/IM3a KpUMUHAJUCTHUYECKH 3HaYUMou nHPopMauuu B DarkNet;

uccie[JoBaHMEe COBPEMEHHBIX METOJIUK paccyeloBaHUs NPeCTYIJIEHUH,
COBEPILIEHHBbIX C WCHOJIb30BAHUEM CKPBITOIO CerMeHTa ceTh WMHTepHeT
(DarkNet);

aHa/JM3 3apy0eXHOro ONbITa paccilef0BaHUS  MNPeCcTyIJIEHUH,
COBEPIIEHHBbIX C HCHOJIb30BAHUEM CKPBITOIO CerMeHTa ceThu WMHTepHeT
(DarkNet);

pa3paboTKa TpeAJIO)KeHHWH M peKOMeHJalidi, HalpaBJeHHbIX Ha
noBbllieHHe 3GPEeKTUBHOCTH METOJIMKMU paccje/loBaHUs NPECTYIJIEHUH,
COBEpPIIEHHbIX C MCIOJb30BaHUEM CKpPBITOTO CerMeHTa ceTU WHTepHeT
(DarkNet).

O6beKT wucCIeA0BaHMSA - COLMAa/IbHO-NPAaBOBble  OTHOLIEHUS,
CBSI3aHHble ~ C  COBEpPLIEHCTBOBAaHUEM METOJUKU  paccjef0BaHUs
NpecTyIJIeHUH, COBEPIIEHHBIX C UCI0JIb30BAHUEM CKPBITOTO CETMEHTa CeTU
UuTtepHet (DarkNet).

[IpeagmeT Mcc/ieg0BaHUSA COCTABJSIOT HOPMAaTUBHO-NPAaBOBbIE AKThI,
peryJipyrouiie OTHOLIEHMUs, CBSI3aHHble C MEeTOAMKOW paccyeJOBaHUsA
npectymsieHudd B DarkNet, TakTHKOlM NpoBeJieHUs CJIe[ICTBEHHbBIX JIEUCTBUH,



COBpeEMEeHHble  TeHJAEHLWW  MNPOTUBOAEUCTBUA  [JAHHOW  KaTeropuu
pecTyIJIeHUH, NpaKTHUKa MCII0JIb30BaHUA crenuvaaM3upoOBaHHbBIX
TEXHUYECKUX CPEeACTB, a TakKXe KOHLENTyaJbHble IOAXOAbI U HAy4YHO-
TeopeTU4YeCKHe B3IJIA/bl, CJOXKUBIIMECS B LUPPOBOM KPUMHUHAIUCTHUKE U
IOpUANYECKOH HayKe.

MeTtoabl wucciaeaoBaHus. B  xoze wucciefoBaHUS NPUMEHSAIMChb
UCTOPUYECKUM, CHUCTEMHBIY, CTPYKTYpPHbIM, CpPaBHUTEJbHO-NPABOBOU,
JIOTUYECKUU U COLLMOJIOTUYECKHUH MeTO/Ibl, KOMIIJIEKCHOE M3y4YeHHe Hay4YHbIX
MCTOYHUKOB, MHAYKLMS, JeYKIUS, a TAKXKE aHAJIU3 CTaTUCTUYECKUX JAHHBIX.

Hay4yHass HOBU3HA MCC/IeJOBAHUA 3aK/II0YAETCA B CJIeAyI0lIeM:

000CHOBaHO, 4TO co3xaHue HaydHo-uccie0BaTe/NbCKOr0 MHCTUTYTA
nMPpOBOM  KPUMUHAJIMCTHKM  MO3BOJIMT  HA  HAydYHOM  OCHOBE
COBEPLIEHCTBOBATb METO/OJIOTUI0 BBbISIBJIEHUSl MPECTYIJIEHUU B CKPBITOU
cetu VHTepHeT, cbopa LUPPOBBIX [0OKa3aTeJbCTB U UX MPOLECCYATBHOTO
opopMIeHHUS;

000CHOBAHO, YTO CO3aHHe MeXBeJJOMCTBEHHOW aBTOMaTU3UPOBAaHHOM
cucteMbl «EOUHBIA peecTp LMGQPOBBIX J0Ka3aTeJbCTB», BKJKYAKOILEN
CBeJleHHWs, He CBsI3aHHble C TOCYAAPCTBEHHbIMU CeKpeTaMH, (POTOCHHMKH,
BU/IE0- Y ayAM03aIMCH, aZipeca 3JIEKTPOHHBIX KOLLEJIbKOB, KpUIITOAKTUBOB, IP-
ajipeca, MHTepHeT-aJipeca (JJOMeHbl ), yUeTHbIe 3alIUCH (aKKAyHThI ), IaHHbIE O
MeCTe U BpeMeHHU BbISIBJIEHHUS, a TaKKe MHble BaXKHbIe NMPU3HAKU LU(PPOBBIX
Jl0Ka3aTeJNbCTB, OyAeT CHocoO6CTBOBAaTb COOpPY, y4eTy, XpaHEHUI U
MCC/eJOBAHUIO  MOCTYNAalLUX W3  NPaBOOXPAHUTEJbHbIX  OpPraHOB
MaTepUasIOB MO YTroJIOBHBIM JiejiaM, HE CBSI3aHHBIM C TOCYAAapCTBEHHBIMU
CEeKpeTaMH{, PpaCKpPbITUI NPECTYIJIEHUH, TMOBbIIEHUID 3PGEKTUBHOCTU
CAeACTBUS U ONEPATUBHOMY BbISIBJEHUIO OPraHU30BaHHBIX MPECTYIHBIX
TpyII;

Hay4YHO OOOCHOBAHO, YTO 3JIEKTPOHHbIE JaHHblE, MOJIyYeHHble MpPU
NPOU3BOJCTBE BbIEMKU WJIM OCMOTpa 0e3 y4acTUs CHeLMaJIuCTa, JOJKHBI
pU3HABAThCS HeJJ0ONyCTUMbIMHU Jl0Ka3aTeJbCTBaMH, a TaKXe
apryMeHTHpPOBaHa HeOOXOAWMOCTb  3aKOHOJATEJNbHOTO  3aKpenJieHUs
JITAHHOTO TI0JIOXKEHUS;

0060CHOBAHO MOJIOKEHUE O TOM, YTO 3JIEKTPOHHbIE JJaHHbIE, COJlepKallre
MHPOpMalLMID 06 0OCTOSTE/bCTBAX, UMEIOIIMX 3HAYeHUe [Js Jesia, B TOM
yycse ¢aibl B 3JIEKTPOHHOU $opMe, ayiM0o- U BUJE03aNUCH, COODILEHUS],
XpaHslluecs BO BCeMUPHOW HHGOPMALIMOHHOU ceTH UHTEPHET, a TaK»Ke UHbIe
3JIEKTPOHHble  LUMQPPOBbIE  JlaHHblE  SBJSKTCA  CaMOCTOSTEJbHbIMU
IMPpPOBBIMU Jl0Ka3aTeJbCTBAMHU, a TaKXe HeO0O0XOJHWMOCTb 3aKpelJeHUs
JITAHHOTO TOJIOKEHHUSI B  YTOJIOBHO-NPOLECCYaJIbHOM 3aKOHO/ATEJNbCTBE
Pecny6sivku Y36eKkucTaH.

[IpakTyecKkue pe3yabTaTbl HCCAE€J0BAHUA 3aK/IIOYAKTCA B
cleaymoleM:

paspaboraHo IlosoxxkeHre 0 TOpsAAKe TMPOBELEHUA CyLeOHOH
skcneptrusbl HUW 1udpoBOoil KPUMHHANIMCTUKH, MpeaycMaTpUBaIOllee



NOpsIJOK ee Ha3HayeHUsl, NpeAoCTaBJEHUS OOBEKTOB UCCAeOBaAHUS,
NpoAJIEeHUsI CPOKOB INPOU3BOJACTBA 3KCHEPTU3bl, OPOpPMJIEHUS U BbIJA4YU
3aKJII0OYEeHUH, a TaKXKe BO3BpaTa UCC/eJOBAaHHbBIX 00'bEKTOB;

pa3paboTaH MPOEKT COBMECTHOrO IMOCTAaHOBJEHUS 00 YTBEpPXJEHUU
noJio>keHUus1 o EAMHOM peecTpe 3/1eKTPOHHBIX (IIMPOBBIX) A0KA3ATENBCTB;

pa3paboTaH U BHeJpEH Y4eOHbIH MOAYJIb AJis MarucTpaTypbl IO
HanpaBJieHUl0 «[IpaBoBoe obecneyeHre KHOepOHE30MACHOCTU» B LEJSIX
MOATOTOBKHU KaJipoB B chpepe NPOTUBOAEUCTBUS KUOEPNPECTYNHOCTH, B TOM
4yycje TNpPecTyIJIEHUSIM, COBeplIaeMbIM C MCIOJIb30BAHHEM CKPBITOIO
cermeHTa ceTu UHTepHeT (DarkNet);

paspaboTaHa MeTOJMKA CyAeOHO-3KCIIEPTHOrO HCCJAEe[J0BaHUS U
aHasu3a 6oJsblINX JaHHbIX (Big Data), mosiydeHHBIX M3 CKPBITOrO CerMeHTa
cetu UHTepHeT (DarkNet);

NOATOTOBJIEHO  y4yebOHO-MeToAuYeckoe  mnocobue  «OCOBGEHHOCTH
pacciefjoBaHUs TpecTyIlJleHUH B cdepe 0060poTa KPUINTOAKTUBOBY,
BHeJpeHHOe B  00Opa3oBaTeJbHYlD W  HAy4YHO-UCCJIe[0BaTENbCKYIO
JeITeJIbHOCTb.



