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Introduction

Relevance and necessity of the topic of dissertation research. XXI century
—the century of rapid development of scientific and technological progress. All over
the world information technologies and the Internet are firmly entrenched in
everyday life. At the same time, IT-crime has been declared a global international
challenge in the modern world. This is evidenced by the adopted international
agreements providing for joint steps to combat this high-tech evil. In particular, the
UN General Assembly, the Council of Europe, the SCO?, the CIS?, the League of
Arab States and other organizations have adopted special acts on information and
communication technologies, combating and preventing criminal use of information
technologies, and preventing crime in this area at regional and international level.
According to statistics, to date mobile telecommunications networks have reached
about 7 billion people (95% of the world’s population) and the amount of damage
from IT-crimes is 1% of the world’s GDP per year®. World practice shows the
damage from IT-crime can be calculated in amounts whether make up the annual
budgets of large cities. In most countries in Europe and the Americas, IT-crime
generates income comparable to that generated by drug and arms trafficking*.

As President of the Republic of Uzbekistan Sh.M. Mirziyoyev noted, “active
introduction of advanced technologies and development of global information and
communication space dynamically and quickly transform all processes, promote the
development of new forms of cooperation at the level of continents, regions, States
and business™®. Hence, program measures are implemented in our republic to combat

crimes in the field of information technologies. The Strategy of actions on five

! Shanghai Cooperation Organization — official website. — [Electronic resource] — Available at. —
URL.: http://eng.sectsco.org/ (Date of review 03.04.2020).

2 Commonwealth of Independent States — official website. — [Electronic resource] — Available at. —
URL.: http://cis.minsk.by/ (Date of review 03.04.2020).

3 Azad M.M., Mazid K.N., Sharmin S.Sh. Cyber crime problem areas, legal areas and the cyber crime law //
International Journal of New Technology and Research (IINTR) ISSN: 2454-4116, Volume-3, Issue-5. — Dhaka,
Bangladesh: Shanto Mariam University of Creative Technology, 2017. — P. 01.

4 Mikhlina A.S. Criminal law. The special part (Textbook). — Moscow, RF: Jurisprudence, 2000. — P. 289
(unofficial translation from Russian).

5 President of the Republic of Uzbekistan Sh.M. Mirziyoyev addresses the session of CIS Council of Heads
of State dated October 12, 2017.
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priority directions of development of the Republic of Uzbekistan in 2017-2021
includes the issues of “improvement of criminal legislation, improvement of the
system of ensuring information security and information protection, timely and
adequate counteraction to threats in the information sphere™?.

In this regard, establishing responsibility for the dissemination of information
what poses a threat to the rights and freedoms of the individual, the interests of
society and the State is an urgent task?.

The specific nature of IT-crime presents a challenge in the IT-crime detection
and investigation for most law enforcement officials. These include difficulties in
generalizing investigative practice with respect to each type of offence under
consideration; lack of methodological recommendations on both the organization of
criminal investigations and the tactics involved in conducting investigations; and
insufficient qualification of investigators to work with specific sources of evidence-
based information digitized in the form of electronic messages, pages and websites.

Due to the sharp aggravation of the criminal situation in the country caused
by the growth of IT-crime, as well as the creation of more and more sophisticated
ways of their implementation, the challenge of developing forensic tactics for the
investigation of these offences becomes more urgent than ever. In turn, it needs to
activate and expand the range of scientific research in this area, which is aimed at
increasing the effectiveness of all forms and directions of organization of
investigative activities to solve crimes in virtual space®.

The needs of investigative practice taking notice the state of IT-crime

detection testify to the need for additional comprehensive research into the tactics of

! Decree of the President of the Republic of Uzbekistan “On Strategy of Actions on Further Development of
Uzbekistan” Ne UP—4947 from 07.02.2017 — [Electronic resource] — Available at. — URL: https://lex.uz/docs/3107042
(Date of review 04.04.2020).

2 Rahaman M.A. Cyber crime affects society in different ways // the Financial Express. Published: July 04,
2016. Updated: October 24, 2017. - official website. — [Electronic resource] — Available at.
URL.: https://thefinancialexpress.com.bd/views/reviews/cyber-crime-affects-society-in-different-ways  (Date  of
review 04.04.2020).

3 Itari D., Anthony E.O., Mercy N. Cyber space technology: Cyber crime, cyber security and models of cyber
solution, a case study of Nigeria // International Journal of Computer Science and Mobile Computing, Vol.6 Issue.11,
ISSN 2320-088X. — Nigeria: IJCSMC, 2017. — P. 94.
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operative and investigative actions, the development of new tools and techniques
that take cognisance of modern advances in forensics and related sciences.

The aforesaid confirms the particular urgency of the scientific research.

Research object is a system of social relations governing criminal,
criminological and forensic measures to investigate IT-crimes.

Research subject consists of conceptual approaches in the field of criminal
law, forensics, criminology, criminal procedure in the area of IT-crimes
investigation and law enforcement practice of national legislation and experience of
foreign countries.

Research purpose is to develop proposals and recommendations for further
improvement of criminal law, criminology and forensic measures to counter IT-
crimes.

Research objectives are as follows:

e to develop proposals for improving criminal legislation and ensuring its
effectiveness;

¢ to develop proposals for improving the national legal framework in terms
of increasing the effectiveness of counteracting IT-crime, the latest threats and
challenges in the information sphere;

e to develop proposals for improving the effectiveness of criminal law
measures to counter IT-crimes based on the study of the experience of developed
foreign countries;

¢ to highlight the particular aspects of the tactics of Search and Intelligence
operations in the IT-crimes investigation;

e to highlight the particular aspects of the tactics set to Incident Scene
Inspection, Search (Seizure), Interrogation of defendant! in the investigation of
cybercrime;

¢ to highlight the practical guidelines for the conduct of computer forensic

expert examination? in the investigation of cybercrime;

! According to Criminal Procedure Code of the Republic of Uzbekistan herein refer to “suspect” (“accused”).
2 According to international investigation practice defined as “digital forensics”.
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Degree of scientific development of the topic. Criminal, criminological and
forensic researches of crimes in field of information technology are a new direction
not only national, but also international criminal science. Abroad, such scientists as
M.Gercke, J.Howard, J.Smith, D.Denning, S.Furnell, P.Grabosky, P.Himanen,
E.Hickey, D.Parker, etc. considered the questions of studying the features of the
crime elements, differentiation of criminal responsibility, qualification and proof
during IT-crimes investigation.

Among the scientists of the CIS countries one can enumerate the works of
V.S. Karpov, T.L.Tropina, V.B.Vehov, T.M.Lopatina, Yu.M. Baturin,
V.V. Popova, D.A. llyushin, V.V. Stepanov, A.l. Semikalenova, A.L. Osipenko and
other scientists who have made a significant contribution to the study, investigate
and counter IT-crime.

In our country the general legal aspects of criminal and criminological
(E.S. Abdurakhmanov, R. Kabulov, @ M.H. Rustambaev, K.R. Aburasulova,
M. Sobirov, N.S. Salayev, D.l. Safarov, A.Rasulev) and also forensic
(A.S. Zakutsky, T.N. Butunbaev) countermeasures to the considered crimes were
investigated. Apart from, 2 dissertations for the scientific degree of the doctor of
philosophy (PhD) were completed. One of them is on the topic of responsibility for
theft committed using computer equipment (Kh.R.Ochilov). The other is devoted to
improving criminal law and criminological measures to combat crimes in the field
of information technology and security (A.K.Rasulov).

However, the comprehensive study of the tactics of operational and
investigative actions in the IT-crime investigation is still beyond the scope of subject
studies. The analysis of theoretical and applied developments in the field of forensic
science on this topic allows us to talk about a certain lack of specific practical and
scientifically significant grounded recommendations related to the tactics of
operational and investigative actions in the IT-crime investigation.

Research methods. At the decision of objectives in view were used general
scientific and special methods of scientific cognition: system, concrete-sociological,

comparative-legal, analytical, method of the quantitative analysis (content analysis),

6



logical-legal, etc. In aggregate, all these methods allowed to some extent to ensure
the reliability and validity of the results of the dissertation research.

The norms of international law, the Constitution, Criminal Code, Criminal
Procedure Code and other normative legal acts form the research legal basis.

Scientific novelty of the research lies is as follows:

— the high degree of public danger of certain crimes committed using
telecommunication networks and the Internet were explained;

— it is well-founded to establish responsibility for some crimes committed
using telecommunication networks and the Internet;

— the need to improve criminal liability for crimes committed in the field of
information technology was grounded;

— identified the need for comprehensive implementation of legal,
organizational and technical measures by law enforcement agencies to ensure
information security while securing information;

— suggested the necessity to recognize actions having negative influence,
committed with the use of tools of information technologies, as socially dangerous
act.

— the significant role of Search and Intelligence activities in the IT-crime
investigation is proved;

— the specifics of certain investigative actions in the IT-crime investigation
are presented;

— proposed the need for further scientific research in the framework of the
problem under consideration with a view to preparing practical recommendations on
the development of tactics of operational and investigative actions in respect of
certain types of IT-crime.

The scientific novelty of the research is confirmed by the provisions and
results put forward for public defense.

Practical significance of the research is as follows:

— relevant proposals were developed regarding the recognition of criminal,
criminological and forensic measures as the main tools of counteract IT-crimes, as
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well as the need to incorporate them into national criminal legislation and other legal
acts of Uzbekistan.

— on the deep study basis of the current IT-crimes combating state and the
relevance on cardinal review of the system and mechanisms of counteraction in this
field, the issue of adopting a conceptual special normative-legal act in the sphere of
combating cybercrime is raised. In particular, the Draft Law on combating crimes in
the field of information technologies of the Republic of Uzbekistan has been
prepared, where on the basis of analysis the goals have been defined, tasks and key
problems on combating IT-crimes have been revealed taking into account modern
challenges and threats;

— it has been argued that the establishment of specialized unit to combat IT-
crime contribute to ensuring public order and enhance the effectiveness of the
detection and investigation of IT-crime through Search and Intelligence operations;

— it is proved that the establishment of Special Computer Forensic Centre for
digital forensics serve to improve the efficiency and quality of the IT-crime incidents
detection through testing and research, as well as Expert Testimony. In addition,
testing of security equipment in the area of information security. The suggested
center carries out functions of original “range” on testing of the newest protection
frames against computer viruses, malicious programs, burglaries etc.;

— formulated recommendations and proposals aimed at improving the quality
and effectiveness of operational and investigative tactics in the IT-crime
investigation.

Probation of the dissertation research results. The main provisions and
conclusions of the research are reflected in five articles covering various aspects of
the topic under development, published in scientific journals and conference
proceedings.

Structure of the dissertation. The research consists of an introduction, two
chapters with six paragraphs, a conclusion, a list of literature and annexes. The main

part of dissertation is 92 pages long.



Chapter 1. IT-crimes: concept, measures, cooperation

1.1. The concept and certain types of IT-crimes

The active growth of all kinds of information technology threats poses an
extremely urgent task for every State — the need to ensure information security in
modern society.

As the first President of the Republic of Uzbekistan I.A. Karimov attached
significance, “it is particularly important to note the development of high-tech
telecommunications industry is strategically important for us. Presently, it is
unthinkable to imagine life without computer equipment, information technologies,
Internet, cellular telephone communication™?.

In turn, the head of our State Sh.M. Mirziyoyev rightly points out “...it is
necessary to take into account and use the significant advantages of modern
computer technologies, especially the Internet™?,

The world’s annual assessment of the IT-crime raises concerns about the low
level of citizens protection in modern information society. Basically, the range of
issues is quite wide — from technical insecurity to the vulnerability of work support
systems designed for conducting monetary transaction.

As R.S. Belkin believes, the language of science (terminology) should be
distinguished by exceptional accuracy, certainty, unambiguousness of the used
designations and terms. Initially, the introduction of new concepts and definitions
into forensics can be carried out at the expense of scientific knowledge real results®

on the basis of interconnection and interpenetration.

1 Karimov I.A. Our main task is to further develop the country and improve the welfare of the people. Report
of the President of the Republic of Uzbekistan at the meeting of the Cabinet of Ministers dedicated to the results of
socio—economic development of the country in 2009 and the most important priorities of the economic program for
2010.

2 Mirziyoev Sh.M. Critical analysis, strict discipline and personal responsibility should become a daily norm
in the activity of each manager. Report of the President of the Republic of Uzbekistan at the extended session of the
Cabinet of Ministers dedicated to the results of socio—economic development of the country in 2016 and the most
important priority directions of the economic program for 2017.

3 Belkin R.S. The course of forensics: a training manual for universities. Moscow, RF: UNITY DANA, 2001
— P. 182-187. (unofficial translation from Russian).
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The above-mentioned argument is also true for the concepts of “IT-crime”. At
present, the term is used widely enough in connection with the information and
telecommunication breakthrough in the XXI century. Simultaneously, they have
become an integral part of all spheres of human activity. For the most part, in the
systems of remote banking via communication channels with the help of electronic
means, electronic data carriers, technical devices, computer programs’ transfer funds
and utilities are paid, various goods are bought and sold.

In general, with the development of information technologies, the term
“computer” is becoming commonplace. Nowadays almost all gadgets have access
to the Internet. With the development of 3G and 4G networks, mobile phones are
connected to a global network using UMTS! or HSPDA? technology. Such networks
on speed practically do not concede possibilities of connection to a network the
Internet by tools of the trivial computer. Doubtless, they will surpass it on technical
characteristics and parameters in the future.

In order to prevent compromising the information systems and websites of the
“UZ” domain zone, as well as alerting national Internet users about emerging threats,
the “Cyber Security Center”® the State Unitary Enterprise presented the Review®.
The threat study showed:

= 106,508 cases refer to hosts who are members of botnet networks;

= 13,882 related to blocking IP-addresses blacklisted by various services due
to spamming or password brute-forcing;

= 8,457 is related to the use of the TFTP® and related ports. Using of them
can lead to the download of foreign content due to the lack of authentication

mechanisms;

! Universal Mobile Telecommunications System — the third—generation network.

2 High Speed Downlink Packet Access — the fourth—generation network.

3 Official website of the “Cyber Security Center” SUE of Uzbekistan — [Electronic resource] —
URL.: https://tace.uz/ (Date of review 08.04.2020) (unofficial translation from Russian).

4 Cyber Security of the Republic of Uzbekistan. Outcomes of 2019.- [Electronic resource] —
URL.: https://review.uz/ru/post/kiberbezopasnost-respubliki-uzbekistan—itogi-2019-goda  (Date  of  review
08.04.2020) (unofficial translation from Russian).

5 Trivial File Transfer Protocol — a formal set of format, timing, sequencing, and error control rules for
transferring files to and from a remote computer system running the TFTP service.
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= 2,114 refers to the use of the vulnerable RDP?;

= 1,042 cases involving the use of software and database management system
without authentication mechanism and expired or unreliable SSL certificates?.

Thereby, the problem is compounded by the reality that it is not possible to
solve these issues by the forces of only one State. There is a need for international
coordination to counter this transnational scourge. Indeed, the Manual on the
Prevention and Control of Computer-Related Crime for United Nations (UN)
Member States® recognize criminal offenses in virtual space as a global international
challenge. Similar provisions are contained in other international legal instruments.
Such as the Budapest Convention of the Council of Europe “On Cybercrime™,
ASEAN Declaration to Prevent and Combat Cybercrime®, the Okinawa Charter on
Global Information Society®.

It should also be stressed to date the world community has not developed a
common terminology and a common approach to the phenomenon and concept of
IT-crime, which is used along with the concept of cyber or computer crime.

Most IT-crime literature usually begins with the interpretation of the word
“cybercrime” and “computer crime”. In this sense, in recent time various methods
have been adopted to give the most accurate description as possible for both words.
Before assessing these strategies, the connection between ‘“cybercrime” and
“computer-related crimes” or “computer-oriented crimes” needs to be determined.
Without going into depth at this point, the term “cybercrime” is broader than

computer-related crimes, as a computer network must be involved. Computer-

! Remote Desktop Protocol — a proprietary protocol to provide remote display and input capabilities over
network connections for Windows®-based applications between two computers.

2 A certificate used to provide SSL. It encrypts traffic and verifies the identity of the server.

3 United Nations Manual on the prevention and control of computer-related crime — [Electronic resource] —
Available at. — URL :http://216.55.97.163/wp-content/themes/bcb/bdf/int_regulations/un/CompCrims_UN_Guide.pdf
(Date of review 10.04.2020).

4 Convention of the Council of Europe “On cybercrime”. November 23, 2001. — [Electronic
resource] — URL: https://www.europarl.europa.eu/meetdocs/2014 2019/documents/libe/dv/7_conv_budapest /7 _co
nv_budapest_en.pdf (Date of review 10.04.2020).

5 ASEAN Declaration to Prevent and Combat Cybercrime — [Electronic resource] — Available at. —
URL.: https://asean.org/asean-declaration-prevent-combat-cybercrime/ (Date of review 12.04.2020).

& The Okinawa Charter on Global Information Society. One of the four documents issued at the G8 Summit
Meeting at Kyushu-Okinawa on 21-23 July, 2000. - [Electronic resource] - Available at. -
URL.: https://www.mofa.go.jp/policy/economy/summit/2000/documents/charter.html (Date of review 12.04.2020).
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oriented crimes also involve certain behaviors that have no connection to a network
but instead affect individual computer systems!. Apart from, many foreign scientific
resources, crimes committed in computer and telecommunication systems are
nominated in different ways: e-crimes, digital crimes, high-tech crimes, Internet
crimes, online crimes, information crimes, electronic crimes, technology crimes,
crimes in the field of computer information, computer misconduct etc. Therefore, in
this research we use the word “IT crime” in order to make a real widespread study
of these categories.

So far, there is no definition of “IT-crime” in the Criminal Code of
Uzbekistan. In the modern legal literature of Uzbekistan, “IT-crime” is understood
as “crimes in the field of information technology”. Despite the different descriptions
and approaches both abroad and in Uzbekistan, there is a difference between “crimes
committed in the sphere of information technologies” and ‘“crimes committed by
means of information technologies”. The first category of crimes falls within the
Chapter 20 of the Criminal Code. These are Article 278. Violation of the rules of
informatization, Article 2782. Illegal (unauthorized) access to computer information,
Article 278%. Manufacture for marketing purposes or marketing and distribution of
special means for obtaining illegal (unauthorized) access to a computer system and
telecommunication networks, Article 278% Modification of computer information,
Article 278°. Computer sabotage, Article 278°. Creation, use or distribution of
malicious  programs,  Article 278", lllegal ~ (unauthorized)  access to
telecommunication networks.

The second category is crimes committed with by means of information
technologies: computers (phones, tablets), program devices, information systems,
local and global networks, telecommunication networks, malware, etc.

Criminal legislation of the Republic of Uzbekistan includes
Article 103. Incitement to suicide, Article 103'. Inducement to suicide,
Article 167. Embezzlement, Article 168. Fraud, Article 169. Theft,

! Cisar P., Maravic Cisar S., Bosnjak S. Cybercrime and digital forensics — technologies and approaches //
DAAAM International scientific book. ISBN 978-3-901509-98-8, ISSN 1726-9687. Chapter 42. — Vienna, Austria:
2014. - P. 526.
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Article 188, Illegal fundraising activities, Article 244 Production, keep,
distribution or demonstration of products threatening public security and public
order, Article 278. Organization and performance of gambling and other risk-based
games.

Many scientists and researchers have attempted to design this concept.
According to V.A. Nomokonov, T.L. Tropina, the cybercrime is more extensive
than computer crime and accurately reflects such phenomena as crime in the virtual
space?. It should also be noted, virtual space is a space whichever is simulated and
mediated by electronic devices. In our opinion, the most complete identification
reflecting aspects of this negative phenomenon is given in D.N. Karpov’s article:
“cybercrime is an act of social deviation with the aim of causing economic, political,
moral, ideological, cultural and other types of damage to an individual, organization
and State through any technical tools with access to the Internet”. By and large, it
reflects not legal aspects, but social and economic problems of modern society?.

Technically, P. De Hert, G. Gonzélez Fuster and B.J. Koops believe that IT-
crime in the broad sense is any illegal act committed through or in connection with
computer devices, including such crimes as the illegal storage, offering or
dissemination of information through the use of computer technologies®. In general,
IT-crime is linked by these authors to offences committed on various information
networks.

K.N. Evdokimov indicates, it is reasonable to consider computer crime in a
narrow and broad sense. In the narrow sense, “‘computer crime” is a set of crimes,
where the direct main object of criminal offense are public relations protected by
law in the field of safe creating, storing, processing and transferring computer
information. Typically, the subject of the crime are computer information, tools on

protection of computer information, information and telecommunication networks,

! Nomokonov V.A., T.L. Tropina. Cybercrime as a new criminal threat // Criminology. Yesterday. Today.
Tomorrow. — Nel (24). — 2012. — P. 47. (unofficial translation from Russian).

2 Simonov N., Klenkina O., Shikhanova E. Leading Issues in Cybercrime: A Comparison of Russia and Japan
/I Advances in Social Science, Education and Humanities Research, volume 441. 6th International Conference on
Social, economic, and academic leadership (ICSEAL-6-2019). — Paris, France: Atlantis Press SARL, 2020. — P. 506.

3 De Hert P., Gonzalez Fuster G., Koops B.J. Fighting cybercrime in the two Europes // Dans Revue
internationale de droit pénal 2006/3-4 (Vol. 77) — Brussel, Belgium: Vrije Universiteit Brussel, 2006 — P. 262-267.
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tools on storage, processing and transmission of computer information. From their
perspective, this qualification fully coincides with the notion of “crimes in the sphere
of information technology” formed by the legislator. On a gross scale, the definition
of “computer crime” is interpreted as follows. Computer crime is a set of crimes
where the main direct object of criminal offense is public relations in the sphere of
computer information and information technologies, safe functioning of tools on
creating, storing, processing, transferring and protecting computer information.
Otherwise, at the same time computer information, information and
telecommunication networks; tools on creating, storing, processing and transferring
computer information (PC?, smartphones, iPhones, cash registers, ATMs?, payment
terminals and other computer devices) are not only the objects of a criminal act but
they are also used as a tool and instrument of crime committing™2.

Other scientists refer to IT-crimes as illegal acts committed through computer
and mobile (cellular) communications on networks. Widely, Julian Jang-Jaccard and
Surya Nepal argue, IT-crimes are socially dangerous acts committed by means and
methods of computer and mobile (cellular) equipment, their software components in
respect of information placed, used, processed and changed in the virtual space of
the Internet network®.

According to the authors of the book “Social Engineering and Social Hackers”
M.V. Kuznetsov, 1.V. Simdyanov, social engineering is manipulation of a person or
group of people to break into security systems and steal important information®. As
it is noted, these authors, the greatest threat to information security will be
represented by more and more advanced methods of social engineering used for

hacking the existing security facilities. Explaining this by the fact that social

! Personal Computer - [Electronic resource] - Available at. -
URL.: https://www.webopedia.com/TERM/P/personal_computer.html (Date of review 10.04.2020).
2 Automated  Teller Machine (ATM) — [Electronic  resource] — Available at. -

URL.: https://www.investopedia.com/terms/a/atm.asp (Date of review 10.04.2020).

3 Volevodz A.G. Counteraction to computer crimes: legal basis of international cooperation. — Moscow, RF
2002. (unofficial translation from Russian).

4 Jang-Jaccard J., Nepal S. A survey of emerging threats in cybersecurity // Journal of Computer and System
Sciences. Volume 80, Issue 5. — Australia: CSIRO ICT Centre, 2014 — P.973-993.

5 Kuznetsov M.V., Simdyanov 1.V. Social engineering and social hackers. — Saint Petersburg, RF, 2007.
(unofficial translation from Russian).
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engineering does not require significant financial investments and thorough
knowledge of computer technologies by trespassers. This view is shared by
R. Mogull, head of information security at Gartner Corporation, and R. Forsythe,
managing director of the regional divisions at the Sophos antivirus company, who
describes it as “a new cynical type of fraud”.

Oppositely, A. Wadhwa, N. Arora believe that IT-crimes are actions on the
Internet, in which the computer is either the tool or the subject of criminal attacks in
virtual space!. From A.H. Al-Hamami’s point of view, IT-crimes are socially
dangerous acts committed with the use of computer equipment in respect of
information processed and used on the Internet?.

Let’s look at modern and widespread types of IT-crimes around the world.

Financial crimes — the socially dangerous acts encroaching on financial and
economic relations, namely fraud with credit cards, theft of money resources at the
moment of bank operations performance, etc.

Phishing — is extracting information from trustworthy citizens for access to
bank accounts. It is widely used in countries where Internet banking services are
popular. To date, targeted phishing has become widespread. Target phishing is used
in narrow user groups. They contain messages with a social context encourage
potential victims to open an executable file or go to a site containing malicious code.

In practice, the more dangerous type of fraud than phishing is so-called
pharming. Although, pharming is the procedure of redirecting a victim secretly to
a false IP-address. To our way of thinking, it is a more sophisticated, albeit
technically complexed method of fraud than phishing®.

Another dangerous type of IT-crime is computer remote hacking.

Surprisingly, it allows computer trespassers to read and edit documents whether are

' wadhwa A., Arora N. A Review on Cyber Crime: Major Threats and Solutions // International Journal of
Advanced Research in Computer Science. Volume 8, No. 5. ISSN No. 0976-5697 — Gurgaon, India: Amity University
Haryana, 2017 — P.2217-2221.

2 Al-Hamami A.H. Proposals to Win the Battle Against Cyber Crime. DOI: 10.4018/978-1-4666-6583-
5.ch008 — Amman, Jordan: Amman Arab University, January, 2014 — P. 5.

% Chambers-Jones C., Hillman H. Financial Crime and Gambling in a Virtual World: A New Frontier in
Cybercrime. ISBN 978 1 78254 519 4 — Cheltenham, UK: University of West England, 2014 — P. 4.

4 Brody R., Mulig E., Phishing, pharming and identity theft // Academy of Accounting and Financial Studies
Journal, Volume 11. — USA: University of New Mexico, 2007 — P. 43-56.
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saved on file servers and desktops of computers. Apart from, they have the ability to
introduce their own malicious programs, as well as collect various types of
information through audio, video surveillance. One of the newest viruses what have
emerged recently is cyberweapons, the purpose of whichever is to destroy industrial
infrastructure. These include such viruses as Duqu, Stuxnet, Gauss, Flame. Behind
such viruses are no longer low-skilled specialists in information technology, but very
super professionals?.

Other dangerous examples of IT-crime are?:

Cyber pornography refers to obscene sites whether allow visitors to post
obscene movies, videos and photos with minors.

Up to a point, it is also fair to include dating chats whether contain obscene
information about users and descriptions of virtual sex with minors.

Cyber drug trafficking is a drug trade for using the latest technology to
encrypt messages sent by email clients. In such messages, drug traffickers coded the
place and manner in which the goods are exchanged for money.

Cyberterrorism is the commission of terrorist acts in virtual space.
Undoubtedly, this category of crime may include the simple dissemination over the
Internet of information about terrorist acts that may be committed at a specified time
in the future. And also highlight such types of IT-crimes as online gambling and
cyber harassment.

It is worth mentioning the victims of IT-crime are juvenile. According to the
Ministry of Internal Affairs of the Republic of Uzbekistan, the most terrible and
irreversible process of minors’ exposure was their mass involvement in suicidal

groups, whichever romanticize death and popularize passing on life3.

1 Wangen G. The Role of Malware in Reported Cyber Espionage: A Review of the Impact and Mechanism
/I Open Access. Information. ISSN 2078-2489. DOI:10.3390/Info6020183 - Gjevik, Norway: Gjgvik University
College, 2015 - P. 184.

2 Oluga S.0., Azizah Bt H.A., Ahmad Jamah A.A., Haroon Sh.O., Maryam Omar A.S., Nur Adlya Bt.M. An
Overview of Contemporary Cyberspace Activities and the Challenging Cyberspace Crimes/Threats // (1JCSIS)
International Journal of Computer Science and Information Security, Vol. 12, No. 3. ISSN 1947-5500 — Kedah,
Malaysia: Universiti Utara Malaysia, 2014 — P. 62-100.

3 MIA: The Blue Whale game came to Uzbekistan two months ago. — [Electronic resource] — Available at. -
URL.: https://www.uzdaily.uz/ru/post/32021 (Date of review 15.04.2020) (unofficial translation from Russian).
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Hence, the underage girls and boys can be affected not only by direct contact
in correspondence on social networks. Alternatively, through suggestions for
watching videos, discussion of TV series, helping to solve one’s homework. Most
of all, certain online books, recommendations for reading literature and listening to
music can be offered.

Unfortunately, one of the brightest samples of modern times is the “Blue
Whale” online game for juniors and teenagers. The final stage of the play is suicide
of a participant. In particular, the list of tasks for the participants is also given, such
as cutting the lip, slipping hands with a needle, sitting with legs down on the edge
of the roof, drawing with a blade on the hands and feet, etc.

It makes sense, countries such as Uzbekistan, Russia, Ukraine, Bulgaria,
Latvia, Italy, the Middle East and the USA have already “collided” with the Blue
Whale. Currently, to counter IT-crime is actively conducted. Nowadays preventive
measures are actively taken to avert such IT-crimes, the victims of which are minor
child.

It follows because IT-crime undermines not only the computer security of
society and the information security of computer users, but also the public order of
the State as a whole. As a consequence of the “IT-crime” definitions given in the
article, as well as individual types of this category of crimes, a common
characterization can be formulated. Legally, the IT-crime is a set of crimes
prohibited by the Criminal Code of the Uzbekistan committed in virtual space, where
the main direct targets of a criminal attack are constitutional rights and freedoms of
persons and citizens, social relations in the field of computer information and
information technologies, social relations in the sphere of economy and economic
activity, social relations in the sphere of State power, social relations in the area of
population health and public morality.

There are crimes against the confidentiality, integrity and availability of
computer systems, networks and computer data, and abuse of those systems,
networks and data. Clearly, this is a violation of social relations protected by law in

the sphere of secure creating, storing, processing and transferring computer
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information with the aim of causing economic, political, moral, ideological, cultural
and other types of damage to a person, society, State and the world as a whole.

The peculiarities of IT-crimes are transboundary; non-standard ways of
crimes committing; automation of criminal acts; anonymity of acts; complexity of
disclosure of the IT-crime (low percentage of disclosure); interaction of different
criminal communities; high income of criminal activity.

It is important to understand given IT-crime covers a wide range of social
relations and has a large number of different ways of crime committing. The IT-
crime undermines not only the information security of society, but also the public
order of the entire State. Importantly, it includes deprivation of material resources,
as well as threats to the life and health of citizens. Thereby, IT-crime must be
combated at the international level. No doub, the effective detection of the IT-crime
requires active international cooperation and support, as well as constant updating
of inter-state and national laws. But it should also be noted, in order to be more
successful, every State needs to adopt domestic laws which are not contradictory to
one another. As K.N. Evdokimov notes, legal regulation of combating cybercrime
issues is the basis of the combating cybercrime entire system. Respectively,
amendments and modifications to existing criminal legislation are necessary and
relevant at the current stage of development of society.

At present, national jurisprudence considers crimes in the field of information
technology from the perspective of relations of information technology use and, on
this basis, substantiates the characteristics of IT-crimes in Uzbekistan. For instance,
R.K. Kabulov and E.S. Abdurakhmanov note that crimes in the field of information
technology violate relations that ensure the lawful and secure use of information
technology, thereby threatening the security of individuals, society and the State’.
The difference in terminology indicates that there is no uniform approach to the

problem under study. This is objectively determined by the difficulty of combining

! Kabulov R.K., Abdurakhmanov E.S. Crimes in the field of information technologies: Study guide. —
Tashkent, Uzbekistan: Academy of MIA of the Republic of Uzbekistan, 2009. — P. 62. (unofficial translation from
Russian).
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the concept of “computer information” with the traditional institutes of criminal law
and criminal procedure science’.

Summarizing the abovementioned, we propose to define “information
technology crimes” as socially dangerous acts (actions and inactions), committed
both intentionally and carelessly, causing or creating a threat of real infliction of
essential damage or material damage to social relations in the sphere of information
technologies.

Actually, the main issue of Uzbek legislation in the sphere of computer
information and high technologies is not that it is poorly developed, but whether it
is developing slowly. Due to the imperfection of the law, there have been experience
where no criminal cases have been initiated for several years. It is clear to everyone
there is no crime without a crime scene.

In summary, the IT-crimes investigation committed in virtual space requires
both technical and theoretical knowledge. Given the acute shortage of the latter,
there is a need to justify a single concept of virtual space from a forensic point of
view. In a nutshell, it will contribute to deepening and expanding the theoretical base
terminology of computer forensics. Additionally, with regard to IT-crime,
researchers note the successful detection, rapid and complete investigation of IT-
crimes requires new approaches. Hence, they should base on a more complete use

of science and technology, with the assistance of knowledgeable individuals 2.

! Baturin Y.M. Zhodzinsky A.M. Computer crime and computer security. Moscow, RF: Yurid. lit. 2008. —
P. 91. (unofficial translation from Russian).

2 Protasevich A.A., Zveryanskaya L.P. Peculiarities of the scene inspection in cybercrime cases // Izvestia of
Irkutsk State Economic Academy (Baikal State University of Economics and Law), Ne 2, 2013. (unofficial translation
from Russian).
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1.2. Improve mechanisms and measures to prevent I'T-crimes

Due to its specific nature and increased social danger, IT-crimes have been
analyzed by criminologists, criminalists and IT-specialists from different points of
view almost since their appearance. So far, no unified view of IT-crime has been
developed.

As far as we are concerned, the views of specialists in this field can be divided
into two groups:

1. IT-crimes are an independent type of criminal activity.

2. IT-crimes do not exist as a separate IT-crime?. For this reason, they should
be regarded only as a qualifying feature of common “traditional’ crimes.

In theory, it is also proposed this group includes an unreasonably broad
concept of IT-crimes, whichever includes any offense of people’s communications
and relations, hindering the application and use of computer equipment.

The first one is absolutely obvious and socially available. Furthermore,
exactly and widely used in the world practice. The most striking samples of recent
legislation of this kind are the UK Terrorism Act of 2000° and the US anti-terrorism
law known as the “Act of 2001*. With this law, Congress introduced new concepts
expanding the interpretation of the term “terrorism”, creating a new legislative
concept of “cyberterrorism”.

Certainly, it seems more appropriate to us given the second direction, rather
two interrelated and complementary approaches. Moreover, they allow for a certain

adjustment of the Criminal Code of Uzbekistan without its fundamental revision.

! Aratuly K., Bostanbekov K. Cybercrimes: Concept and Problems of Terminology // Middle-East Journal of
Scientific Research 15 (8): ISSN 1990-9233 — Almaty, Kazakhstan: IDOSI Publications, 2013. — P. 1121.

2 Gercke M. Understanding Cybercrime: Phenomena, Challenges and Legal Response — Geneva,
Switzerland: International Telecommunication Union, 2012 — P. 11.

% Terrorism Act of 2000 - [Electronic resource] - Auvailable at. -
URL.: http://www.legislation.gov.uk/ukpga/2000/11/contents (Date of review 18.04.2020).
4 Anti-Terrorism  Act of 2001 -  [Electronic  resource] —  Available at. -

URL.: https://www.epic.org/privacy/terrorism/ata2001_text.pdf (Date of review 18.04.2020).
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First and foremost, the terms and concepts contained in the criminal law
should be interpreted in accordance with the definitions set forth in a number of laws
of the Uzbekistan.

Afterwards, to expand in some cases the qualifying features of crimes to
include the qualification feature — “by using Computer Equipment either Mass
Media or Telecommunication Networks and Internet” (in cases where their use
clearly increases the danger of a particular IT-crime).

In our view, it is essential to make amendments and modifications to the
Criminal Code in accordance with the state of international 1T-crimes at present
time.

Let us begin with Chapter 5: Crime against family, youth and morality —
Acrticle 125. Divulgence of adoption secret. It is advisable to add the Article 125 part
2 with a paragraph “d”: “by using Mass Media or Telecommunication Networks and
Internet”. Accordingly, it should be punished more severely.

Chapter 6: Crime against freedom, honour and dignity -
Article 139. Defamation. Is it not obvious since defamation, “published on the
Internet is incomparably more dangerous than the published in printed or otherwise
copied text or in the media” and should be punished accordingly more severely? The
same can be attributed to Article 140. Insult. Therefore, it may be also suggested to
add with the following wording: “by using Mass Media or Telecommunication
Networks and Internet”.

Chapter 7: Crimes against constitutional rights and freedoms of citizens —
Article 1411, Violation of privacy — certainly requires additional qualification
feature: “by using Computer Equipment either Mass Media or Telecommunication
Networks and Internet .

Chapter 8: Crimes against peace and security of mankind -
Avrticle 155. Terrorism. It’s quite enough to add paragraph “c” to part 3 of the
Article 155: “by using Computer Equipment or Telecommunication Networks and

Internet ”.
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We are especially interested in Chapter 12: Crimes against economic
foundation, in particular Article 176. Manufacturing, sale of forgery money, excise
stamps or securities, Article 179. False entrepreneurship, Article 180. False
bankruptcy, Article 181. Suppression of bankruptcy, Article 181, Premeditated
bankruptcy. It is known nowadays such crimes are usually committed by tools on
falsification of computer information.

Two conclusions follow from here.

Firstly, the crimes committed according to the mentioned articles, in case of
application of information technologies, they should be qualified according to the
totality of relevant articles and Article 278% Modification of computer information.

Secondly, “by using Computer Equipment either Mass Media or
Telecommunication Networks and Internet ” in this case can be a qualifying feature,
as the danger of a criminal act increases.

We realize — “the application of information technologies” may be an
aggravating factor in the committing before mentioned crimes.

To our way of thinking, Article 191. Illegal collection, divulgence or use of
information do not require any special qualification. Because the collection method
is not a qualifying feature for them. It would be observed, however, the court practice
notes the increasing role of information technologies in these acts.

Chapter 27. Crime against public security and public order.

We also suppose according to the dangerous impact to economic relations,
Acrticle 243. Legitimization Laundering of Proceeds from Criminal Activity and
Article 2511, Illicit traffic in superpotent and psychotropic substances — it is quite
sufficient to add new part with the following: “the same acts committed by using
Computer Equipment either Mass Media or Telecommunication Networks and
Internet”. Similarly, they will constitute an aggravating circumstance in the
committing crime,

Alternatively, it is difficult to attribute directly to Article 255*. Development,
manufacture, stockpile, acquisition, transfer, keep, illegal possession and other

activities involving bacteriological, chemical and other weapons of mass destruction
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the advice, drawings, recommendations on their manufacture posted on some
Internet sites, but such actions clearly require some legal assessment.

In similar, the same applies to Article 270. Growth of prohibited crops,
Acrticle 273. Illicit manufacture, acquisition, keep and other activities with narcotic
drugs, their analogues or psychotropic substances for marketing purposes or
marketing and Article 276. lllicit manufacture, acquisition, keep and other activities
with narcotic drugs, their analogues or psychotropic substances without marketing
purposes in the Chapter 19. Crimes consisting of illicit traffic in narcotic drugs or
psychotropic substances. Essentially, it should be pointed out the Uzbek criminal
legislation in the sphere of crimes against health does not provide for liability in any
way for such acts related to the use of information technologies may cause human
casualties. Meanwhile, foreign lawmakers currently provide for such situations.
Definitely, the qualifying feature: “by wusing Computer Equipment or
Telecommunication Networks and Internet”, the one should be included in
Acrticle 130. Production, importation, distribution, promotion, demonstration of
obscene products.

Chapter 29. Crime against constitutional order and internal security of the
State.

Let us consider the “informational” approach to the articles of this chapter
using the example of Article 163. Loss of documents containing State secrets.
Indeed, it would be advisable to include the qualifying feature, too: “committed by
using Computer Equipment either Mass Media or Telecommunication Networks and
Internet” Just like approach is also offered to apply in Chapter 15. Crime against
administrative order — Article 209. Forgery in public office, Article 210. Passive
bribery, Article 211. Active bribery, Article 212. Complicity in bribery, etc. The last
ones are new characteristics of actual crimes in Uzbekistan.

By and large, special consideration should be paid to
Article 230%. Falsification (forgery) of Evidence. As digital and information

technologies allow falsifying not only written documents, but also sound, image, etc.
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The arguments we have presented once again there are very specific IT-
crimes, which are not reflected in the Criminal Code of Uzbekistan at all. In
particular, protection of an individual and society from “harmful” information
should be considered as objects.

To sum up, the following conclusions can be drawn.

Criminal law regulation of the Republic of Uzbekistan in the area of crimes
involving information technology is not fully in line with the actual situation;

The number of really existing (or supposedly in the near future) criminal acts
cannot be qualified under the existing Criminal Code;

The best way to address the noted gaps is to introduce additions to a number
of the existing Criminal Code articles that qualify individual acts and to interpret (in
relation to information technologies) a number of terms and concepts used in the
“traditional” sense;

In some cases, whereas the absence of the existing Criminal Code
fundamentally new structures inherent only in information technologies it is
necessary to develop and introduce new norms providing for such act’s criminal
liability.

According to the 2019 FBI’s Internet Crime Complaint Center (ICCC), the
total damage from IT-crime estimated $ 3,5 billion, while the average damage per
crime was $35,000%. Another reputable international company on cybersecurity for
the prevention and investigation of IT-crime, Herjavec Group, damage from IT-
crime in 2019 worldwide is predicted at $ 124 billion? (USD).

As for Uzbekistan, State authorities should pay special attention to the
activities of law enforcement agencies. Only the quality of law enforcement efforts

to combat IT-crime depends on the existence of information security for individuals

12019 Internet Crime Report. Federal Bureau of Investigation’s Internet Crime Complaint Center —
[Electronic resource] — Available at. — URL.: https://pdf.ic3.gov/2019 IC3Report.pdf (Date of review 19.04.2020).
P. 3.

2 2019 Official Annual Report. Herjavic Group. Cybersecurity Ventures / Editor-in-Chief: Steve Morgan. —
[Electronic resource] — Available at. — URL.: https://www.herjavecgroup.com/wp-content/uploads/2018/12/CV-HG-
2019-Official-Annual-Cybercrime-Report.pdf (Date of review 19.04.2020). P. 6.
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and the State as a whole!. Nevertheless, the main actions to counter IT-crime are
taken at the level of individual States. Let us consider at a few typical examples.

The United Kingdom established a National High-Tech Crime Unit in 2001,
which includes investigators, forensic scientists and computer consultants.
Moreover, the National Criminal Intelligence Service (NCIS) is investigating the
feasibility and prospects of establishing a national computer crime centre within that
service?.

In the United States, the National Infrastructure Protection Center (NIPC)
provides threat assessment, alert and investigation for cyberattacks under two
programs. The first program aims to strengthen relationships with partners and
includes public and private institutions. The second program, called “InfraGard”,
includes the sharing of incident data on a voluntary basis®. The U.S. Department of
Justice Criminal Division, through its Computer Crimes and Intellectual Property
Offenses Section (CCIPS), established the “LawNet” network of federal, state, and
local computer experts in January 2000. Additionally, the Department of Defense
has created a common database to assist the defense and intelligence community in
combating IT-crime. The joint database enables security and defense agencies to
respond quickly to computer requests and share important information.

Australia has established an E-Security Co-ordination Group (ESCG). The
main objective of the ESCG is to provide a secure and reliable electronic operational
space for both the public and private sectors. Basically, the ESCG team is
responsible for incident reporting, response and coordination under bilateral and

multilateral agreements related to IT-crime*,

Yinternational Journal of Information Security and Cybercrime. Volume 8, Issue 2,
DOI: 10.19107/1J1SC.2019.02 — Bucharest: Romanian Association for Information Security Assurance (RAISA),
2019. - P. 86.

2 UK Launches First National High-Tech Crime Unit // Enterprise System Journal. High-End Datacenter and
Server Solutions — [Electronic resource] — Available at. — URL: https://esj.com/articles/2001/04/23/uk-launches-first-
national-hightech-crime-unit.aspx (Date of review 20.04.2020).

3 Computer Crime. A Joint Report. June, 2000. — [Electronic resource] — Available at. —
URL.: https://www.state.nj.us/sci/pdf/computer.pdf (Date of review 20.04.2020). P. 64.

4 Dunn M., Wigert I. Critical Information Infrastructure (CI1P) Protection Handbook. — Zurich, Swiss: Swiss
Federal Institute of Technology Zurich, 2004. — P. 44.
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In 2012, the Central Criminal Police Department in Georgia established a
Cyber Crime Division (special unit) to combat IT-crime. Currently, there are 15
detective-investigators within the Division who are responsible for investigation of
IT-crime. The Division is competent to investigate IT-crime offences. However, the
Division also provides advice, guidance and technical assistance to other police units
across Georgia in investigation of IT-crime and handling of electronic evidence. In
addition, the forensics team of the Ministry of the Interior handles the forensic
examination duties. In 2014, the Ministry of State Security of Georgia has been
established separate IT-crime investigation team, too.

The Czech Republic has developed the Concept for the Development of the
Capacities of Law Enforcement Agencies to Investigate Cybercrime (approved by
the National Security Council). In this connection, the National Centre for
Combating Organised Crime was established in 2016, which included the IT-crime
unit. The functions of the unit are to coordinate and provide 24/7 technical support,
detect and investigate crimes, cooperate internationally and carry out scientific and
educational activities in this area.

Meantime, the activity of the law enforcement agencies of Uzbekistan in
detecting (uncovering), investigating and preventing criminal acts related to
information security offences is the utmost importance in combating IT-crime. As
in individual CIS countries, Uzbekistan does not have independent investigative and
operational units specializing in combating IT-crime.

At present, this task is mainly entrusted to the Ministry of Internal Affairs, the
State Security Service and the General Prosecutor’s Office in Uzbekistan. Primarily,
IT-crime detection and investigation is carried out by officers with higher law degree
(in accordance with qualification requirements) specializing in the investigation of
common crimes, including corruption and economic crimes. The investigative
officers of the law enforcement agencies in Uzbekistan have no special knowledge
of IT-crime cases. Including the lack of skills of the operational units’ officers makes
it unenforceable to solve crimes in a timely manner, hunt out evidence and prosecute

the liable persons. Most of all, the so-called IT technicians among the officers are
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exceptional. As a rule, they are persons who have mastered IT technologies on their
own and master computer. We do not set a goal to analyze the qualitative
composition of these law enforcement agencies. Generally, it is worthy of note at
the moment, officers of all law enforcement agencies are successfully coping with
the challenges they face. Nevertheless, it is compulsory to put in mind to slightly
other circumstance which can essentially raise efficiency of counteraction to crime
in field of information technology. For the present moment detection (reveal),
investigation, prevention of such crimes is mainly engaged in piece experts serving
in divisions of the specified law enforcement agencies. Given the global trends in
the number of recorded crimes in the field of information technology and the use of
digital technologies in the committing crime, this is clearly insufficient.

Furthermore, Uzbekistan cannot be classified as one of the most cyber-
criminal countries, as the proportion of crimes committed in the sphere of
information technologies is only 5% of the number of common criminal offences.
The capital city of Uzbekistan, Tashkent, is mainly vulnerable to IT-crimes. Not to
mention the fact that a large number of financial and banking institutions,
educational institutions, industrial enterprises and institutions with various forms of
ownership and others are concentrated here.

Taking into consideration as crimes of a terrorist, extremist, corrupt, economic
nature, etc., are committed, inter alia, through information and communication
technologies. Furthermore, their investigation requires special knowledge, there is a
need to establish specialized units in the law enforcement agencies of Uzbekistan.
To paraphrase, they will carry out detection, suppression, disclosure, investigation
of IT-crimes, as well as operational-technical and information support.

We believe the skills and abilities in detecting (revealing), investigating and
preventing such crimes should be possessed by the officers of the Department on
combating economic crimes at the General Prosecutor’s Office of the Republic of
Uzbekistan, whose powers include carrying out Search and Intelligence activities
and interrogation of economic crimes. Accordingly, it is offered to create, as an

experiment, Anti IT-crime Division — specialized unit to combat IT-crime in the
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Office of the Tashkent City Department, with the right to investigate, in cooperation
with Tashkent City Prosecutor’s Office.

Obviously, law enforcement practice shows that counter crime successful can
be carried out only by comprehensively trained officers, provided with perfectly
organized and interact in their duties performance. For successful detection (reveal),
investigation and prevention of crime, forensic science and the corresponding
technical means, tactics and methods of crime investigation play great importance.
Inevitably, the gaps of professional, including forensic training of law enforcement
officers, and the training of future and existing officers in special practical skills
related to the forensic support of detection (reveal), investigation and prevention of
crimes in the field of information technology is extremely important.

It must be borne in mind, this simple seemingly understandable task is
complicated by a number of negative circumstances. Over the last few decades there
have been significant changes in approaches to training not only in forensics. Also,
in many other special disciplines, whichever previously determined the quality
training level of a graduate with the qualification of “lawyer”. Admittedly, forensics
as an academic discipline has become a second-rate course of study. Throughout this
time, there have been repeated attempts to “cut back” the training course, which were
quite successful. The situation has significantly worsened in the last 10 years. During
this time forensic science, as a result of “improvement” of educational standards for
the “Jurisprudence” specialty, has not found its place in the list of special disciplines
for this direction. Predictably, in the curricula of higher education institutions in the
cycle section of the special disciplines depending on the specialization, it was
retained only thanks to the goodwill of the scientific council members of the
particular institution.

Overall, the analysis of the educational and methodical documentation,
textbooks, manuals on the discipline “Forensics” for various specialties shows the
content “frozen” at the turn of 80s of the last century. For the most part, consequently
all programme documentation and educational literature is based on traditional

knowledge and ideas about forensic science. For example, with regard to the subject
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of our study in the curricula for the “Jurisprudence” specialty only mention is made
the topic “Methods of IT-crimes investigation”. There are considered only general
recommendations on the investigation of a sufficiently large group of crimes.
However, educational and programme documentation does not contain some
information. Such as the modern system of forensic traces; the concept and
significance of virtual traces on the possibilities of discovery, fixation, seizure and
safety of virtual traces in the individual investigative activities providing; the
possibilities of expert examination of such traces or their carriers and using the
research results to prove individual circumstances of the crime committed. It would
appear without a thorough study of these issues. Nowadays, it is very problematic to
study the basics of information security investigation methods. The reasons are
following such state of affairs. Especially, mediocre knowledge of the teaching stuff
in the field of information technologies; ignoring one of the principles of education
“from the general to private, from the main to the secondary, from traditional to
new”; absence of the customer in accurate representations of what the graduate of
high school should know, have and possess; absence of real interaction between
educational institution and the customer whichever at least assumes; granting by the
customer to educational institution of statistical, analytical and other information.
All things considered, elimination of these and other reasons can significantly
increase the efficiency of the educational process, the level of mastery of theoretical
knowledge by graduates and other categories of students and form the appropriate
level of skills and abilities, which will effectively counteract IT-crime and crime in
general.

In particular, it is important to review and introduce a special system for the
recruitment of personnel in law enforcement and special agencies, as well as in
expert units (operational officers with technical education). We believe it is
applicable to use the positive experience of foreign countries in recruiting
operational officers and specialists with technical education to take legal training
courses. At the initial stage, it is possible to establish such a requirement for

operational officers.
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Meanwhile, returning to the legal regulation of the organizational order of the
above-cited specialized Division should be marked as follows. To start, define the
main tasks of the Anti IT-crime Division:

1. IT-crimes detection when the object of criminal offense is information
technologies, their systems and networks, rights of the owner of information in the
fields of telecommunications of computer means, their systems and networks are the
instrument of committing a crime, as well as offenses of citizens constitutional rights
— inviolability of private life, secrecy of correspondence, telephone conversations,
postal, telegraphic or other messages, committed by tools of illegal listening to
messages and removal of information from equipment.

2. Initiation of criminal cases and urgent investigation actions, if necessary,
suppression of the IT-crimes.

3. Identification of individuals, groups and communities engaged in illegal
activities in this area, documentation of their criminal activities and implementation
prevent measures of IT-crimes.

4. Execution of instructions to investigate IT-crimes, the conduct of Search
and Intelligence operations and participation during investigation as part of
investigative and operational teams.

Particularly, carrying out the following activities:

1. Analytical intelligence: improvement of information and analytical support
for the activities of the Department’s authorities, study of promising means and
methods of search and comparative analysis of a wide variety of information relevant
to combating IT-crimes, from media materials in Internet digital libraries to specific
operational data. The purpose of such analysis is to develop new knowledge of how
IT-crime involves computer information, how to conceal it, how to identify
unauthorized access to information that has not been reported to law enforcement
agencies, etc.

2. Computer intelligence is the use of means and methods to organize the
public and tacit receipt of information stored and processed by computer systems to

obtain information about forthcoming crimes. The activities of covert receipt of
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computer information may include both direct access to information resources of
interest and the interception of electronic messages transmitted via computer wires
and radio networks.

3. Ensure the information security of the Prosecutor’s authorities, which
extends from the protection of the subjects and interests of the Prosecutor’s
authorities from substandard information to the protection of restricted departmental
information, information technologies and the tools to ensure them.

Essentially, the condition of information and telecommunication systems and
the level of their protection is one of the most important factors affecting the
information security of the state. One of the main tools of counteracting IT-crime is
information security?.

International cooperation during IT-crime investigation should be
implemented in forms:

(a) Exchange of information, including:

e on IT-crime in preparation for or committed by computer information,
information technology and the individuals and legal entities involved;

e on forms and methods of preventing, detecting, suppressing, disclosing
and investigating IT-crime;

e 0n how it was committed:;

e on national legislation and international treaties governing the prevention
of the detection and IT-crimes investigation;

(b) Execution of requests for the conduct of Search and Intelligence
operations and procedural actions in accordance with international treaties on legal
assistance;

(c) Planning and conducting coordinated activities and operations to prevent,

suppress, detect and investigate IT-crime;

! Brown 1., Edwards L., Marsden Ch. Information Security and Cybercrime — [Electronic resource] —
URL: https://www.researchgate.net/publication/228226770_Information_Security_and_Cybercrime (Date of review
23.04.2020).
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(d) Assistance in training and professional development, including through
internships of specialists, organization of conferences, seminars and training
courses;

(e) Creation of information systems ensuring the performance of tasks related
to the IT-crime prevention, suppression, detection and investigation;

(f) Conducting joint research with the Academy of the General Prosecutor’s
Office and other departments on problems of mutual interest in combating IT-
crimes. On the other hand, increasing the amount of information passing through the
State media aimed at raising the level of legal, information and computer culture in
society.

Basically, organizational measures to prevent IT-crime are considered by
many specialists concerned with the security of computer systems to be the most
important and effective. It is connected whether they must be the foundation on
whichever the entire system for protecting computer information from IT-crimes.

Monitoring of requirements observance to information protection. Likewise,
special software and hardware for information systems protection because process
information with the limited access in non-state structures are carried out by public
authorities. Initially, the Cabinet of Ministers of the Republic of Uzbekistan defines
the procedure for such monitoring. Simultaneously, creation of special services
ensuring protection of State information with limited access in State bodies.

In today’s world, the owner of the information resources or their authorized
persons will have the right to monitor compliance with data protection requirements
and to prohibit or suspend the processing of information if these requirements are
not met. In common, it also has the right to address to public authorities for an
correctness estimation of norms and requirements performance on protection of the
information on information systems. The relevant authorities are also to be
determined by the Cabinet of Ministers of the Republic of Uzbekistan. At the same
time, these State bodies must observe the conditions of confidentiality of the
information itself and the inspection results. Law enforcement agencies must be

involved in the prevention of IT-crime. Since prevention is a mandatory part of law
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enforcement activities. Otherwise, interdepartmental control bodies, industry-
specific administrative bodies, international bodies and public organizations, as well
as the direct management of enterprises and organizations where confidential
computer information is accessed by responsible information security officers. The
practice of combating IT-crimes shows that positive results can be obtained only
with the use of a complex of legal, organizational and technical measures to prevent
IT-crime. All of which are equally important. Only complement each other form a
targeted system of prophylaxis and prevention of IT-crime under investigation.

It is critical to organize a Specialized Anti IT-crime Division under the
Tashkent City Department on combating economic crimes at the General
Prosecutor’s Office of the Republic of Uzbekistan in cooperation with Tashkent City
Prosecutor’s Office. Whichever includes investigative and operational groups,
functioning 24/7, ensuring specialization of the struggle, direct and continuous
process of detection and investigation of crimes.

On the grounds, the functions of the group should include coordination and
round-the-clock technical support (24/7 contact point), detection and investigation
of crimes, international cooperation, scientific and educational activities in this area.

To sum up, we have concluded to counter IT-crime should be raised to the
level of law enforcement priorities, the effectiveness of which will be facilitated by
the following factors.

Thus, introduction of unit, specializing in IT-rime counteraction, into
investigation units of Prosecutor’s authorities will provide qualified investigation of
crimes of this category. Today, there is no such specialization both on central and
regional levels. In the future, there will be a consolidation of operational and
investigative services, with a clear vertical subordination and specialisation,

including in countering IT-crime.
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1.3. International cooperation in solving IT-crime issues

The development of scientific progress in the XXI™ century gave rise to
technological achievements of global significance. This is due to new challenges
affecting not only the interests of individuals and States, but also the international
community as a whole. By way of introduction, we would like to underscore the
appearance of new scientific and technical objects as a result of eternal and constant
aspiration of mankind to cognize the world around is a progressive phenomenon.
However, the use of these objects can entail both positive and negative
consequences. As they are inseparably connected with a number of ethical, political
and legal issues of States and individual’s responsibility.

According to both foreign and national scientists and research data, IT-crimes
have a high degree of social danger and losses from them in some cases may exceed
many times losses from other types of well-known criminal acts. It is reasonably
argued that IT-crimes are not limited to the framework of a single state. At the same
time, the experience of foreign countries in their struggle against this phenomenon
testifies that as a result of IT-crimes committing, harm can be caused in almost all
activity spheres of the State and society, as well as in individual rights and interests
of a particular individual®.

With the spread of computer production in the 1950s and the advent of
electronic communication technologies in the 1970s2, overcoming the negative
consequences of the use of new technological advances has gradually transformed
from an issue solvable within individual States into a problem of interstate
cooperation.

In order to analyze the interstate cooperation problems to counter IT-crime,
the definition of IT-crime as an international legal category is of paramount

importance.

Llglezakis 1. The legal regulation of cyber attacks. (Second edition). ISBN 978-94-035-0933-4 — the
Netherlands: Kluwar Law International BV, 2016. — P. 28.

2Gercke M. Understanding Cybercrime: Phenomena, Challenges and Legal Response — Geneva,
Switzerland: International Telecommunication Union, 2012 — P. 13.
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At present, the term “IT-crime” is used in a number of international legal
instruments.

There is no need to say that international crime is defined as an act arising
from a breach by a State of an international obligation. They are so fundamental to
the vital interests of the international community that their breach by the
international community is considered a crime. When using global computer
systems, the provisions of Article 4 of the International Convention on the
Elimination of All Forms of Racial Discrimination® will apply.

Here, States’ Parties condemn all propaganda based on ideas of superiority of
one race or group of persons of one colour or ethnic origin. Otherwise, texts
whichever attempt to propose or promote racial discrimination in any form.
Furthermore, Article 3, Paragraph (c), of the Convention on the Prevention and
Punishment of the Crime of Genocide? prohibits direct and public incitement to
commit genocide. Concerning genocide, which can be carried out using information
communication technologies. Moreover, computer networks can be used to prepare
and coordinate the commission of other international crimes. Also, computers
operating military facilities can be directly served as a means of aggression. It seems
reasonable to classify international crimes involving the use of information
technology as a specific group of IT-crimes.

For the first time, the definition, classification and evaluation of IT-crime was
established by the decision of the Council of Europe “Budapest Convention on
Cybercrime™s,

An attempt to explain the essence of the concept of IT-crime was made by the

Eight UN Congress on the Prevention of Crime and Treatment of Offenders®.

1 Convention on the Elimination of All Forms of Racial Discrimination of 07 March 1966. — [Electronic
resource] — Available at. — URL: https://www.ohchr.org/en/professionalinterest/pages/cerd.aspx (Date of review

26.04.2020).
2 Convention on the Prevention and Punishment of the Crime of Genocide of 09 December 1948. —
[Electronic resource] - Available at -

URL: https://www.ohchr.org/EN/Professionalnterest/Pages/CrimeOfGenocide.aspx (Date of review 26.04.2020).

3 Convention on Cybercrime of 23 November 2001.- [Electronic resource] — Available at. —
URL.: https://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest
_en.pdf (Date of review 26.04.2020).

4 Report of Eight United Nations Congress on the Prevention of Crime and Treatment of Offenders. Havana,
27 August — 7 September, 1990. ISBN 92-1-130143-2 — NY, USA, United Nations, 1991 — P. 140.

35


https://www.ohchr.org/en/professionalinterest/pages/cerd.aspx
https://www.ohchr.org/EN/ProfessionalInterest/Pages/CrimeOfGenocide.aspx
https://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf
https://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf

According to its resolution, “IT-crime is any crime that may be committed using a
computer system or network, within a computer system or network, or against a
computer system or network™. In other words, any offense committed in the
information technology environment may qualify as the IT-crime.

In 2013, the UN Office on Drugs and Crime (UNODC) published a report
entitled “Comprehensive study of the problem of cybercrime and responses to it by
Member States, the international community and the private sector?. Here, the
concept of “IT-crime” was defined in relation to the context and purpose of the use
of the term of IT-crime. Moreover, as highlighted in the report, IT-crimes include
not only crimes against the confidentiality, integrity and availability of data. Also,
any act aimed at illicit profit-making, content-crimes and other unlawful acts in
virtual space. The report notes, however, there is no need for a universal definition
of IT-crime. As, for instance, harmonization of rules relating to the collection and
provision of digital evidence is more important for international cooperation in
investigating crimes. Similarly, this need is not limited to some artificial term “IT-
crime”, as electronic carriers and communications may contain information relating
to any IT-crime, whether committed in virtual space or outside it3.

The authors of the “model law” (2009) on IT-crime of the International
Telecommunication Union (ITU) consider IT-crimes much more widely. They relate
them with illegal acts committed in virtual space. Where the subject matter is
“computers, computer systems, networks, their computer programs, computer data,
content data, data movement and users™.

In a way, number of international crimes may could also be committed using

computers. Such as acts are provided for in international treaties and interfere with

! Crimes involving the use of a computer network / Tenth United Nations Congress on the Prevention of
Crime and the Treatment of Offenders //A/ CONF. 187/10.

2 Malby S., Mace R., Holterhof A., Brown C., Kascherus S., Ignatuschtschenko E. Comprehensive Study on
Cybercrime. V.13-80699 — Vienne, Austria, UNODC, February 2013 — P. 11.

3 Nomokonov V.A., Tropina T.L. Cybercrime: predictions and problems of struggle...; Comprehensive Study
on Cybercrime and responses by Member States, international community and private sector // United Nations
Document (UNODC/ CCPCJ/EG.4/2013/2: UNODC.Comprehensive Study on Cybercrime, February 2013, P. XVII).
(unofficial translation from Russian).

4 Gercke M. Understanding Cybercrime: A Guide for Developing Countries. — Geneva, Switzerland:
International Telecommunication Union, 2009 — P. 17.
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normal relations between States. They are detrimental to peaceful cooperation in
various fields of relations and penalize organizations and citizens. Such acts are
punishable either by the rules set out in international treaties or by national
legislation in accordance with those treaties. In particular, they are announced or
made public in any way in order to encourage the circulation or trade of
pornographic objects. And activities to distribute or trade in pornographic objects
through computer networks.

As well as the means of obtaining them, which follows from the provisions of
Article 1 of the International Convention for the Suppression of the Circulation of
and Traffic in Obscene Publications®.

It is well to bear in mind, various forms of IT related fraud have now become
global in scope. Particularly, in banking networks, distribution of software and
databases without obtaining the necessary licenses from an owner of the intellectual
property rights and other IT offences?. Certainly, they raise concerns about the state
of international peace and security Reports of “hacking” by hackers of databases and
software of the Pentagon appear in the press from time to time.

In order to effectively combat the misuse of information technology, IT-
crimes should not be understood in the restricted sense. In this sense, they are
understood in the acts of OECD? and the Council of Europe. Where a rather limited
list of IT-crimes directly related to the disruption of the normal functioning is
envisaged. For this reason, define the concept of IT-crimes, the manner in which
they are committed should be taken into consideration in the first place
internationally.

Thus, all crimes committed with the use of separate computers or information

communication technologies should be classified as IT-crimes.

1 Convention for the Suppression of the Circulation of and Traffic in Obscene Publications of 12 September
1923. — [Electronic resource] — Available at. — URLhttps://treaties.un.org/doc/Treaties/1950/02/19500202%2006-
19%20AM/Ch_V111_02p.pdf (Date of review 01.05.2020).

2 Mihai 1.-C., Ciuchi C., Petrica G. Considerations on Challenges and Future Directions in Cybersecurity.
ISBN 978-606-11-7004-3 — Craiova, Romania: Sitech Publishing, 2019 — P. 165.

3 Organisation for Economic Co-operation and Development. — official website. — [Electronic resource] —
Available at. — URL: https://www.oecd.org/ (Date of review 01.05.2020).
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It is not excluded, as computer networks develop, States will agree on new
norms containing measures to combat IT-crimes and the range of crimes of an
international nature will expand.

IT-crime in the context of global computer networks is transnational in nature.
Consequently, it should not only be addressed only in national legislation.

Any country’s information security is “a State of security of the country (vital
interests of the individual, society and the State in a balanced manner) in the
information field against internal and external threats™.

What’s more, problems arising in the process of inter-states cooperation in
combating IT-crimes as well as problems related to cooperation in suppressing and
punishing other categories of crimes, can be divided into the following groups:

1) location of the crime scene;

2) identification of the crime and extradition of criminals;

3) investigation of a crime;

4) prosecution, including transfer of proceedings;

5) determination of the place of serving a sentence for the committed crime.

With regard to IT-crimes, the issues of locating, identifying and investigating
the crime are the most difficult. Not surprisingly, IT-crimes have a high degree of
latency?. Methods of committing 1T-crimes cause significant difficulties in
detection. Clearly, as criminals, using computer and access codes, remain essentially
anonymous. Moreover, the investigation of such crimes is applicable only through
the involvement of highly qualified specialists in the field of information
technology. They must have as much knowledge as hackers. On the other side,
investigation is also complicated by the actuality the IT-criminal may be in one State
and the results of criminal activity may be seen in the territories of other States.

As a study result of a large number of scientific works by various authors, IT-

crime has been classified according to the degree of preparedness of users of

! Bachilo I.L., Lopatin V.N., Fedotov M.A. Information law: Textbook / Under edition of B.N. Topornin.
Saint-Petersburg, RF, 2001. — P. 420. (unofficial translation from Russian).

2Sun J.-R., Shih M.-L., Hwang M.-Sh. A Survey of Digital Evidences Forensic and Cybercrime Investigation
Procedure // International Journal of Network Security, Volume 17, No. 5. — Taichung, Taiwan: Asia University, 2015.
—P. 500.
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criminal “information technology” and their level of qualification. In publications of
national and foreign literature? five types of users can be found. Thus, A.E. Serejkina
notes in her paper, the five selected types of users differ diametrically in terms of
computer literacy. At first, system programmers are developers of operating
(software) systems, translators and other system programs. Next, applied
programmers make programs for solving special tasks in high-level languages and
deal with their debugging and documentation. Third, programming users, who are
not professional programmers, make up the programs they need to solve their
professional tasks. Then, non-programming users apply ready-made software
products whether do not require programming skills to work with them. Last, naive
(or random) users are those who first come across a computer?.

The FBI’s experience in investigating IT-crime cases demonstrates the active
use of officer deployment methods and simulated criminal activity as “subscribers”
to social pages containing extremist and terrorist materials to establish direct contact
with criminals.

Proceeding from the above and as a practice of IT-crimes investigation, one
of the challenges is also the lack of proper interaction with official representatives
of social networks (YouTube, Facebook, Instagram, WhatsApp, Twitter, Telegram,
VK, OK, etc.)? for Uzbekistan.

With regard to the determination of the crime scene, States could establish the
relevant rules by concluding a multilateral treaty. It would seem advisable to include
in the treaty a provision according to whichever the scene of committing IT-crime
should be the territory of the State where the consequences of the committed act

occurred. However, where it is known from which computer data entry and other

! the United Nations Survey of Cybercrime in the United States): Dening, V.; Essing, G.; Maas, S. Man —
Computer Dialogue Systems. Adaptation to user requirements (first in English). Moscow: World, 1984. C. 112;
Puchkova, .M. Psychological aspects of professional training of computer users: Author’s abstract. ... Cand. psychol.
of sciences. M., 1995. C. 19; Smolyan, G.Ya. Engineering and Psychological Studies of Human Machine Systems //
Voprosy psychologii. 1971. Ne 5. C. 150 — 155; Tikhomirov, O.K.; Babanin, L.N. Computer and New Problems of
Psychology. Moscow: Moscow State University Publishing House, 1986. C. Moscow: MSU Publishing House, 1986.
P. 204.; etc. (unofficial translation from Russian).

2 Serjekina A.E. Mental states of computer users in the process of computerized activity: Thesis Abstract. —
Kazan, RF, 1998. — P. 16-17. (unofficial translation from Russian).

3 Proceedings of the Regional Symposium for Central Asia “Combating Cybercrime and Ensuring
Information Integrity and Security”, Thilisi, Georgia, 15-17 October 2018. (unofficial translation from Russian).
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acts constituting criminal interference with the functioning of other computers,
including those located in the territory of foreign States, the location of such
computer should be recognized as the scene of crime committing. Especially, the
scene of committing crime may be determined separately for each act, even if it was
committed by the same person.

Overall, a more complex issue is the problem of specifying the national
authorities that are competent to investigate IT-crimes. In a multilateral treaty, a
general rule on IT-crime investigation at the scene of committing crime can be
harmonized with a number of exceptions. Firstly, IT-crimes may be committed in
the territory of a State whether does not have the necessary technical equipment or
expertise to investigate them. In that case, it is applicable to transfer the initiated
criminal case for investigation to the authorities of another State after consultation
among the competent representatives of the States concerned. Secondly, if computer
crimes are committed by the same person, it is available to refer the case for
investigation to the authorities of the State where the person has his or her residence
place or nationality. Thirdly, if the same person has committed IT-crimes, the effects
of which have occurred in more than one State, criminal proceedings against that
person may be initiated in each State. Initially, states may then agree, through mutual
consultation, to have a case investigated by the authorities of one State or to establish
a joint body to investigate the case. Fourthly, it is feasible to transfer the materials
of criminal proceedings initiated in connection with an IT-crime to the competent
authorities at the residence place or location of the victim. If the investigation of the
case by these authorities is in the victim’s interest and for the aim of quickly and
fully establishing all the circumstances of the case.

Talimonchik V.P. believes, the interests of States to counter IT- crimes can be
best served by establishing a system of international control over the transmission
of information in computer networks. As well as establishing control over the

investigation of offences related to the use of global computer networks and personal
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computers with transboundary consequences®. Special principles of international
information exchange, especially the free, wide and balanced circulation of
information, should be respected. On the whole, a system of international control
and investigation can only be established if facilities are used whether do not impede
the free flow of legitimate information.

We agree, control over the content of information, the most complex crimes
investigation or crimes that affect the interests of two or more States, coordination
of the national authorities’ activities (the proposed division) to investigate IT-crimes
should be carried out within the international organization framework.

It is feasible the control of electronic data content and investigation would be
part of the functions of INTERPOL? In such a case, however, it should be
considered INTERPOL coordinates the cooperation of national criminal police
authorities. Combating international crimes is not directly within the competence of
INTERPOL. Itis likely that a single international organization will be established to
coordinate the inter-states cooperation to counter international crimes and IT-crimes.
It seems to us that, Uzbekistan could take such an initiative.

More or less, the establishment of an international organization to combat IT-
crimes would contribute to the effectiveness of inter-state cooperation in this area.
In particular, States lacking highly qualified personnel and developed
communication systems would be able to turn to it for assistance. Even States
whether have everything necessary for IT-crime investigation need information
support for their activities and data on the experience of other States. In other words,
crimes that affect the interests of many States and require joint efforts to solve them
may be referred to such an organization for investigation.

In order to analyse the status and exchange information on IT-crime among
the CIS, SCO and other international organizations, to assess preventive and

operational measures taken at the national level and to conduct special training for

! Talimonchik V.P. Computer crimes and new problems of cooperation of the states // Legislation and
economy, Ne 5, 2005. — P. 17. (unofficial translation from Russian).

2 International Criminal Police Organization — official website. — [Electronic resource] — Available at. —
URL: https://www.interpol.int/ (Date of review 02.05.2020).
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law enforcement officers, it is proved to create an international organization to
counter international 1T-crime. Namely, the establishment of this organization will
make it possible to systematically collect, process and provide information, technical
and forensic support to the relevant units of law enforcement agencies. Such an
international organization would make it possible to coordinate joint investigations
at the inter-State level, as well as specialized education and training for specialists
and experts. Apart from, the proposed organization could facilitate the necessary
research and software development, assess and analyse existing and potential
threats, generate forecasts and issue early warnings.

After all, one can be concluded to counter IT-crime involves both the use of
traditional means applied by States (within existing international organizations, as
well as bilateral treaties on legal assistance and multilateral treaties on individual
offences and on legal assistance in criminal matters) and the creation of new, more

effective means.
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Chapter 2. Particular aspects of some operational and investigative
actions during IT-crime investigation
2.1. Particular aspects of Search and Intelligence operations during

I T-crime investigation

Undoubtedly, modern life is based on economic relations connected with
active development of information technologies, without which no activity in the
world society is possible.

According to the ITU, Internet users increased to 4.1 billion people in 2019.
Regarding to the report, 96% of the world’s population is now in the zone of access
to mobile digital signal. For 93% it is 3G network or more advanced. In Europe, the
Western Hemisphere and Asia Pacific region the coverage is 95%, in Arab countries
—91%, in the CIS space — 88%, in Africa — 79%?.

In fact, the Ministry for Development of Information Technologies and
Communications of the Republic of Uzbekistan in its report for 2018 states the
number of Internet users has increased by more than 20 million people?.

However, if we compare the increase in users in Uzbekistan and other
countries, Uzbekistan is still fifteen to twenty years behind. Typically, there are also
negative points in informatization, namely the emergence of IT-crimes. Considering
the certain statistics of the data and experience in revealing and investigation of
crimes in the specified direction in Uzbekistan and the United States of America,
Great Britain and France, it is available to come to a conclusion the normative
maintenance of counteraction to the specified crimes in the United States of America
makes more than two thousand, and in Uzbekistan no more than seventy regulating

acts.

YInternational Telecommunication Union — official website. — [Electronic resource] — Available at. —
URL.: https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx (Date of review 07.05.2020).

2 Ministry for Development of Information Technologies and Communications of the Republic of
Uzbekistan. — official website. — [Electronic resource] — Available at. — URL: http://mitc.uz/en/stat/4 (Date of review
07.05.2020) (unofficial translation from Russian).
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Unfortunately, the more information technology is involved in commercial
trafficking, the greater the need to protect it from illegal activities®. From our
perspective, the law-enforcement agencies in Uzbekistan are faced with an urgent
task. To solve IT-crimes at a high professional level.

According to some statistics of the General Prosecutor’s Office of the
Republic of Uzbekistan for 2018-2019, in Uzbekistan there was a decrease in crimes
in the field of information technologies in terms of number, but an increase by type
of IT-crimes (in 2018, 35 such crimes were registered, of whichever: 13 — under
Article 278. Violation of the rules of informatization, 8 — under
Article 2783. Manufacture for marketing purposes or marketing and distribution of
special means for obtaining illegal (unauthorized) access to a computer system and
telecommunication networks, 5 — under Article 278*. Modification of computer
information; the number of crimes related to information technologies decreased in
2019 — a total of 22 of which 2 — under Article 278!, 11 — under Article 2782 lllegal
(unauthorized) access to computer information, 2 — under Article 2783, 2 — under
Article 278% 2 — under Article 278°. Creation, use or distribution of malicious
programs). We would like to concentrate attention to a reduction in the number of
cases in whichever the perpetrators of these crimes are identified. This decrease is
particularly characteristic of crimes under Article 278

The above data record is the reality whether IT-crimes are latent. Hence, they
have a low level of detection. Accordingly, this is a huge field of activity for
criminals. It is carried out with the aim of generating profit through criminal means
with little chance of being prosecuted.

It is mandatory to zero in the IT-crimes detection, disclosure and investigation
is impossible without tactical methods of Search and Intelligence operations. In the
first place, carrying out of Search and Intelligence operations is stipulated in

Article 3 of the Law “On Search and Intelligence activities”?. We would like to

! Lee K.R. Impacts of Information Technology on Society in the new Century. — [Electronic resource] —
Available at. — URL: https://www.zurich.ibm.com/pdf/news/Konsbruck.pdf (Date of review 18.05.2020).

2 Law of Republic of Uzbekistan “On Search and Intelligence activities” Ne ZRU-344 from 25.12.2012. —
[Electronic resource] — Available at. — URL.: https://lex.uz/docs/2106527 (Date of review 18.05.2020) (unofficial
translation from Russian).
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provide special focus on such Search and Intelligence operations as make enquiries;
sample collection; quick-look; research of items and documents; interception of
communications.

As it is known, officers (specialists) of the so-called IT-industry (cellular
operators, programmers, etc.) are involved in activities in the field of information
technology, whose capabilities are quite wide!. Therefore, they can provide
information support to the activities of law enforcement agencies to combat IT-crime
in accordance with the procedure established by law. In the process of interaction,
the latter obtain the necessary access to information resources and may use them for
operational and official purposes.

Almost, in order to identify the causes and conditions of committing IT-
crimes, certain situations are highlighted:

1. When a crime is committed by professionals through the development and
implementation of malicious software products that can stop any business from
operating?.

2. When ordinary users, for profit and by deception®. They post information
on the Internet about the sale of expensive items at an undervalue, referring to a
share or other fictional basis. Including of consumers, rejoicing at an interesting
price, pay them through various electronic payment systems without thinking about
who and for what.

Seeing that this information indicates whether previously, to commit the IT-
crime, it was necessary to have global knowledge in this area. Now that, with the
maintain of software products and instructions on the Internet that will help to
illegally access computer information, such illegal actions can be carried out by any

person using a personal computer.

1 Zinin A.M., Semikalenova A.l., Ivanova E. Participation of the Specialist in Proceedings: Textbhook.
Moscow, RF, 2016. — P. 229. (unofficial translation from Russian).

2 Southern African Fraud Prevention Services (SAFPS). Fraud Prevention. Common fraud scams & how to
prevent them - [Electronic resource] - Available at. -
URL.: https://www.safps.org.za/Home/FraudPrevention_CommonFraudScams (Date of review 21.05.2020).

% Financial Cryptography. Comments: The Myth of the Superuser, and other frauds by the security
community — [Electronic resource] — Awvailable at. — URL: https://financialcryptography.com/cgi-bin/mt/mt-
comments.cgi?entry_id=921 (Date of review 21.05.2020).
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Eventually, the statistics of IT-crimes analyzed above indicates low detection
and efficiency of investigation as well as judicial proceedings. In turn, law
enforcement agencies face some problems in IT-crimes detection, exposition and
investigation. The main ones are normative regulation imperfection of relations and
IT-crimes latency.

Currently, significant amounts of information are concentrated in information
resources and different technical devices in digital form on various electronic
devices and systems. In this connection, operative units are tasked with effectively
searching, recording and storing computer information to combat IT-crime.

From a technical point of view, computer information can be obtained:

— when copying data from external information storage devices;

— remotely or directly by accessing memory devices installed in a computer
through a computer network;

— through technical channels of communication and intermediate service
devices included in them.

The information received may be in the form of texts, photographs, diagrams,
video films, documents, etc.>.

There are computers in various structures of interest to law enforcement
agencies. A number of them are not included in the computer network and are not
connected to the technical channel and telecommunication networks. Additionally,
they hold so-called “confidential information” from their point of view. A limited
number of persons have access to such information. They are the ones who are of
great operational interest to law enforcement agencies.

It should be noted, the Law on Search and Intelligence Activities does not
fully regulate access to computer data for the purpose of collecting operational and
relevant information carried out by the operative units. Inevitably, it is useful to
remember, Article 14. “Interception of communications” of the Law on Search and

Intelligence Activities gives a comprehensive concept of the specified Search and

! Efremova M.A. To the question of computer information concept // Russian justice. — Ne 7. — 2012. — P. 51.
(unofficial translation from Russian).
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Intelligence operation — an operation consisting in tacit interception and fixation
with the use of special technical tools on text, graphic and other information
transferred via technical communication channels, which is important for solution
of Search and Intelligence activity tasks. As can be seen from the before content of
the article, there are no regulations on the removal of information stored in
computers not connected to the technical communication channel and
telecommunication networks.

As noted by A.L.Osipenko?!, legislatively such variant of fixation of
corresponding measures was offered in the model law “On Search and Intelligence
activities” (new edition) (accepted at XXVII plenary session of Inter-parliamentary
Assembly of the CIS Member States (the decision Ne 27-6 from November 16,
2006). Here the mentioned operation was called “monitoring of information and
telecommunication networks and systems”. It is described as obtaining information
needed to solve specific tasks of Search and Intelligence activities. And also, their
fixation by observation with application of special technical tools on
electromagnetic characteristics and other physical fields arising during processing
of information in information systems and databases and its transmission through
electric communication networks, computer networks and other telecommunication
systems.

Accordingly, such a definition, overloaded with technical details. To
paraphrase, it contains technical inaccuracies and does not give a sufficiently clear
idea to the content of the proposed operation. We agree with the opinion of
A.L. Osipenko. In the sense the term “monitoring” refers to the collection, analysis
and evaluation of information in a particular area. It is an activity of observation of
relevant phenomena. Thereby, its use can hardly be considered successful for all

those actions aimed at obtaining computer information?.

! Osipenko A.L. New technologies of obtaining and analysis of the Search and Intelligence information: legal
problems and prospects of implementation // Herald of VVoronezh Institute of Ministry of Internal Affairs of Russia. —
Ne 2 —2015. P. 13-19. (unofficial translation from Russian).

2 Osipenko A.L. New Search and Intelligence activity “obtaining of computer information”: content and basis
of implementation // Scientific bulletin of Omsk academy of Ministry of Internal Affairs of Russia. — Ne 2. — 2017. —
P. 38-48. (unofficial translation from Russian).
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As it is well known, the main way to collect the operative information is to
carry out the Search and Intelligence operations. Their list is defined in Article 14
of the Law on Search and Intelligence Activities. It would seem, the said Law
reflects an exhaustive list of Search and Intelligence operations. However, for some
reason the legislator has not defined the receipt of computer information as an
independent Search and Intelligence operation. Most likely, they considered whether
the Search and Intelligence operation — “Interception of communications” — gives
an exhaustive notion of access to computer information for the purpose of gathering
operative information to combat IT-crimes.

It is worth mentioning the definition given in the Agreement on cooperation
among of the CIS members states in the fight against crimes in the field of
information technology. Here, computer information is defined as “information
stored in the memory of a computer, on machine or other carriers in a form
accessible to the computer or transmitted through communication channels™?.

As it follows from this thesis, the legislators of the CIS foresaw whether
interest computer information may be stored on a computer that does not have access
to external technical communication channels and telecommunication networks.
Such carriers often contain information enables law enforcement agencies to prevent
and suppress IT-crime by individuals who pose a danger to society and the State in
a timely manner. Definitely, law enforcement practices have shown the IT-criminals,
including traditional criminals, often store operational information on computer
devices which are not connected to the technical channel and telecommunications
networks. These are prohibited terrorist organizations whose leaders and members
focused on computers whether contain information on how to produce explosives,
the tactics of terrorist activities and so on. It is practically unfeasible to obtain such
information without carrying out Search and Intelligence operations. Often IT-
criminals and persons involved in criminal activity install programs on computers

since are not connected to the external environment, whichever provide for the

! Agreement on cooperation among of the CIS member states in the fight against crimes in the field of
information technology (Dushanbe, 28 September 2018) - [Electronic resource] — Available at. -
URL.: https://lex.uz/docs/4748982 (Date of review 18.04.2020). (unofficial translation from Russian).
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destruction of the contents of information carriers during unauthorized access to the
computer database. Up to a point, they use various programs that make it difficult to
obtain information, etc. In brief, receiving such information legally within the
framework of the current legislation is one of the primary tasks of law enforcement
agencies.

It should be pointed out, the receipt (removal) of information in the memory
of such computer by carrying out Search and Intelligence operations is not regulated.
To our way of thinking, it is obligatory to remove information stored in the memory
of a computer whether does not have access to a technical communication channel
and telecommunication networks, or to obtain information stored in the memory of
a computer that is not connected to computer communication networks, should be
defined as an independent Search and Intelligence operation — “Receipt of computer
information ”.

It has to be noted, expansion the implementation practice of this Search and
Intelligence operation will require addressing a whole range of organizational and
legal issues. Similarly, normative regulation improvement of ensuring citizens’
rights issues. In corresponding normative legal acts powers of the law enforcement
agencies which are carrying out Search and Intelligence activities should be
specified.

In our opinion, the new Search and Intelligence operation should be referred
to the operations which demand the prosecutor’s sanction. The said Search and
Intelligence operation should be carried out only within the framework of a well-
founded operative registration case. Alternatively, the tactics of the mentioned
Search and Intelligence operation will be regulated by departmental regulatory
documents of the relevant ministries and departments vested with the powers to carry
out the Search and Intelligence operations.

Within the framework of the topic theses the one cannot but touch upon the
issue of the application of so-called measures to encrypt the information contained
in their computers by the inspected officers. It is essential to agree with

A.L. Osipenko, the solution of this problem should not be sought so much in the
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legal field. Well and how much in the adequate building and technological
improvement of the special tools’ arsenal used by operative officers.

As it has been mentioned before, the reasons of latency include the absence
of material traces during the crime preparing and committing, the variety of ways of
crime committing, the difficulty of determining the scene and time of crime
committing as well as its event.

Likewise, a malicious programme on the network can be launched in one
place. And it is triggered in another place. It is not always applicable to establish
territorial boundariest. Nonetheless, computer information can be in one case as a
trace carrier of a crime, and in another case, it can be traces of illegal acts.

When scientists describe the traces of IT-crimes, they do not agree on their
concept and essence. As the theory of forensics and practice shows, the traces of
crime include various changes in the environment, which were formed under the
criminal act influence?.

In general, the traces of crime are divided into material and ideal. Material
traces can be classified as: prints on material objects, items, documents, bodies of
victims and others. Ideal traces may include: the prints (events) in the memory,
consciousness, citizens (victims, witnesses, criminals, etc.). Based on the special
characteristics of the trace formation analysis in IT-crime committing, it can be seen
that they do not fit into the above classifications. Therefore, some scientists® have
concluded whether it is necessary to introduce the concept of “virtual traces” — the
average between material and ideal. This position is supported by A.K. Shemetov*,
Yu.V. Gavrilin®, V.A. Milashev®. Hence, there may be a need to reconsider the

forensic theory of traces formation.

1 Kleijssen J., Perri P. Cybercrime, evidence and territoriality: issues and options // Netherlands Yearbook of
International Law 47. 2016. — Netherlands: T.M.C. ASSER PRESS and the authors, 2017 — P. 157.

2 Belkin R.S. Forensics course. — Moscow, 1999. P. 837. (unofficial translation from Russian).

3 Meshcheryakov V.A. et al. (unofficial translation from Russian).

4 Shemetov A.K. On the concept of virtual traces in forensic science // Russian investigator. - Ne 20 — 2014.
—P. 52-54. (unofficial translation from Russian).

5 Gavrilin Yu.V. Investigation of illegal access to computer information. — Moscow, 2001. P. 88. (unofficial
translation from Russian).

& Milashev V.A. Problems in tactics of search, fixation and removal of traces in case of illegal access to
computer information in computer networks: Thesis Abstract. — Moscow, RF, 2004. — P. 21. (unofficial translation
from Russian).

50



We can confidently say in the IT-crimes exposition, detection and
investigation, traces are the main element in the research, examination and
restoration of the mechanism of crime committing. Based on practice during IT-
crimes exposition, detection and investigation, it needs to identify and investigate
traces not only in the technical tools (computers) itself. For example, the receipt and
sending of messages, date, time, but also their technical channel of communication.
Although, the technical channel may include information on the messages sent,
information contained in the operator’s equipment in the LOG files, various
connection protocols. As noted before, the files may contain text information,
images, music, software, etc. Actually, the information which can be obtained to
prove a crime is being prepared or committed must be verified as accurately as
available. When information collecting, the investigator should stimulate an interest
to obtaining information about the name, date of birth, address, telephone number,
addresses of other persons, e-mail addresses, personal account number for payment,
reference data, IP-address, etc. Moreover, it is also necessary to receive the forgoing
information within the framework of Search and Intelligence operations.

Generally, criminal cases on IT-crimes are initiated on the basis of
information received during Search and Intelligence activities, or on the fact of the
crime committing. When criminal proceedings are instituted on the already fact of
the crime committing, after a certain time the necessary information (traces) is not
retained by the provider. Accordingly, the investigator does not have the opportunity
to restore the mechanism for crime committing in the field of information technology
or to obtain evidence. Thus, there is a high probability that the crime will never be
solved.

On the whole, the same situation may arise when a criminal case is initiated
as the Search and Intelligence activities result. In case of long-term development,
the information (traces of a crime) will not be received in time due to its not being
preserved or a short period of storage. Therefore, we suggest to take certain measures

to remedy this situation.
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Namely, to make amendments and modifications to Article 22 of the Law of
the Republic of Uzbekistan “On Telecommunications” Ne 822-1 from 20.08.1999 for
inclusion of norms about duties of operators and providers to store information on
facts of reception, transfer, delivery and processing the voice information, text
messages from services users via telecommunications networks within three years,
concerning the content part (the voice information, photo, video) to establish term
of storage till six months. These additions to the legislation are necessary when
carrying out Search and Intelligence operations, as well as investigative actions by
law enforcement agencies whichever activity is directed to IT-crimes counteraction.

Finally, economic and financial well-being of Uzbekistan depends on
correctness and timeliness of law enforcement agencies actions to IT-crimes

counteraction.
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2.2. Particular aspects of the tactics of Incident Scene Inspection, Search

(Seizure), Interrogation of defendant during IT-crime investigation

It is worthy of note, the knowledge in the area of Search and Intelligence
activities alone is not sufficient to counter IT-crimes effectively. In order to fully
and comprehensively understand the nature of IT-crimes, a comprehensive
investigation of the crime makes it feasible to build the right strategy and tactics to
combat IT-crimes?.

Consequently, the following investigative actions are carried out at the initial
stage of IT-crime investigation: Incident Scene Inspection, Search (Seizure),
Interrogation, digital forensics. Furthermore, the complexity of investigative actions
lies in the factuality that the Criminal Procedure Code of Uzbekistan does not set
forth the rules for collecting and recording digital evidence, since due to the rapid
variability of computer systems it is unrealizable to do so. In addition, the
development of methods is complicated by the lack of competent experts in
departments.

Accordingly, with all the actions taken, an investigator has to organize his
own interaction with systems of different levels. In practice, they include the
following elements: the computer, computer systems, networks (both global and
local), computer user programs, data circulating in these elements?.

Inevitably, faced with this challenge, experts suggest using the
recommendations of scientific professional organizations®.

One of the most important investigative actions during IT-crime investigation
IS incident scene inspection. This procedural action can be carried out before and
after the initiation of criminal proceedings (Article 137 of the Criminal Procedure
Code of Uzbekistan).

! Ischenko E.P. Forensic science: lecture course. M., 2008., P. 6-8. (unofficial translation from Russian).

2 Shevchenko E.S. Tactics of separate investigative actions during cybercrimes investigation // Law and right.
—Ne 8. —2015. — P. 128-138. (unofficial translation from Russian).

3 Yablokov N.P. Forensics: Workshop — Moscow, RF: Yurist, 2004. — P. 518. (unofficial translation from
Russian).
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As a rule, Search in IT-crime cases is primarily the computer information
inspection. At the initial stage of the investigation of crimes, as stated by
I.A. Makarenko?!, has guiding information. Typically, it is obtained during the
investigative search. However, the computer information inspection of is not a
complete inspection, but rather a tool check. Therefore, it requires some knowledge
of the technical tools used, the operation of which is not always evident. Next, the
point is whether human senses are unable to perceive computer information without
the interaction of “technical mediators”. Then, computer information, which appears
before us in its original form on a display monitor, undergoes quantitative
transformations, whichever sometimes turn into qualitative. And in no technical
device or software can be sure. Correspondingly, instead of the real file (its
contents), the Incident Scene Inspection participants can see a very distorted view.
It is not without reason, there is a view whether computer information inspection is
generally not acceptable, but that an examination should be conducted. Even the
practice does not allow accepting this statement in any way.

To start, preparation for Incident Scene Inspection in cases of this category
includes the need to address a number of organizational issues both general to any
investigative inspection, and specific, acceptable only for IT-crimes. General
includes the invitation of the understood, knowledgeable in information technology,
instruction of the inspection participants, specific — mandatory participation during
inspection of specialists in different fields of knowledge (forensic experts, as well
as IT-experts). Sometimes it is needed to invite not one expert, but even several. The
choice of expert will depend on the type of IT-crime and the amount of initial
information about the crime committed?.

Before Incident Scene Inspection starting, measures should be taken to

prepare the appropriate computer equipment, with the assistance of an expert, to be

! Makarenko, I. A. Tactical features of obtaining information about the identity of the offender in the course
of the incident scene inspection // Criminal procedural and criminalistic readings in the Altai: annual inter—regional
scientific—practical conference dedicated to the memory of attorney of the Russian Federation, Doctor of Law,
Professor E. N. Tikhonov. 7-8. Barnaul, RF, 2008. — P. 266 — 268. (unofficial translation from Russian).

2 Cengage Learning Course Technology and EC-Council. Computer Forensics. Evidence Collection and
Preservation. Volume 1. Investigation Procedures and Response. — NY, USA: EC-Council Press, 2010 — P. 1-17.
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used to read and store the seized information. Eventually, software to enable the
information copying and analysis on site would also be required.

If the investigator has decided to involve the expert during inspection, the
Main Expert and Forensic Center of the Ministry of Internal Affairs of Uzbekistan?,
the Republican Forensic Examination Center named after Kh.Sulaymonova at the
Ministry of Justice of Uzbekistan?, “Cyber Security Center” the State Unitary
Enterprise as well as non-governmental forensic and expert organizations can
provide all possible assistance in this regard. Particularly, they have staff members
specializing in the information technology objects research. Basically, in the absence
of appropriate experts on staff in any region, the investigator may engage the staff
of scientific-research institutes, firms and organizations engaged in the software and
hardware development, their operation and repair.

Immediately upon arrival at the incident scene, measures must be taken to
ensure the information, stored on the inspected computers and on removable
carriers®:

= Prevent people working at the time or in the room for other reasons from
touching the computer equipment or using the telephone;

= Not to allow anyone to turn off the power to the facility;

= Not to allow anyone to manipulate the computer equipment, if the result is
not known in advance, including the investigator;

= Determine whether the computers in the inspected premises are connected
to the local network. If there is a local network, the server should be of greatest
interest. Since that’s where most of the information is stored. And also, all computers

connected to a network to whichever the server has access. It is recommended to

! Resolution of the President of the Republic of Uzbekistan “On measures to radically improve the activity
of the internal affairs agencies in investigating crimes” Ne PP-2898 from 18.04.2017. — [Electronic resource] —
Available at. — URL: https://lex.uz/docs/3180663 (Date of review 31.05.2020).

2 Resolution of the President of the Republic of Uzbekistan “On measures to further improve forensic
examination activities” Ne PP-4129 from 17.01.2019. - [Electronic resource] — Available at. -
URL.: https://lex.uz/docs/4172026 (Date of review 31.05.2020).

3 Ndarake Effiong E. Computer Forensics Investigation (Step by step guide). — Nigeria: Efficacy
Technologies Limited, July, 2013 —P. 10.
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inspect this computer in particular. At the same time, it should be kept in mind that
the server may be not one but several computers located in different premises;

= Establish whether the computer is connected to equipment or computing
equipment outside the inspected premises;

» Find out whether the computer is connected to a telephone line. If
connected, it may receive calls to continue receiving or transmitting information. If
information received by the computer via e-mail or other communication may be of
investigation interest, it should not be disconnected;

= Determine which operating system is loaded, whichever applications are
running and whatever data are entered into the computer. At the same time, the
officer should provide the focus to the date and current time on the computer display.
Everything displayed on the display monitor should be described in a Protocol and
if possible recorded with a photo or video recording®.

We agree with D.A. llyushin about the use of the tactical method “from the
center to the periphery” during Incident Scene Inspection. Depending on the type of
the scene, such “centre” (the starting point of the investigation action) may be, for
instance, an electronic terminal with the help of which the operation was carried out
whichever resulted in causing damage (if the place where the signs of a crime and/or
criminal acts were discovered is inspected). Also, the workplace where the means of
crime committing was manufactured?.

During inspection it is mandatory to consider probability of acceptance by the
persons interested in crime concealment, measures on information and other
valuable data destruction; probability of installation in inspected computers of
special protection frames against unauthorized access whichever, not having
received in the established time a special signal or a code, automatically destroy all

information stored on the computer or the most important part of investigation

L1t should also be noted that modern computer software using standard tools (e.g. Print Screen keyboard
button (sometimes called PrntScrn, PrtScn, PrtScr or PrtSc) or special software allows you to copy a picture of the
entire computer screen to the clipboard, after which it can be saved on a medium or printed on a printer.

2 llyushin D.A. Peculiarities during investigation of crimes committed in the sphere of Internet services
provision: Thesis Abstract. Volgograd, RK, 2008. — P. 126. (unofficial translation from Russian).

56



interesting; probability of installation in inspected computers of other information
protection frames.

Thereby, the expert participation is extremely important already at the first
stage of the Incident Scene Inspection. Apart from, they will help to understand the
special computer equipment details, indicate the Seizure subject and prevent
intentional or accidental information destruction®. Importantly, the inspected objects
can be roughly divided into four main groups: office premises; computer equipment;
computer data carriers; and documents.

The office premises inspection is necessary for general overview. In doing so,
the boundaries of the Incident Scene Inspection are determined?. At first, the total
number and location of workplaces in the office premises. At second, the specific
order of computer equipment and computer data carriers’ storage locations is also
specified. This will make it affordable in the future to study the possibility of
unauthorized entry by persons into the room where the computer is located.

Additionally, in the office premises inspection, it is obligatory to centre on a
number of criterions of the inspected premises. First, where it is located (in the
administrative building, in a residential building or in a public place or office).
Secondly, the security system, alarm system and video surveillance cameras
presence. Third, the windows, doors and locking mechanisms conditions®.

During the inspection, it is advisable to draw a diagram of the inspected areas,
buildings and premises, with the equipment locations on it. In addition, the inspected
objects have to be photographed according to the forensic photography rules. Begin
with, the general view of the building and the room are shoot. Then, according to
the nodal photography rules, individual computers and devices connected to them
have to be taken photos. In case of system unit opening, its separate units must be

photographed according to the detailed shooting rules. Especially those parts,

! Hewling M.-O. Digital forensics: an integrated approach for the investigation of cyber/computer related
crimes. Thesis Abstract. — Eng, UK: University of Bedfordshire. — P.54.

2 Bailey W., McAdam T. Law, Science and Experts. Civil and Criminal Forensics. ISBN 978-1-61163-188-
3 — North Carolina: USA, Carolina Academic Press, 2014 — P.85.

3 Topical issues of crime detection and investigation // Investigation bulletin. Issue. 3. Part 2. Kazan, RF:
Master Line, 2001. — P. 110. (unofficial translation from Russian).
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according to the operating instructions, should not be installed on the motherboard
or in the unit’s case. This should all be determined by the expert.

In the process of the room inspection, the officer should direct attention to
small pieces of paper and scraps with useful information for the investigation.
Clearly, they are often attached to the computer or in its close proximity. Therefore,
investigator should also make allowance for any traces left on the table where the
computer was installed. Moreover, contamination, indentation marks and other signs
indicating whether the computer and peripheral devices have been moved and
reconnected on site.

In the computer equipment tools’ inspection, separate computers can be direct
objects. Whichever are not components of local or global networks. There may also
be workstations entering into a network. Besides, servers, network communication
lines, connection cables and peripheral devices may be also direct objects of separate
computers.

In this case, the computer configuration must be installed. In common, all
devices, their model numbers and serial numbers are described here. As well as the
inventory numbers of each of the devices. All these data are assigned by the
accounting department when the enterprise is put on balance sheet. Furthermore,
other information on factory labels should be installed too.

According to V.E. Lapshin, one of the main tasks the investigator must be
solved during the Incident Scene Inspection is correct description and construction
of the initial forensic model®.

When inspecting a running computer with the participation of the expert, the
officer should determine whichever program is currently running. Also, the type of
software loaded into the computer at the time of the inspection. This may indicate
the tasks for which this computer was used. If necessary and practicable, the
investigator should stop the program execution. At the same time, set what

information is received after the program is finished. Then, define and restore the

! Lapshin V.E. Theoretical basics of the scene inspection // Expert criminalist. — RF, Ne 3, 2009. — P. 2-5.
(unofficial translation from Russian).
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name and purpose of the program called before the inspection. After that, the officer
should determine the presence of information storage devices in the computer, their
type and number. When technically possible, it is customary to copy information
such may be relevant to the case.

Most of all, if the computer is connected to the local network, the investigator
needs to set the number of workstations connected to the server, type of network
connection and number of servers in the network. If applicable, the officer organizes
simultaneous inspection of the workstations and computers included in the local
network. Alternatively, if this option is not available, he/she should ensure that they
are stopped. Next, the investigator continues the inspection in the idle computer
mode.

When inspecting the inoperative computer with the participation of the expert,
the location of the computer and its peripheral devices should be determined with
the obligatory indication in the Protocol of the name, number, model, shape, color
and individual criterions of each of them. Then, it is compulsory to establish the
connection order between the forgoing devices, the number of connectors and their
specifications. If there are wires and cables in them, their type, color and number
should be specified. After that, the investigator should find out whether the computer
Is connected to the network? What is the method and means of its connection? It is
also necessary to check visually and to the touch signs of recent work of the
computer (heating of the power supply, printer)?:.

To some extent, computer data carriers’ inspection (laser disks, removable
USB devices, etc.) is performed in order to establish the content of the computer
information itself and detect external traces. In particular, fingerprints may be
detected on the packaging and storage places of machine information.

During the Incident Scene Inspection, documents may be discovered and

seized, whichever may later be considered evidence in the case:

! Gerhan D., Larson S., Schroeder J., Woodlan L. Effectively Using Cutting-Edge Computer Forensics in
Non-Compete and TradeSecret Cases // Minnesota Continuing Legal Education. Session 509. — Minnesota, USA:
Employment Law Institute, 2017. — P. 6.
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e Traces of the crime committed (encrypted, handwritten entries, network
passwords and access codes, communication diaries);

e Traces of computer hardware and technology. In this connection, the
investigator should search for paper media whether may have remained inside the
output devices as a consequence of a device malfunction;

e Descriptions of hardware and software;

e Established the rules of work with the computer, regulations governing the
rules of work with the given computer, system, network;

e Computer work logs, listings, technical, technological, credit and financial,
accounting documentation, etc.

In a way, standard tools and techniques for detecting traces on a computer can
be referred to:

— Special programs. Such as, an image is drawn from a data file recorded in
*jpg* format using a special algorithm;

— Hardware and software tools for forensic examination of computer data
carriers “EnCase Forensic Edition™. This is a software for collection and analysis of
computer data working in the Windows environment. It is intended for forensic
research of computer data carriers, based on international specifications and
requirements for law enforcement agencies;

— Technical tools like (UFED) — mobile package for digital data collection
and analysis? and Mosaic+ — mobile suppressor®.

During document Inspection, special focus should be paid to erasures and
corrections in the text, as well as additional records. Especially the absence or the
violation of the page numbering of the documents is to be considered. Besides, the
glued pages, sheets, forms in the documents. Further, it is important to consider

orders on performance of certain works on change of programs for the computer,

limage storage format. - [Electronic resource] — Available at. — URL: https://www.tf.uni-
kiel.de/matwis/amat/html_en/kap_4/backbone/r4_1_2.html. (Date of review 03.06.2020).

2 Universal Forensic Extraction Device is used to extract, decode and analyse data from various mobile
devices: mobile phones, smartphones, tablets and phones with chips manufactured in China.

3 designed to block the operation of eavesdropping devices and block the operation of mobile phones within
the surveyed area, as well as to block the transmission of data by means of devices with chips manufactured in China.
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and also orders concerning input of the additional information not provided by
technological process. To search for discrepancies of registration forms conducted
in the system to the rules established by technical and technological documentation.

During the inspection it is essential to keep in mind the observance of the
elementary rules of computer equipment handling. When withdrawing certain
computer equipment and computer data carriers, the rules for their packaging and
transportation must be observed.

As A.l. Semikalenova notes, if it is an external data carrier, it must be
packaged and sealed at the places of opening the package. In contrast, if it is an
internal data carrier, which is part of special equipment, it should be separated from
the equipment, if available. And to prepare for transfer or transfer together with the
equipment, whichever should be packed and sealed to the expert for examination®.
Particular attention should be paid to the log files Inspection. Primarily, logs are not
a direct source of evidence. Meanwhile, the mediator is an expert opinion in a
legitimate procedural form or an expert opinion.

Initially, proof force of logs is based on correctness and immutability. These
properties have to be observed for the following events. Firstly, the correctness of
fixing events and generating records in the generating program. Secondly, the
invariability in transferring records from the generating program to the logging one.
Thirdly, correctness of record processing in the logging program. Then follows the
invariability in storing logs till the moment of seize and correctness in the
examination procedure, and also invariability at storage after seize till examination
or transfer for examination. Next follows the correctness in interpreting logs. If at
least one of these actions is not followed, the log ceases to be evidence.

Doubtless, the procedure for attaching the logs into evidence is presented in
the following order. At first, the investigator with the expert in the presence of a

representative serving the provider and two witnesses examines the server content.

! Semikalenova A.1. Forensic software and computer expertise in criminal cases: Thesis Abstract — Moscow,
RF: Lawyer, 2005. — P. 97. (unofficial translation from Russian).
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OEM! software and hardware are used in this process. At second, the investigator
compiles the protocol, whichever reflects the characteristics of the server, OS2
version, the state of the generating and logging program. As well as the presence of
logs files, their timestamps, access rights to log files, user accounts, which have the
right to write to log files. Certainly, the investigator together with an expert selects
the necessary log records, they are printed on the printer and copy all the logs
examined to disk. In turn, they are sealed and sent to for examination. At the end, all
these are attached to the inspection protocol. All the log sheets are signed by the
inspection participants®.

It is worth noting, the service providers are careless with log storage, although
this is their responsibility. When an accident occurs, many of them refer to ignorance
for the saving logs rules. In this regard, it is necessary to introduce administrative
responsibility of the telecom’s operators for improper performance of their duties,
up to including license revocation.

Now that, Search and Seizure, as opposed to Incident Scene Inspection, is
carried out only on the initiated criminal case basis*. In addition, if the inspection
records the state of the incident scene the removal of the found traces and items.
During the Search and Seizure, specific items and documents of evidentiary value
in the case, as well as criminally obtained valuables are searched and seized (Chapter
20 of the Criminal Procedural Code of the Republic of Uzbekistan).

In IT-crime investigations, Search and Seizure are carried out when there is
information about the persons involved in the crime committing. As well as
information about the manner, means or scene of the IT-crime and the probable
location of the evidence. Search and Seizure tactics also have their own

characteristics. This is due not only to the deliberate destruction of information of

! Object Exchange Model. — [Electronic resource] - Available at. -
URL.: http://infolab.stanford.edu/~mchughj/oemsyntax/oemsyntax.html (Date of review 06.06.2020).

2 Operating System (Windows, Linux, Unix, BSD, Amiga OS, Mac OS, etc.).

% Barbara J. Handbook of Digital and Multimedia Forensic Evidence. — New Jersey, USA: Humana Press —
2008. - P. 36.

4 Jones N., George E. Fredesvinda Insa Mérida, Uwe Rasmussen, Victor V6lzow. Electronic Evidence Guide
(A Basic Guide for Police Officers, Prosecutors and Judges) Version 2.0 — Strausbourg, France: Cybercrime Division
of the Directorate General of Human Rights and Rule of Law, 2014. — P. 38.
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evidentiary value. Besides, it is conditioned by the undetected accomplices or other
interested persons among the personnel at the workplace of the defendant or his / her
close relatives in the residence place. It is also necessary to give consideration the
probability of careless conduct of the investigator and other members of the
investigation and operational team, whichever as a result of unqualified handling of
the software and hardware can damage information or destroy traces.

The following principles should guide during the Search:

e The information should not be altered during the seizure of computer
equipment, removable carriers and their subsequent storage;

e Access to the information and its research on site are permissible when it is
unenforceable to remove the medium and send it for examination;

o All operations with computer equipment shall be recorded.

In the preparatory phase of the Search, when selecting experts, it is obligatory
to take under advisement the specifics of the computer equipment and the method
of access used in the crime committing. With the participation of experts, the officer
has to evaluate the data obtained during the information technology criminal case
investigation. In doing so, the investigator should take measures the security of the
Search site in terms of preservation of evidence. Moreover, it is essential to
determine the time and measures to ensure the surprise of the upcoming search
(seizure) for both defendants and others who may be in the investigation scene. Apart
from, he investigator also addresses the issue of transportation and packaging
materials for the removal of seized equipment and carriers.

If it is planned to the apartment search of an individual and if the investigator
has reason to believe that the apartment owner will take measures to prevent this
investigative action. In this case, the officer is advised to involve neighbors to enter
the apartment of the searched person. In any case, the investigator must ensure
whether the search is carried out suddenly in order to prevent the information
destruction. Also, to prevent the physical destruction of machine data carriers by the
defendants. Thereby, the Search in the organization is best conducted in the middle

of the working day, if there are grounds for its deposition.
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As for the tactics and general rules for the Seizure of computer equipment
during the search, they can be summarized as follows:

Seeing that the investigator or other officers take control of the searched
premises, including the electric panel. If local personnel cannot be removed from
the equipment, all their actions must be recorded in the Protocol. In rare instances
where the Search has been reported to accomplices outside the control of the
investigator. To illustrate, in the same organization, but one floor aboon. It is
mandatory, as soon as possible, to disconnect network connections and modems.
Thus, to paraphrase, with the help of LiteManager Pro remote-control program, a
criminal, being in any place, can control power of the searched computer;

Obviously, all connected devices, including peripherals, are not switched off
when the search is carried out;

— The computer equipment is then photographed or videotaped. Particular
attention shall be paid to the connected cables. For easy fixing and recording, it is
compulsory to provide labels for each cable;

— On working computers, the image is recorded on the monitor display and
the programs loaded at that moment are marked;

— The search also requires a workplaces inspection for password notes and
other data;

— If the printer is printing something, the investigator has to wait until the
print is finished. Anything on the output tray of the printer is described and removed;

— After the foresaid steps, the expert turns off computers. If there is no expert
due to the search urgency, the desktop is turned off by pulling the cord out of the
system power supply by the officer. In addition to disconnecting the notebook from
the power supply, the battery is removed without closing the lid. The investigator
also removes all computer equipment and carriers that were present at the search
time, regardless of their legal affiliation;

— Next, the investigator has to pack all the seized equipment. Each technical

device is packed in a separate bag and subsequently numbered,;
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— The investigator should interrogate all users separately for passwords and
network names without waiting to be questioned, as computer information has the
property of being easily and quickly deleted. Passwords are not included in the
interrogation report or explanation. Also, at this stage, the investigator should make
a list of all freelance and temporary experts of the firm. In this way, programmers
and other persons who have a labour relations with the victim organization can be
found for their subsequent interrogation.

Next, when conducting the Search, the investigator must have an idea of
the perpetrator identity. And the officer must also know the level of his or her
information technology knowledge. Furthermore, knowledge about the perpetrator’s
identity allows the expert, for instance, to make the right decision to shut down the
computer. As we know, there are two methods to shut down the PC: “cold” and by
regular command. When the first one is used (it is done by removing the cord from
the power supply or the socket), the information in RAM? and other places will be
lost., Thereby, the contents of temporary files loaded by current processes on the
computer, “live” until the computer is turned off. If the defendant in front of the
investigator is a medium or high-level expert, there may be a program on the user’s
computer. It will trigger when the personal computer is shut down using the standard
method, which will destroy the information on the computer (usually hackers equip
their computers with a “logical bomb”). In any case, the expert should apply this or
that option based on the circumstances of the case: what information is more
necessary for the officer.

In continuation of the topic of computer shutdown during the search, | would
like to note the following. When during the search it comes to the seizure of the
computer, sometimes the defendant tries to impose on the investigator in every way
potential method of shutting down the computer. In this case, the defendant hopes
whether the method he or she recommends will occur automatically destroy

information (as in the situation with a logical bomb). All these actions must be

! Random Access Memory. - [Electronic resource] - Available at. -
URL: https://www.tutorialspoint.com/computer_fundamentals/computer_ram.htm (Date of review 09.06.2020).

65


https://www.tutorialspoint.com/computer_fundamentals/computer_ram.htm

recorded in the Report. If later, during the computer forensic expert examination of
the defendant’s computer, it turns out since the method recommended by him would
lead to the information destruction on the computer, it indirectly confirms the guilt
of the person in crime committing.

Sometimes during the Search, while copying and removing information by
the expert, data that exists before the computer is shut down or the session of the
program is over, but has not yet been saved, such as the contents of RAM, can be
useful. Such data is photographed by the expert at the incident scene. For IT-crimes
allegedly committed from the computer under investigation, a list of processes,
information on current network connections, and a sample of traffic should be
collected.

Afterwards, when preparing, planning and conducting Interrogations of
defendants (Chapter 10 of the Criminal Procedure Code of the Republic of
Uzbekistan (General rules of interrogation)), the investigator should provide the
focus to the committed crime circumstances, the subject and the subjective side.
Before conducting interrogation, the officer should consult with the expert. If
necessary, the investigator should even invite the expert to take part in the
Interrogation and draw up the detailed Interrogation plan together with him or her.

At the initial stage of Interrogation, the following general circumstances are
clarified:

= Whether the defendant has computer skills. If so, where, when and under
what circumstances he or she has learned to work with computer hardware and
specific software?

= The workplace and position of the defendant. Whether he or she works on
a computer at his workplace? Whether he or she has lawful access to computer
equipment? If so, what types of software he or she has access to? What operations

with computer information he or she performs at the workplace of the computer?

66



= Does the defendant have lawful access to the WAN? Internet? Does he or
she work on the Internet? Whether he or she is assigned identification codes and
passwords to work on a computer network at his or her workplace? If he or she is
not working, what operations are performed on his or her PC or on the computers of
others in his or her immediate environment? Where and from whom he or she
purchased software for his or her computer?

= What are the circumstances preceding the crime committing by the
defendant? When he or she had the intention to commit the crime? What influenced
the decision? Why this particular object of attack was chosen? Motives for
committing the crime, its purpose, etc.

When interrogating defendants, it is very important for the investigator to
clarify in detail the technology of the committed crime or crimes. Besides, the officer
should obtain information about what electronic and material evidence of the
committed crime is or could be preserved. And also, where it is available to find the
information interesting for the investigation.

In the subsequent stage of the Interrogation from the defendant investigator
must find out the specific circumstances of IT-crime:

¢ Place of unauthorized entry into the computer system, i.e. inside the victim
organization or from outside?

e How did the intrusion happen? Where is the computer equipment installed?

e How did the defendant access the computer network? What are the ways to
overcome the information protection?

e From whom did the defendant obtain data on the information protection
measures used in the victim organization and ways to overcome it?

e What means did the defendant use when the crime committing?

e \Ways to conceal access to the computer network?

e The number of facts of illegal intrusion?

e Using his or her official position to access the network.

L Wide Area Network. - [Electronic resource] - Auvailable at. -
URL: https://www.comptia.org/content/guides/what-is-a-wide-area-network (Date of review 10.06.2020).
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During the Interrogation, the investigator receives and records the information
in detail in the interrogation Report. Apart from, information on computer operations
performed in the last 3-4 days. As well as actions such as: what amount was stolen,
what sites were visited, what programs (applications) were installed, etc. In this case,
the investigator should exclude the possibility of staging ethe IT-crime, which
happens quite often in practice. This can be avoided by raising additional questions,
studying the victim identity, establishing the availability of professional knowledge
in the field of information technology for the interviewees and assigning the expert
examinationst.

In summary, the most important task during the Interrogation of defendants
about the circumstances of committing computer crimes is to determine the form
and degree of their guilt in the act. Also, the investigator must establish the attitude
of defendants to the harmful consequences that have occurred. During the
Interrogation of defendants, the circumstances in whichever they committed IT-

crime and other crimes for which such access was sought are determined.

Y Inman K., Crim M., Rudin N. Principles and Practice of Criminalistics. The Profession of Forensic Science.
—NY, USA: CRC Press, 2001. - P. 77.

68



2.3. Particular aspects of planning and commissioning of computer

forensic expert examination during IT-crime investigation

Virtually all countries in the world regardless of their level of development
are subject to IT-crime. However, the openness, transparency and globality of the
Internet creates not only criminal problems, but also offers enormous opportunities
to effective counter crime. In the first place, new information technologies, including
those implemented via the Internet, can and should play an important role in
combating asocial behaviour and crime. Therefore, the capabilities of the Internet
should be actively introduced into the practice of law enforcement agencies?.

Overall, during IT-crime investigation, both traditional types of forensic
expert examination and forensic special expert examination — computer forensic
expert examination? or digital forensics (world practice), correspond verbatim to
computer-technical forensics or computer-technological forensics (CIS practice)
should be conducted.

Computer forensic expert examinations are necessary both to investigate the
information and technological processes proper for the capturing (accumulation,
storage, search, actualization and dissemination) of information and its presentation
to the consumer in the operation conditions of automated information systems and
networks, as well as individual technical and other tools for ensuring these processes.

In comparison, computer forensics is difficult to attribute to investigative
actions because, as noted by Sh. Saleem?, computer information cannot be perceived
by a person directly with his eyes, ears, fingers. It can only be perceived with the
help of special technical means. Sh. Saleem’s statement cannot be disagreed with.

Since computer information resulting from the IT-crime leaves virtual traces.

1 Men J. China’s Belt & Road Initiative and EU-China Relations // Proceedings of International Symposium
on Policing Diplomacy and the Belt & Road Initiative. June 28 — 30, 2016, Hangzhou, China. ISBN: 978-0-9721479-
0-3 / Editors: Yuewei Ge, Lisa Hale, and Jin Zhang. — Georgia, USA: American Scholars Press, 2016. — P. 85.

2 Nelson B., Phillips A., Steuart Ch. Guide to Computer Forensics and Investigations. (Third edition) — USA:
Course Technology, Cengage Learning Inc., 2009 — P. 27.

3 Saleem Sh. Protecting the Integrity of Digital Evidence and Basic Human Rights During the Process of
Digital Forensics. Thesis Abstract. — Stockholm, Sweden: Stockholm University, 2015 — P. 43.
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Essentially, project documentation on development and operation of computer
systems and networks can be the direct objects of computer forensic expert
examination. The processes of information collection, processing, accumulation,
storage, search and dissemination are reflected there. Another object of research is
documented information and materials for certification of information systems,
technologies and facilities of their maintenance and licensing of activities on
formation and use of information resources. And also, there can be administration
orders and arrangements, instructions, protocols, contracts, regulations, charters and
methods of computer systems and networks operation.

Beginning computer forensic expert examination is assigned in cases when
special knowledge of information process technology is required to resolve issues
arising during investigation. By tools of computer forensic expert examination, it is
possible to determine, for instance, conformity of existing technological process of
computer information processing with the design and operational documentation on
concrete information system or network. It is also optional to find out specific
deviations from the established information technology and the immediate
perpetrators’ violation of the established information technology. Particularly, the
expert examination will also help verify the reliability of organizational and
technological measures to protect computer information and the harmful
consequences that have arisen as a consequence of an illegal violation of the
established technology of computer information processing. Moreover, it is also
probable to identify the circumstances since contributed to the criminal violation of
electronic information processing technology, etc.!

When investigating IT-crime, one must lay account with the actuality
considering virtually any treatment of computer information requires special
knowledge. The source of such knowledge is an expert and a specialist. It follows

whether a special role during IT-crime investigation belongs to digital forensics,

! Grispos G., Storer T., Glisson W.B. Calm Before the Storm: The Challenges of Cloud Computing in Digital
Forensics // International Journal of Digital Crime and Forensics, Volume 4, Issue 2 — 2012. — P. 29.
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since the facts concerning computer information can be established only on the basis
of forensics.

Simultaneously, information interaction between the investigator and the
expert takes place in two directions. First, “investigator — expert”, here the
investigator must provide the expert with the task and the information necessary for
its performance. Second, “expert — investigator”, in this case the expert transmits
information to the investigator about the circumstances under whichever questions
were asked. However, if the information interaction “investigator — expert” is
inaccurate in the outgoing information, then the opposite information interaction will
be also with errors®.

Importantly, objects of computer forensic expert examination are all tools
with whichever access to information resources is provided. When the investigation
object is an information carrier, it is better to conduct research with a copy of it to
avoid damage to the original. There is no norm in the Criminal Procedure Code of
the Republic of Uzbekistan and the Law of the Republic of Uzbekistan “on Forensic
Examination” Ne ZRU-249 from 01.06.20102 prohibits conducting research with a
copy of the carrier. As a matter of fact, the expert can make a copy on such carrier,
which will be more convenient and quicker to work with. The original may be
required in the future. Appropriately, directly in court as physical evidence and in
the course of repeated or supplementary expert examination. However, there are
digital forensics methods, although they are rarely used, whichever require the use
of the original in the examination. Accordingly, if the expert, during the Search, for
instance, seized a copy of a server disk due to the impossibility of removal the server
or its disk in kind, and then it turns out, in order to answer the question posed in the
Decree on commissioning of computer forensic expert examination, research of the
original is required, the investigator finds himself “in an awkward position”.

Thereby, many researchers offer such a solution whether the expert must assume

! Pisarev E.V. Information interaction between the investigator and the expert. — RF.: Vector of science TSU,
Ne 3 (29). 2014. — P. 211 — 214. (unofficial translation from Russian).

2 Paragraph “C” of the Articles 167, 168, 169 of the Criminal Code of the Republic of Uzbekistan. —
committed by using computer hardware. — [Electronic resource] — Available at. — URL: http://lex.uz/docs/1633100
(Date of review 13.06.2020).
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what questions the investigator will raise to the expert, and what methods will
subsequently be used in the study.

Undoubtedly, the main tasks of computer forensic expert examination include
determining the technical condition of computer equipment and its suitability. It is
used to solve the problems provided by the design and operational documentation
for this automated system and technical execution of specific technological
information processes and individual operations, whichever became the subject of
preliminary investigation. It is also possible, through this examination, to restore the
contents of damaged information files and individual files on the carriers, as well as
to identify technical causes of computer malfunctions. Besides, it is useful in
establishing the authenticity of information recorded on computer carriers and the
changes made to them, in detecting illegal modifications, additions and insertions of
a criminal nature in the computer programme and in establishing the conformity of
information protection devices against unauthorized access, etc.

Generally, when choosing an organization (among the civil ones) that will
conduct computer forensic expert examination, preference is given to the experience
of the State organization representatives because at present there are no private
enterprise and legal entities dealing with them in Uzbekistan.

Indeed, five general branches of computer forensic expert examination can be
distinguished depending on the object of the research according to world practice.

Computer forensics® involves conducting a diagnostic study of the technical
(hardware) tools of a computer system, determining the functionality, actual and
initial status, manufacturing technology, operating conditions, etc. This branch of
expert examination is conducted to research exactly the computer system hardware,
i.e. material information carriers. Inevitably, the objects of computer forensics
include personal computers, peripheral devices (printers, modems, etc.), network

hardware (servers, workstations, active equipment, network cables, etc.),

L Corby M. Computer Forensics. Data Security Management. — [Electronic resource] — Available at. —
URL: http://www.ittoday.info/AIMS/DSM/82-03-71.pdf (Date of review 14.06.2020).
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components (hardware blocks, expansion cards, memory chips, magnetic tapes, hard
disk drives, solid state drives, flash cards, memory cards, etc.) and other means.

Database forensics ! consists in studying the operational goal, characteristics
and system requirements, algorithm and structural attributes, user (consumer) state
of the system, application and author’s software of the computer system as specific
objects of expert examination submitted for research. One word, this branch is
intended for research of computer system software.

Forensic data analysis is conducted for the purpose of expert examination
aimed at search, detection, analysis and evaluation of information prepared by a user
or generated (created) by programs to organize information processes in the
computer system. This branch of expert examination implies resolution of diagnostic
and identification issues related to computer information.

Network forensics involves the study of the functional purpose of computer
tools whether implement any network information technology. It is aimed at solving
hardware, software and information aspects of establishing facts and circumstances
in cases. Accordingly, the facilities operate in the network?.

Mobile device forensics®. The objects of this branch of expert examination
include mobile phones, smartphones, tablets, sim-cards, as well as components, etc.

Clearly, computer forensic expert examination during IT-crime investigations
are often assigned at the initial stage of the investigation. Once the Incident Scene
Inspection, Search and Seizure are done. However, when there is insufficient
information for further investigation, the officer makes the Decree on the need to
appoint the computer forensic expert examination of the objects found and/or seized
in the investigative actions.

After deciding on computer forensic expert examination, the investigator is

faced with the challenge of specifying the branch of computer forensic expert

! Bhawan N. Cyber Crime Investigation Manual. — New Delhi, India: Swati Communications, 2011. — P. 20.

2 Gladun A., Rogushina J. 3acTocyBaHHs OHTOJOIIYHOIO aHai3y [y 0OPOOKM BEIMKHX JAHMX y JOMEHI
kioep6esneku. — Kiev, Ukraine: UTHCTUTYT ITPOBJIEM PET'MCTPALIM THOOPMAILIMN HALITUOHAJIBHA
AKAJIEMUSA HAYK YKPAUHBI MATEPUAJIBI XIX ME)K)IYHAPO)IHOVI HAVYYHO-TTPAKTUYECKOM
KOH®EPEHIIMU (BBIITYCK 19) — P. 49-58. (unofficial translation from Ukrainian).

% Pollard C., Anzaldua R. Computer Forensics for Dummies. — Indianapolis, Indiana, USA: Wiley Publishing
Inc, 2008 — P. 219.
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examination. As noted by M.M. Menzhega, indication by the investigator of this or
that branch of digital forensics may lead to unnecessary complication of the aim of
the expert examination. Otherwise, it will lead to difficulties during the expert
examination or when answering the questions posed!. V.V.Polyakov and
A.V. Shebalin hold a similar viewpoint. They point out that it is enough for the
investigator to note the branch of computer forensic expert examination. Typically
the expert, having analyzed the questions and assessed the objects, will determine
the branch of digital forensics himself2. However, one cannot agree with their
opinion, as the expert does not determine the branch of computer forensic expert
examination on his own.

Not surprisingly, the complexity of digital forensics lies in its understanding
by other participants in the litigation. Since it is difficult for the expert to explain in
simple words the mechanism of the committed crime and the conclusions made on
the basis of the research. Sometimes it is difficult to translate a technical term into a
language accessible to the general public, let alone a legal term. As a consequence,
some concepts cannot be explained at all without using a technical dictionary. Seeing
that, only two participants understand what we are talking about at the trial stage.
These are the expert and the defendant.

At the same time, the constant creation of the newest information systems,
communication technologies, computer equipment and their improvement are a
favorable basis for the emergence of new global threats to information networks and
society as a whole®,

Strengthening the logistical capacities of units specializing to counter IT-
crime is also an important task. Practice shows that the current state of technical

equipment of the units lags far behind IT-criminals in Uzbekistan. At this stage, they

1 Menzhega M.M. Technique of investigating the creation and use of computer malware. Moscow, RF.:
Jurlitinform, 2010. — P. 122. (unofficial translation from Russian).

2 Polyakov V.V. Shebalin A.V. To the question about assignment of the computer forensic expert
examination, the object of which is a smartphone on crimes in the sphere of computer information: Collection of
criminalistic readings — Barnaul, RF, 2013. — P. 85. (unofficial translation from Russian).

% Rasulev A.K. The criminological characteristic of crimes in the sphere of information (computer) crimes //
Bompocel coBpemenHol topucnpyaernun: c¢6. cT. mo matep. LVIII mexnynap. Hayd.-mpakt. koH(p. Ne 2(53). —
Hosocubupck: CubAK, 2016. — [Electronic resource] — URL.: https://sibac.info/conf/law/lviii/47211 (Date of review
16.06.2020) (unofficial translation from Russian).
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are using modern information and communications technology and special means.
Such “advance” of the criminal world in virtual space has a negative impact on the
detection of IT-crime and bringing perpetrators to justice. Therefore, in our view,
Special Computer Forensic Centre should be established at the offered Anti IT-crime
Division under the Department on combating economic crimes at the General
Prosecutor’s Office of the Republic of Uzbekistan. In brief, it will assist in testing
and research work in the area of conducting digital forensics. The centre will serve
as a kind of “testing ground” for the latest means of protection against computer
viruses, malware, hacking, etc.

Another challenge is the drafting of questions. As N.N. Fedotov notes,
investigators have problems when posing questions for computer forensic expert
examination. Up to a point, it is related to the lack of knowledge in the field of
information technology, as well as lack of understanding in special terminology?.

The complexity of computer forensic expert examination also lies in the
ambiguity of answers received by the investigator, judge, prosecutor, or advocate to
questions posed to the expert at the stage of the court hearing. In other words, two
different answers can be obtained to the question whether the IP-address of the
computer on the Internet unambiguously identifies it. A negative answer can be
given, meaning an abstract computer and any IP-address. But an affirmative answer
can be given for a particular computer and a particular address. If the officer looks
at the case file. Thus, the experts now not only explain the questions. In fact, they
draw conclusions about the guilt or innocence of a person.

Provided that the investigator should clearly present the possibilities of digital
forensics in order to correctly formulate questions and get the expected answers to
them. Paradoxically, in order to ask a question correctly, one should know most of
the answer, and somewhere the full answer. In short, the investigator should have

basic knowledge of information technology. It is clear, in order to formulate

! Fedotov N.N. Forensics — computer forensics. Moscow, RF.: Legal World, 2007. — P. 254 — 255. (unofficial
translation from Russian).
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questions for computer forensic expert examination it is better to always involve the
expert who will conduct the study.

However, the development of universal list of questions is an extremely
difficult task. Because each IT-crime has its own characteristics and requires a non-
trivial approach.

Despite, in order for the digital forensics question list to be correctly compiled,
the investigator need to consider some specific criterions.

At first, the questions should not be legal (e.g., is the subject of the research
forgery?), should not affect the cost of the subject of the research (e.g., what is the
cost of the subject of the research?) and should not cover translation of text,
correspondence, etc.

At second, questions should have technical nature (e.g., what is the general
characteristics of the software presented, what components (software tools) does it
consist of?). In spite of the question may concern the clarification of jargon and
computer terms.,

At third, the questions should be based on the objectives of the study
(identification or diagnostic).

Still, when formulating questions, the investigator should not specify the type
and content of information to be found, studied and attached to the case. Because
the expert will decide for himself what information is relevant to the case. For this
purpose, the expert should be acquainted with the criminal case in the part whether
relates to the matter of expert examination or the factual allegations of the case can
be set out in the Decree on commissioning of computer forensic expert examination.
If there is a lack of information, the expert may request additional material.

Unlike, when searching for digital traces of various kinds of computer actions,
it is better to formulate questions not about traces but about actions. It should be
remembered, although, the expert can determine when, how, and who performed the
illegal access. Also, it is possible to determine this only in rare cases when the

computer under expert examination contains some information about the user.
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When expert examining individual files, disks and other carriers, it makes
sense for the investigator to question not only the presence of particular content on
the carriers, but also about the detection and decryption of hidden, proprietary and
other information. Usually, such information is provided by the appropriate file
format (as the case may be). In addition, the investigator may include the issue of
recovering erased files, even if the carriers have been formatted several times. In this
case, it is obligatory to find out the way of the information appeared on the carriers.
When a file cannot be recovered, it is probably to prove its presence in the past by
information about the file, whichever can be stored in different places. On the
contrary, when researching malware and hardware, it is sometimes necessary to
study more than just its properties and functionality. It also requires learning about
the origin, creation process and comparison of versions. In this case, it is
recommended that two separate expert examinations be conducted as part of the
software and hardware examination. The first one examines the contents of
computer carriers. The second will consider the attributes of detected programs.

At study of ICQ? archives it is essential to mean whether in any case at
reception or sending of the message the information on it is written down on a disk
at least once. Additionally, it means that if not in the explicit, it can “pop up” in the
latent form at expert examination. In archive on the computer the user can store a
large number of messages, including their copies. As a consequence, it is better to
ask the expert to detect all correspondence, both in the explicit and remote form.
Accordingly, the investigator should not give the task, find and print all the
correspondence, or reduce the work to the detection of a single letter. Those
messages such are relevant to the case will be printed out and attached to the Expert
Testimony. The rest of the messages will be burned to a CD? because supplementary

expert examination may be required.

I Malin C., Casey E., Aquilina J. Malware Forensics Field Guide for Windows Systems. — MA, USA:
Elseveier, 2012. - [Electronic resource] — Available at. —  URL: http://index-of.es/Varios-
2/Malware%20Forensics%20Field%20Guide%20for%20Windows%20Systems.pdf (Date of review 18.06.2020).

2 «I Seek You”. — [Electronic resource] — Available at. — URL: https://techterms.com/definition/icq (Date of
review 18.06.2020).

3 Compact Disk. - [Electronic resource] - Available at. -
URL.: https://www.britannica.com/technology/compact-disc (Date of review 18.06.2020).
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Likewise, it is better for the investigator to entrust the expert with the question
of attributing this or that correspondence to the materials of the criminal case. For
this reason, the investigator should acquaint the expert with the materials of the
criminal case. Besides the discovery of the archive, the investigator should also raise
the question of whether the discovered messages were received or sent. In practice,
the investigator should know where the message was sent, i.e. the second
correspondent. If it is not known to the investigator, it needs to raise the question to
the expert about where else it is practicable to find out a copy of the given message
or traces of its stay.

At studying printed documents, the investigator should be borne in mind that
all printouts are considered on an equal footing with electronic carriers by the expert.
Since the information on electronic carriers is presented in digital form. Importantly,
the printouts contain not only human-oriented information, but also machine
oriented information, too. To illustrate, the U.S. printer manufacturers put a printout
on each page of hidden information about the date, time and serial number of the
printer. In addition to this information, the printer has its own individual criterions
inherent to each model. Therefore, the expert examination can not only “tie” the
printed document to the particular printer, but also determine on the printer what
model it was printed.

The appointment of computer forensic expert examination is very important
for the collection of evidence. Hence, the investigator should provide the expert with
materials for the study. Such materials include the seized objects during the Incident
Scene Inspection, which were mentioned above. If it is not possible to provide the
expert with devices for the examination, it is reasonable for the investigator to make
a copy of the hard disk at the crime scene, for example, in the organization or
premises?.

What’s more, the study of the user identity under study is carried out

considering the intensity of human use of the computer. Documents, photos, music,

T Wolf J.-P. An Ontology for Digital Forensics in IT Security Incidents: Diplomarbeit. — Germany:
Universitat Augsburg, 2014. — P. 65.
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correspondence, settings, availability of programs, etc. — all this individualizes the
information content of the computer. Furthermore, they reflect the intellect, abilities,
inclinations and preferences of the user. Thereby, to assess the user identity of the
computer under study should conduct a comprehensive examination by conducting
digital forensics and forensic psychological analysis. At the same time, they both
need to remember that in order to assess the identity qualification, it is critical to find
on the user’s computer the results of his intellectual activity, i.e. programs written
by him.

Most of all, the forensic literature notes such possibility of digital forensics as
confirmation or denial of the “digital alibi”* of the defendant who claims to have
worked at his computer at the certain time. Although it is not IT-crime in this case,
the digital forensics examination is mandatory for checking the alibi.

According to the results of the expert examination, the investigator will have
to do a lot of work together with the operational officers by conducting
investigations and Search and Intelligence operations to determine whether IP-
addresses belong to specific individuals. For instance, such requests may be inquiries
to hosting providers to obtain data about the IP-address (server) owner, which are
served by mentioned provider. When recording register servers, the user provides
the data, mainly it is a telephone number, postal address, residence address, but some
hosting providers in their security policy require to provide passport data as well,
which will simplify the procedure of criminal identifying?.

In general, the expert is faced with questions relating the availability of
relevant information on the objects under examination. Exactly what’s relevant to
an investigative case. In particular the suitability the objects under examination for

certain purposes and actions performed using objects, their time and sequence.

! Ewing A. Digital Footprints in the Snow, Understanding Timestamps and Metadata for Legal Cases // the
barrister — The largest independent magazine for Barristers practicing in the UK. — April 15, 2019. — [Electronic
resource] — Available at. — URL: http://www.barristermagazine.com/digital-footprints-in-the-snow-understanding-
timestamps-and-metadata-for-legal/ (Date of review 20.06.2020).

2 Carr J. Inside Cyber Warfare. Second Edition. Mapping the Cyber Underworld. — Sebastopol, Ukraine:
O’Reilly Media, 2012. — P. 132.
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Especially important is the identification of electronic documents, computer
programs and properties of the programs.

From these facts, one may conclude that any investigative action carried out
during IT-crime investigation will require special knowledge. This knowledge is
needed first and foremost in order to know where to look for crime traces, and then
to correctly consolidate and process of evidence. In a nutshell, the role of computer
forensic expert examination should be particularly emphasized. Owing to its modern
capabilities, it allows to detect falsification of log files, which are a reference point

for the investigation in the criminal identity.
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Conclusion

The results of research, analysis of theoretical and legal sources indicate the
need for further academic study of the problems undertaken. Thereby, researches
of a modern condition of counteraction to IT-crimes in the Republic of Uzbekistan
show that its level at present does not correspond to reality. Importantly, there is a
need for complex coordination of measures on combating crimes on the national
scale.

Summing up the study developed the following main theoretical conclusions
and scientific recommendations to improve the tactics of operational and
investigative actions in the IT-crime investigation. It is also possible to formulate
practical solutions and methodological bases for improving existing legislation
aimed at enhancing the efficiency of combating IT-crime in the Republic of
Uzbekistan.

1. Now that, it is offered to define “information technology crimes” as

socially dangerous acts (actions and inactions), committed both intentionally
and carelessly, causing or creating a threat of real infliction of essential damage or
material damage to social relations in the sphere of information technologies.

2. Apart from, a legal analysis of criminal legislation of Uzbekistan on
combating IT-crime has revealed a number of gaps, contradictions and omissions in
national legislation. In particular, it seems advisable to provide in the
Article 125. Divulgence of adoption secret, Article 130. Production, importation,
distribution, promotion, demonstration of obscene products,
Article 139. Defamation, Article 140. Insult, Article 141%. Violation of privacy,
Article 155. Terrorism, Article 176. Manufacturing, sale of forgery money, excise
stamps or securities, Article 179. False entrepreneurship, Article 180. False
bankruptcy, Article 181. Suppression of bankruptcy, Article 181%. Premeditated
bankruptcy, Article 191. Illegal collection, divulgence or use of information,

Article 243. Legitimization Laundering of Proceeds from Criminal Activity and
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Article 2511, Illicit traffic in superpotent and psychotropic substances — for the next
qualifying feature:

“by using Computer Equipment either Mass Media or Telecommunication
Networks and Internet”

3.In addition, it is offered that the following additions to the
Article 255, Development, manufacture, stockpile, acquisition, transfer, keep,
illegal possession and other activities involving bacteriological, chemical and other
weapons of mass destruction the advice, drawings, recommendations on their
manufacture posted, Article 270. Growth of prohibited crops, Article 273. Illicit
manufacture, acquisition, keep and other activities with narcotic drugs, their
analogues or psychotropic substances for marketing purposes or marketing,
Avrticle 276. Illicit manufacture, acquisition, keep and other activities with narcotic
drugs, their analogues or psychotropic substances without marketing purposes,
Article 209. Forgery  in  public  office, Article 210. Passive  bribery,
Article 211. Active bribery, Article 212. Complicity in bribery, Article 163. Loss of
documents containing State secrets and Article 230'. Falsification (forgery) of
Evidence be made with the following qualifying feature:

“by using Computer Equipment or Telecommunication Networks and
Internet”

4. In practice, countering IT-crime should be raised to the level of law
enforcement priority. Due to the fact that a large number of financial and banking
institutions, educational institutions, industrial enterprises and institutions with
various forms of ownership and others are located in the center of the Republic of
Uzbekistan — in Tashkent city. Accordingly, it is suggested that a Specialized
Anti IT-crime Division for combating IT-crime be established as an experiment in
the Tashkent City Department on combating economic crimes at the General
Prosecutor’s Office of the Republic of Uzbekistan, with the right to investigate. The
establishment of specialized unit to combat IT-crime, comprising investigation and
operational teams, will contribute to the effectiveness of the IT-crime counteraction.

It will be operational 24/7 contact point. In accordance with international
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recommendations, the suggested law-enforcement body will ensure the
specialization, immediacy and continuity of the IT-crime detection and investigation
process.

In the future, the association of operational, investigative and forensic services
under the General Prosecutor’s Office of the Republic of Uzbekistan will organise a
clear vertical reporting line and specialization. This will include combating IT-
crime, which should yield positive results and speed up the mechanisms for
investigating IT-crime. In general, these actions are aimed at meeting modern
requirements for combating IT-crime.

5. With a view to assessing and exchanging information on IT-crime,
evaluating national preventive measures and operational activities and conducting
specialized training for law enforcement officials between countries, it is
recommended that an international organization to counter international IT-crime be
established. The formation of that organization will make it possible to
systematically collect, process and provide information, technical and forensic
support to the relevant law enforcement units. Such an international organization
would make it possible to coordinate joint investigations between States, as well as
specialized education and training for specialists and experts. The offered
organization can facilitate the necessary research and software development, assess
and analyse existing and potential threats, generate forecasts and issue early
warnings.

Currently, significant amount of information is concentrated in information
resources and different technical devices in digital form on various electronic
devices and systems. In this regard, operative and investigative units are challenged
to effectively capture, fix and accumulate computer information to combat IT-crime.

6. In view of the need to regulate the removal of information stored in
computers not connected to the technical communication channel and
telecommunications networks, it is proposed to amend and supplement Article 14

of the Law of the Republic of Uzbekistan “On Search and Intelligence activities” Ne
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ZRU-344 from 25.12.2012. The new Search and Intelligence operation shall be
carried out with the approval of the prosecutor. And to look as follows:

Receipt of computer information — removal of information stored in the
memory of a computer whether does not have access to the technical communication
channel and telecommunication networks, or obtain of information stored in the
memory of a computer that is not connected to the computer communication
networks.

7. Next, in order to improve mechanisms to recover the commission of IT-
crime offence for obtaining evidence in the detection and investigation of criminal
cases. Amendments and additions are proposed to Article 22 of the Law of the
Republic of Uzbekistan “On Telecommunications” Ne 822-1 from 20.08.1999 in
order to include norms about duties of operators and providers to store information
on facts of reception, transfer, delivery and processing the voice information, text
messages from services users via telecommunications networks within three years,
concerning the content part (the voice information, photo, video) to establish term
of storage till six months.

8. Then, it is necessary to review and introduce a special system for the
recruitment of officers in law enforcement agencies and expert subdivisions —
operational officers with technical education. We believe that it is possible to use
the positive experience of foreign countries that attract to the positions of operational
officers and specialists the persons with technical education, as a rule, with legal
training courses. At the initial stage, such a requirement can be established for
operational officers.

The following are the most important provisions of forensic tactics for IT-
crime investigation at the current stage. Such as rational tactical techniques of
investigators in the preparation and conduct of some investigative activities and
forensic tactical recommendations will contribute to the development and
establishment of computer forensics.

9. Moreover, when formulating the concept of trace in digital forensics, it is

recommended to proceed from the following methodological prerequisites. First, the
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trace reflects to IT-criminal’s activity. Second, the trace is an integrative system
reflecting the specialties of a IT-criminal’s identity, a process or an action of a
computer system in IT-crime committing. The definition of a trace, formulated in
this form, allows us, in our opinion, to cover the whole variety of traces occurring
during IT-crime committing.

The main tasks of interrogation in the IT-crimes cases investigation are as
follows. Identification of elements of IT-crime composition on the basis of trace
information and determination of time, scene, method and motives of IT-crime
commission. The effectiveness of solving the above tasks depends to a large extent
on preparation for the production of investigative actions.

10. Besides, Search and Seizure during IT-crime investigation involve
obtaining evidence of how the crime was committed. It involves the use of computer
equipment and telecommunications networks. The purpose of the Search in the IT-
crime investigation is to detect and seize computer equipment. Where traces of
computer information relating both to the IT-crime itself and to the perpetrators
(information on their location or movement) remain. As well as objects resulting
from the crime (product), e.g. counterfeit computer programs, malicious programs.
In addition, documents containing important information for the case, e.g. receipts;
notebooks with personal records; documents on transfer, cashing, etc. The
productivity of the search and seizure during IT-crime investigation is largely due to
the careful preparation of the case.

11. Starting with the decision on the need to appoint the computer forensic
expert examination, the investigator must communicate with the expert. Information
interaction between them takes place in two directions. Initially, investigator to
expert, where the investigator must provide the expert with the task and the
information necessary for its performance. And back, expert to investigator, where
the expert transmits information to the investigator about the circumstances under
which the questions were asked. In interaction, the investigator may also ask for
advice to determine the specific type of forensics, explaining the case summary and

show him the available materials for the appointment of expert examination. The
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type of expert examination correctly defined in the course of the appointment will
reduce the time of the digital forensics.

12. Finally, In order to improve the qualitative evidence during IT-crime
detection and investigation, it is suggested to establish the Special Computer
Forensic Centre within the mentioned Department on combating economic crimes
at the General Prosecutor’s Office of the Republic of Uzbekistan. The Centre will
assist in ensuring quality computer forensic expert examination, conducting testing
and research work in this area, as well as testing protective equipment in the area of
information technology.

In conclusion, the challenge of countering IT-crime is complex. Its realization
is linked to the conduct of ongoing scientific research primarily in the fields of
criminology, criminal law, criminal procedure, forensics, Search and Intelligence
activities and other sciences. The elaboration of clear initiatives to counter IT-crime
will help to ensure the purpose and objectives of national security in the Republic of
Uzbekistan.
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Annexes (on Russian)

HPUJIOKEHHUE Ne 1. Pe3yabTaThl NPOBEIEHHOT0 ONPOCA

Ne OtBeTthl Ha Bonpochl (%0)
Bo3spacr pecnoHaeHTOB
1.
= menbiie 20 ner = 20-30 = craprre 30
Mo pecioH1eHTOB
2.

® MyxunHa = XeHuuHa
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Cdepa 1eATeIbHOCTH PECIIOH/1€TOB

= IOpucnpyneniuss = DxkoHomuka * IT-cektop  * apyroe

Kak 4acto Bbl nosb3yerech cerbio UHTEpHET (COLMATbHBIE
CeTH, MOUCKOBUKH, MOYTA U T.1.) B CyTKHU?

" Gojiee Tpex 4acoB B cyTku ™ 1-3 yaca B cyTku ~ MeHee | 4aca B CyTKH
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Kakast nungopmanusi B conmajbHbIX CeTAX H HHPOPMAHOHHBIX
pecypcax (0,10ru, MecceHaKepbl U T.J1.) siBJseTcs Ajs Bac Gogiee
0e3omacHoii?

= gHpOpMALUs, COAepKaIIas B cedc HAUOOIbIIee KOJTUUSCTBO CTATUCTUICCKUAX TaHHBIX U
apryMeHTOB;
= yropmanus, pa3MeIeHHAs] B HECKOJIBKHX UCTOYHUKAX

* yHbOpMAany 0GUIHATEHBIX H/UIH TOCYAapCTBEHHBIX HCTOYHHKOB

Kaxkumu unpopManuoHHBIMU pecypcamu Bbl yacTo moJin3yerech B
cetu UuTepuer?

= nouckoBsie cuctemsl (Google, Yandex, Opera u apyrue)

= snekrponnsie outsl (Mail.ru, Gmail.com, Umail.uz u npyrue)

= cormanbHble cetu u 6norn (Facebook, Instagram, Twitter, Telegram, WhatsApp,
WeChat u npyrue)
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CTaJIKNBaJIMCh JIM BbI C IPEeCTYIVICHUSIMU B cepe
HH(OPMALNMOHHBIX TEXHOJIOTHIi (KMOepnpecTyNJIeHUAMH), TAKAMHA
Kkak UHTepHeT-MOLIEHHUY€eCTBO, B3JIOM NapoJieii, OXUIIEeHHS
JIMYHBIX JAHHBIX, PACHPOCTPAHEHHE BPEOHOCHBIX IPOIPaMM, B3J10M
napoJiei, Kpa:xxy HOMepoB 0AHKOBCKHX KapT H JIp

=" Jla ®=Her * 3arpyaHsOCh OTBETUTH

IMonumaete Jin BbI pasuuue mexay «Ilpecrynienus B cepe
HH(POPMALHOHHBIX TeXHOJIOTHID U «IIpecTynjieHuH coBepuIaeMBbIX €
NOMOIIbI MHGOPMALMOHHBIX TEXHOJIOTHii» ?

= Jla =Her " 3arpyxHsroch OTBETUTH
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Kaxoe onpenenenne «Ilpectyniienus B cepe mHGOPMAIHOHHBIX
TEeXHOJIOTHii» B 00/IbLIEH CTeNeHH 0TPaXKaeT colep:KaHue NTAHHOTO MOHATHS?

" [IpeCTyIHAas IeSTEIBHOCT, IIENIBI0 KOTOPOH SBIISICTCS] HEIPAaBOMEPHOE
HCIIOJIb30BaHNUE KOMIIBIOTEPA, KOMITBIOTEPHOU CETH TN CETEBOTO YCTPOCTBA

= 00OIIECTBEHHO OTMACHbIE JesHUs (IeHCTBUS U Oe31eHCTBUS ), COBEpIIAEMbIE KaK
YMBIIUIEHHO, TaK U TI0 HEOCTOPOIKHOCTH, IPUUHHSIOIINE TUOO CO3at0IINe YTPO3y
pearsHOTO MPUYHHEHHS CYIIECTBEHHOTO Bpe/ia MM MaTepHAaIBHOTO yiepoa

0O0IIECTBEHHBIM OTHOMIEHHUSM B chepe MHHOPMAIIMOHHBIX TEX
“ mo0ast IpecTynHas Wi KpUMHUHAIEHON aKTHBHOCT B BUPTYaJIEHOM ITPOCTPAHCTBE

(KuOepIpoCTpaHCTBE), COBEPIIACMOI C UCTIOIF30BaHHEM HH(POPMAIIMOHHBIX
TEXHOJIOTHU

10.

UYto Ha Bam B3y 10/1:KkHO OXPAHATHCS OT NpecTylJieHuii B cdepe
HH(OPMALUOHHBIX TEXHOJIOTHIi (kndepnpecTynjaenuii)?

" KOMITBIOTEpHAS HH(POPMALMS Ha HHPOPMAIIHOHHBIX TEXHOJIOTHAX
" yH(pOpMaLMOHHAs HHPACTPYKTypa U cCUCTEMa

“ nH(OpMaLMOHHBIE PECYPCHI, CETH, CPEACTBA U TEXHOJIOTUI
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11.

Ha3zoBuTe camblii oNTUMANbHBII CI0C00 3aKOHOIATEJILHOI0
peryJiupoBaHus NpecTynjaeHui B cepe nHHOPMAITHOHHBIX
TexHoJ0rui (KudepnpecryniaeHuii)?

" BHECTH 3aKOHOJIATENbHBIE 0043aTEIbCTBA YUPEKIACHHUS JOIDKHOCTH CIICIUAIIICTA 110
nH(pOopManMOHHON 6€30ITaCHOCTH B FOCYIapPCTBEHHBIX OpPTraHax, OpraHu3alusiX,

NPEANPUATUIX U YIPEKACHUAX
" y)KECTOUEHHE CaHKI[Ui, CYIIECTBYIOUINX 33 3T NPECTYIICHUS

MPUHATHE CIEUAIBHOTO HOPMATHBHO-TIPABOBOTO aKkTa — 3aKoH «O
MPOTHUBOAEHCTBUH NPECTYIICHUAM B cpepe MHPOPMALIOHHBIX TEXHOIOTHID

12.

Kakue Mepsl 10JKHO NPHHUMATH FOCYAAPCTBO B OTHOLLIEHUH
KHOepnpecTyNIHUKOB, HAHECIIHNX Cepbe3HbIil yuep0 (pu3nyeckum u
IOPHANYECKHM JMIIAM, 2 TAK/Ke rocy1apcTBeHHbIM HHTepecam?

54.1

" [PUBJICUYCHHE K OTBETCTBEHHOCTH B PAMKaX CYIIECTBYIOIIUX COCTABOB ITPABOHAPYIICHHN
B Kozekce PecniyOnmkn Y30exuctan 00 aqMUHUCTPATUBHONW OTBETCTBEHHOCTH

" IPUBJICYCHHUE K OTBETCTBEHHOCTH B PaMKaX CYIIECTBYIOIUX COCTABOB MPECTYIUICHHUI B
VYronoBHsrit kogekc Pecryomukn V36ekucTan
BHECTH YTOJIOBHYIO OTBETCTBEHHOCTH 3a MOJOOHBIC MPECTYIUICHUS B BUIC OTACITHHOTO
cocTaBa MPeCTYTUICHUS
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Kakoii Bua HakazaHu1 siBJisieTca HauoOoJsee 3pdexTUBHLIM B Bamem
NOHMMAHUM JJIsl NpeAyNpPeRIeHUs NpecTynIeHnii B cdepe
HH(OPMALUOHHBIX TEXHOJIOTHIi (kudepnpecTynjaenuii)?

P

13.
= mrpad = 00s13aTeNbHBIC OOIIECTBEHHBIC PA0OThI “ IMIICHUE CBOOOIBI
Kaxkue mepsl Ha Bam B3roisaa Hanoosee 3ppeKTUBHBI 1JIs1 TOBBIIICHUSI
YPOBHSI IPOTHBOICIiCTBHSA NPeCTYIICHUsIM B cepe
HH(OPMALNMOHHBIX TEXHOJIOTHii (KMdepnpecTynjaeHusam)?
14. '

" YCTaHOBJICHNE HOBBIX COCTABOB ITPECTYIICHUH C y4€TOM COBPEMEHHBIX BBI30BOB H yIpo3,
CO3/IaHMe CHELHAIU3UPOBAHHOIO OpPraHa I10 U3yYEeHUIO IIPo0IeM KUOepIpecTyIHOCTH,
00pbOBI ¢ HUMH, yCHIIeHNE NPO(UIAKTHKY IPaBOHApYIIEHUH B ceTH MHTepHeT,

TIOATOTOBKA TPAHCAUCIUINIMHAPHBIX C o
" IIMPOKOE BHEAPECHUE COBPEMECHHBIX I/IH(1)OpMaI.II/IOHHO-KOMMyHI/IKaI.[I/IOHHLIX TEXHOJIOTHU B

paboTy paBOOXPaHUTEILHBIX OPTaHOB, OBBIIICHHE KBATH(UKAINN COTPYAHUKOB

“ Y)KECTOUEHHE YTOJIOBHO-IIPABOBOM MOJIMTHKHU MO MPOTUBOAECUCTBUIO MPECTYIUIEHUSM B
chepe MHGOPMAITHOHHBIX TEXHOJIOTHH, YBEIMICHUE ITaTa COTPYAHUKOB
YIOJIHOMOYEHHBIX TOCYAapCTBEHHBIX OPTaHOB




15.

Kakoii rocyrapcTBeHHbIii 0prad MM opranusanus, no Bamemy
MHEHHIO J0JIKHBI 00ecedynBaTh MHPOPMANMOHHYIO 6€30MACHOCTH B
Pecnybsinke Y3oexkucran?

\

" IpaBOOXpPaHHUTEIbHBIE OpraHbl (opransl pokyparypsl, CI'b, MBJI)

u MI/IHI/ICTepCTBO 0 pa3sBUTUIO PIH(bOpMaI_II/IOHHLIX TEXHOJIOTHH U KOMMyHI/IKa].[I/Iﬁ
PCCHYGHI/IKI/I V30ekucTaH U ero NMOABEAOMCTBCHHBIC OpraHnU3aluun

" II0JIb30BaTEJIb, OpraHu3alusg U YUPEKICHUA

16.

Kakoii npaBooxpaHuTeIbHBIN OpraH, no Bamemy MHeHu10
3¢ (pexkTUBHO 00ecnedUuTh 00pHLOY € NpecTyNIeHUsIMH B cepe
HH(OPMAIMOHHBIX TEXHOJIOTHH (KkuOepnpecTyniieHun) B Pecrmybinke
Y30exucran?

-

= OpraHsl BHYTPEHHHX J€JT
= Oprans! CI'b

u OpI‘aHBI OPOKYpaTyphbl, U UX ONICPATHUBHBIC NOAPA3ACTICHUA
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17.

Kaxue Mepsbl Bo31eiicTBHsI He00X0IUMO IPUMEHSATH B OTHOLIEHHH
JIMII, CKJIOHHBIX K COBEPIIEHUI0 NMPeCTYIIeHni B cepe
HH(OPMALUOHHBIX TEXHOJIOTHIi (kudepnpecTynjaenuii)?

® YCUJIUTH OTBETCTBEHHOCTD BIUIOTH IO JIUIIEHUS CBOOOIBI
" IPUMEHSATH BBICOKHE pa3Mepsl mTpada

“ HAJIO)KHUTH 0053aTENBFCTBO COTPYAHNYATE MO BOIPOCcaM HH(OPMAITMOHHOH 6€30MacHOCTH
Y TEXHOJOTUI

18.

Kak BbI fymMaeTe KAKHM CIIOCOO0M 00JIbIIIE BCEr0 MOKHO 00HAPYKUTH
npecTyniieHus B cepe MHPOPMALMOHHBIX TEXHOJIOT U
(kuOepnpecTyneHuii)?

" [IyTeM OCYLIECTBIICHHUS ONIEPATHBHO-PO3BICKHOH JIESTEIFHOCTH
" myTeM oOpaleHus GU3NIeCKUX U IOPUANYECKUX JIUIL

" 3aTPYAHAIOCH OTBETUTH
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19.

Kak BbI nymaeTe, Ipu paccijiel0BaHNHU NpecTyIIeHuii B cdepe
HH(OPMALMOHHBIX TEXHOJIOTHIi (KMOepnpecTyNJIeHHil), Kakoe u3
CJIeICTBEHHBIX JeliCTBMM HTPaeT HauboJibLIee 3HAYCHUA ?

= OCMOTp MECTO MPOUCILECTBUSI, OOBICK (BBIEMKA) M AOTPOC
= HazHaveHUs KOMITBIOTePHONH-TEXHUIECKOH (IIU(PPOBOIT) IKCIIEPTUIBI

“ 3aTpyIOHAIOCH OTBETUTH

20.

Baie oTHOLIEHUE K COCTaBJIeHHE MEKIYHAPOIHOI0 J0r0OBOPa (TAKOIo
KaK, by1anemrckoii KoHBeHIMH) 10 60pboe ¢ KudepnpecTynieHusiMu
U coTpyannvecTBy cTpan B pamkax IIOC, CHI' niau apyrou
OpraHn3anuy, MHUIIATOPOM KOTOpPOro 0b11 061 Pecmy0iinka
Y3o6exucran?

= la, cormacen  ® Her, He corylaceH  * 3aTpyAHSIOCH OTBETHTh
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INPHJIOKEHHUE Ne 2. COIIOCTABUTEJIBHASA TABJIMIA
K NPOEKTY 3aKkoHa «O BHeCeHMHU U3MEHEeHHUI 1 10N0JTHeHUH B YT0/10BHbIN Kojieke Pecy0iukn Y30exkucran»

JeiicTByomasi pexakmus IIpensnaraemas pegakuus Ob0ocHoBanmne
Crarbs  125. Pasriamenue TalHBI Crares  125. Pasriamenue  TaiHBbI HNHcTuTyT TallHBI  YCBIHOBJICHHUS  SIBJIETCS
YCBIHOBJICHUS YCHIHOBJICHUS BOXHBIM  MHCTUTYTOM, KOTOpBIM  ompezaesser

Pasrnamenue oxpaHseMoON 3aKOHOM TalHbI
YCHIHOBIICHHUSI WM YIOYEPEHUS NIE€TEU-CUPOT
100 NeTei, JTUIICHHBIX POAUTEIBCKON ONeKH,
COBEPILEHHOE BOIIPEKH BOJIE YCHIHOBUTEJEH
WIK yjaodepuTesneld JMOO opraHa ONEKH U
MONEYUTENIbCTBA, —

Haka3bIBaeTCs MTPadoM OT MATHACCATH 10
cTa 0a30BBIX pPACUETHBIX BEIUYMH WU
00s13aTeTbHBIMH OOIIIECTBEHHBIMU pa0OTaMH JI0
TPEXCOT 4YacoB JHOO  HCHPAaBUTEIbHBIMU
paboTamu 110 IBYX JIET.

To xe nesgnue:

a) COBEpIICHHOE JIMIIOM, OOS3aHHBIM
XpaHUTb 3Ty  TaillHy B CBS3U c
NpopECCUOHAIBHOW  JIEATETbHOCTBIO  HIIU
3aHMMAaeMbIM CITY>K€OHBIM MOJI0KEHUEM;

0) COBEpIIIEHHOE M3 KOPBICTHBIX HJIM UHBIX
HU3MEHHBIX OOy KIeHU;

B) MOBJIEKIIIEE TSHKKUE MOCIECICTBUS, —

JOMOJTHACTCH

Hakas3bIBaeTcs mWTpagoM OT CTa 10 JIBYXCOT

Pazrnamenue oxpaHseMol 3aKOHOM TalHbI
YCHIHOBJIGHUS WM YAOYEpEeHUs JeTeil-cupot
a0 AeTel, JTUIIEHHBIX POAUTEIBCKON OIEKH,
COBEpIIIEHHOE BOMNPEKH BOJIE YCHIHOBHUTEINEH
WU yJIodeputTeseil 5mbo opraHa OMNEeKd |
MOTEYUTENbCTBA, —

Haka3bIBaeTCs mMTpadoM OT MATHUACCATH 10
cTa 0a30BBIX pPACUETHBIX BEIUYMH WU
00s13aTeIbHBIMH OOIIIECTBEHHBIMHU paboTaMu J10
TPEXCOT YacoB JHUOO  UCHPaBUTEIHHBIMU
paboTam# 10 ABYX JIET.

To xe nesaue:

a) COBEpIICHHOE JIUIOM, OOS3aHHBIM
XpaHUTb 3Ty TallHy B  CBS3U  C
NpopeCCUOHAIBHOW ~ JEATETbHOCTRI0  WJIU
3aHMMAaEMBbIM CITy>K€OHBIM MOJI0KEHUEM;

0) COBEpIIIEHHOE M3 KOPBICTHBIX WJIM WHBIX
HU3MEHHBIX TOOYXKIeHU;

B) MOBJIEKIIIEE TSKKUE MOCIIEICTBHUS,

I) ¢ UCNOJb30BAHHEM CpPeICTB MacCOBOH
uHdopmanuu, TeJIeKOMMYHUKAIIHOHHBIX
cerei U UH(pOPMALHOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTHi, a paBHO
cetu UnTepuer, —

Haka3bIBaeTCs MTpadoM OT CTa JI0 ABYXCOT

COOTHOIIICHUE HWHTEPECOB JIMYHOCTH, OOIIecCTBa H
rocy/apcTBa, 4YacTHOTO M MyOJIMYHOrO Hayaja
MpaBa, OCHOBAaHMUS W TMpeJed BMEIIAaTeIbCTBA
rocy/apcTBa B HETOCYAapCTBEHHYIO chepy, YpOBEHb
UHPOPMALIMOHHOW  3ammTel B PecmyOnmke
Y30ekucran.

OrpoMHOE 3HA4Y€HHE TIPH  PACCMOTPEHUU
BOIMPOCA O pas3riamieHuy HHPOpMaIiK, OXpaHsIeMOit
3aKOHOM, uMeer  mpobiemMa  obecrieueHUst
nHpopManmoHHOW Oe30macHOCTH  OOIIeCTBAa U
rocyJ1apcTBa, a UMEHHO — IPUMEHUTEIBHO K 3aIHUTE
TallHbI yCHIHOBIICHUS. B crcTeMe MpaBOOTHOIICHUIH,
BO3HHKAIOIIIUX B chepe HCIIO0JIH30BaHUS
uHbOopMaIMi, 0co00€ MECTO 3aHUMAEeT HHCTUTYT
TailHbl YCBHIHOBJIIEHUA. Ba)XHOCTh W 3HAYUMOCTh
9TOTO HWHCTUTYTa B DOMOXYy HH(POPMAIIMOHHBIX
TEXHOJIOTHH, Korga uWHGOpMAIUs CTaHOBUTCSA
CaMbIM OCHOBHBIM H IIEHHBIM PECYpPCOM B OOIIIECTBE,
MHOTOKPaTHO BO3pPAacTaerT.

Cetb UHTEpHET sIBIISIETCSA OYSHb YI00HOM cpeon
JUTSL pacripOCTPAHEHUs pa3IMYHON MHpOpMalUU, B
TOM YUCJIE TallHbI yChIHOBJIEHUS. C y4eTOM BBICOKOM
OOIIIECTBEHHONW OMACHOCTH pa3IJIallleHue TalHbBI
YCBIHOBJIEHUSI C HCIIOJIb30BAHUEM COBPEMEHHBIX
WH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUN

6a30BbIX pacyeTHBIX BEJIMYMH Wi | 6a30BbIX pacueTHBIX BEJIMYMH WM | 1 cetu VIHTepHeT, a Takke B LEISIX peaau3alun
00s13aTeIbHBIMU O0ILIECTBEHHBIMU paboTamMu OT | 0043aTebHBIMH OOIIECTBEHHBIMU paboTaMH OT | HOPM ~ MEXKIYyHapOJHbIX  aKTOB B 00JlacTH
TPEXCOT JI0 TPEXCOT HIECTUAECATH YacoB JHOO0 | TPEXCOT JI0 TPEXCOT HIECTUAECATH YacoB JHOO | MPOTHUBOJACHCTBUS COBEPUICHUIO YKa3aHHbIX




HUCIIPAaBUTCIIbHBIMHA paGOTaMI/I OT ABYX 10 TpEX
JICT.

HUCIIPAaBUTCIIbHBIMHA pa60TaMI/I OT IABYX 10 TpEX
JICT.

NEHCTBHH, CYUTACTCS 1ETIECOOOPA3HBIM JIOMOIHUTh
crateio 125 YK Pecnybnuku Y30ekucraH.

Cratea  130.
pacnpocTpaHeHue,
JAeMOHCTPAIUSI
NPOAYKIIHH

N3rotoBneHne uiu BBO3 HA TEPPUTOPUIO
Pecry6nuku V30eknucrau C LIEIIBIO
pacmpocTpaHeHus, pEeKIIaMUPOBaHUS,
JCMOHCTPAIIMM, a pPaBHO PAaCIPOCTPAHCHHE,
peKIaMHpOBAHUE, JIEMOHCTPAIIHSI
nopHOTrpadUIeCcKoi MPOAYKIIUU, COBEPIIICHHBIC
Mocjie  TPUMEHEHUs  aJIMUHUCTPATHBHOTO
B3LICKAHUS 34 TAKHE )K€ IEHCTBHS, —

Haka3bIBaeTCs MTPadoM OT YETBIPEXCOT JI0

H3roroBiieHHe, BBO3,
peKJIaMHUpPOBaHuUeE,
NopHorpapuyeckoi

IECTHUCOT MHHUMAJTbHBIX pasmMepoB
3apaboOTHOW  IIaThl WM  00s3aTeIbHBIMU
OOIIIECTBEHHBIMA ~ paboTaMd 0  TPEXCOT

IIECTUIECATH YacoB JHOO HCIPaBUTEIHHBIMH
paboTamMu 10 Tpex JieT.
Te ke nelcTBUs, COBEPILICHHBIE!
a) OBTOPHO MJIM OMACHBIM PELUANBUCTOM;
0) 1Mo npeaABapUTEIbHOMY CTOBOPY IPYIIION

L, —
HAKa3bIBAIOTCIA 06513 aTCJIbHBIMU
O6H.ICCTB€HHBIMI/I pa6OTaMI/I oT TPEXCOT

mecCTuaccATn A0 quLIpeXCOT BOCBMHUICCIATHU
9acoB WJIM OTPaHUYCHHEM CBOOOBI OT OJHOTO
rojia 10 TpeX JIeT JIUOO JIUIIEHUEM CBOOOIBI 0

Cratean  130.
pacnpocTpaHeHue,
JAeMOHCTPAIUs
NPOAYKIIHH

N3rotoBneHne uiu BBO3 Ha TEPPUTOPUIO
Pecry6nuku V306eknucran C LETIBIO
pacmpocTpaHeHus, peKIaMHUPOBAHUS,
JCMOHCTPAIlMM, a paBHO PACIPOCTPAHECHHE,
peKIaMHpPOBaHUE, JIEMOHCTPAIIHS
nopHOrpadu4IecKoil MPOAYKIIUU, COBEPIICHHBIC
Mociie  TPUMEHEHUS  aJIMHHHCTPATHBHOTO
B3BICKAHUS 34 TAKHE JKe IEHCTBHS, —

Haka3bIBaeTCs MTPadoOM OT YETBIPEXCOT JI0

H3roroBiieHNe, BBO3,
peKJIaMHUpOBaHuUe,
NopHorpapuyeckoin

[IECTHCOT MHUHHUMAJIbHBIX pa3mMepoB
3apaboOTHOM  IIaTBl WM  00sA3aTeIbHBIMU
OOIlIECTBEHHBIMA ~ paboTaMH 10  TPEXCOT

[IECTUICCATH YacoB JHOO HCIPaBUTEIHHBIMH
paboTamMu 10 Tpex JieT.
Te ke nencTBHsl, COBEPLICHHBIE:
a) MOBTOPHO MJIM OMACHBIM PELUAUBUCTOM;
0) Mo npeABapUTEIHLHOMY CIOBOPY I'PYIIION

L, —
HAKa3bIBAIOTCIA 065133TGHI)HBIMI/I
O6IJ_IeCTBeHHBIMI/I pa6OTaMI/I oT TPEXCOT

mecCTuaccATn a0 quBIpeXCOT BOCBMHUACCATH
4acoB WJIM OTpaHUYCHHEM CBOOOIBI OT OHOTO
rojia 1o TpeX JIeT TU0O JIMIIEHUEM CBOOOIBI 10

[Tpou3BoacTBO M 06OPOT AETCKOI MOpHOTpaduu
paccMaTpuBaeTcss B MEXIyHapOJHO-IPAaBOBBIX
aktax (Hanpumep, PakynIbTaTUBHBIA IPOTOKON K
KonBenuun o mpaBax peOeHKa, Kacaroluiics
TOPrOBJIM JE€TbMH, AETCKOM NPOCTUTYLIMH U IETCKOU
noprorpaguu ot 25 wMas 2000 roma) Kak
KHOEpHpecTyIIEHUE, YTO I103BOJISIET B IIOJIHON Mepe
UCIIOJIb30BaTh MEXIyHapOJHbIE  MEXaHU3MBbI
O00pBOBI C MPECTYMHOCTHIO JIsI MPOTHUBOACHCTBUS
eil.

YK Pecnybnuku Y30ekucTan mpeaycMaTpiuBaeT
YTOJIOBHYIO OTBETCTBEHHOCTD 3a U3rOTOBJIICHUE MJIU
BBO3 Ha Teppuropuio PecryOnmkum Y30ekucran c

IENBI0  paclpoCTpaHEHHs,  PEKIAMUPOBaHUS,
JICMOHCTpAIlMM, a pPaBHO  PacHpOCTpaHCHUE,
peKIIaMUpOBaHHKE, JIEMOHCTpAIIHS

nopHorpagudeckoi npoxykuuu (crates 130). [lpu
9TOM 32 M3TOTOBJIEHUE WIM BBO3 HAa TEPPUTOPHIO
PecniyOnuku VY30ekucran c LEJIBbIO
pacrpocTpaHeHus], peKIaMUpOBaHUS,
JNEMOHCTpalluK,  a pacrpocTpaHeHue,
pEKIaMUpOBaHHUE, JEMOHCTpPALINS
nopHorpapu4eckol MPOAYKIHHU C OMHUCAHUEM WIIU
n300paKeHHEM  HECOBEpIIEHHOJETHEro  JHubo
BOBJICYCHUE HECOBEPIICHHOJETHETO B KauecTBE
UCTIOJHUTENA B JEHCTBUAX MOPHOrpaduuecKoro
XapakTepa IpeaycMmaTpuBaeTcs Oosiee cTporas

paBHO

Tpex JIeT. TpeX JIeT. OTBETCTBEHHOCTD. C y4ETOM BBICOKOH

N3roroBinenne wiM BBO3 HAa TEPPUTOPHIO W3rotoBnenne uiu BBO3 Ha TEPPUTOPUIO | OOIIECTBEHHON OMACHOCTH PACHpPOCTPAaHEHUs WIH
Pecny6nuku V36ekucran c neneto | PeciyGnuku V36ekucran c LENBIO | IEMOHCTPAllMU TOPHOTpapUuecKod MPOIYKIHMH C
pacrpocTpaHeHus, PEKJIaMUPOBAHUS, | paCIPOCTPAHEHHS], pEeKJIaMUpPOBaHUs, | UCTIOJIb30BAHUEM COBPEMEHHBIX HH(GOPMAIMOHHO-
JEMOHCTPALlUM, a paBHO pACIpPOCTPaHEHME, | JEMOHCTpPALlMM, a pPaBHO pPaclpOCTpaHEHHE, | KOMMYHUKALMOHHBIX TEXHOJIOTUM U cetu MIHTepHeT,
pEKIaMUPOBAHUE, JEMOHCTpaLMsl | peKJIaMUPOBAHUE, JEMOHCTpalMsl | @  TakkKe B LEISIX  pealu3allMd  HOPM
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nopHOTrpau4IecKoil MPOAYKIUH C ONMHCAHHEM
WIN  W300paXEHHEM HECOBEPIICHHOJIETHETO
1100 BOBJIEYEHUE HECOBEPIICHHOJIETHETO B
KayeCcTBE  HCIIOJHHUTENI B JCHCTBHAX
MOpHOTrpaUIeCKOro Xapakrepa —

HAKa3bIBACTCSl OrPAaHUYCHUEM CBOOOIBI OT
TpeX 10 MSATH JIET MO0 JIUIIEHUEM CBOOOABI OT
TpeX 0 IIATH JIeT.

JOINOJTHACTCH

nopHOrpau4IecKoil MPOAYKIUN C ONMHCAHUEM
WIM H300paKEHUEM HECOBEPLICHHOJIETHErO
a00 BOBJIEYCHHE HECOBEPUICHHOJIETHETO B
KayecTBe  HCHOJHMUTENSI B JEHCTBUSAX
MOpHOTrpaUIeCcKOTo XapaKkrepa —

HAKa3bIBAE€TCs OrPaHUYEHUEM CBOOOABI OT
TPEX JI0 TSTH JIET OO0 JIMIIEHUEM CBOOOIBI OT
TPEX JI0 MATH JIeT.

JeiicTBusl, NpPegyCMOTPEHHbIE YacTbIO
TpeThel HACTOsIIIEl CTATbU, COBEPIIIEHHbIE C
HCII0JIb30BAHHEM CpeacTB MaccoBoM
uHopmanuu, TeJIeKOMMYHHMKAIIHOHHBIX
ceTei u HH(OPMAILIHOHHO-
KOMMYHHMKALIMOHHBIX TEXHOJIOTMi, a PaBHO
cetu UnrtepHer, —

HaKa3bIBaeTcsl JIMIIEHHeM CcBOOOABI OT
NSITH /10 CeMH JIeT.

MEXTyHAPOTHBIX aKTOB B obnactu
POTHBOICHCTBUS COBEPILICHHIO yKa3aHHbBIX
NEHCTBH, CUYUTACTCS 1ETIECOOOPA3HBIM JIOMOIHUTh
crateto 130 YK Pecnybnuku Y30ekucraH.

Cratbs 139. KneBera

Knesera, TO ecTb pacnpocTpaHeHHE
3aBEIOMO JIOXKHBIX, MO30PALINX APYTro€ JHIO0
W3MBIIUICHUH, COBEpIICHHAS mocJye
MPUMEHEHUS aJAMHHHUCTPATUBHOTO B3BICKAHUS
3a TaKue Xe JCHCTBUS, —

HakasplBaeTcss mTpagoM 1O  JIBYXCOT
MUHUMAaJbHBIX pPa3MepoB 3apabOTHOW IJIaThl
WIH 00s13aTeNIbHBIMU 00I11eCTBEHHBIMU
paboraMu 70  TPEXCOT  dYacoB  JHOO
UCIPABUTENBHBIMH PaOOTaMH JI0 IBYX JIET.

Krnesera B medyaTHOM WJIM MHBIM CIIOCOOOM
Pa3sMHOKEHHOM TeKcTe 100 B CpeacTBax
MaccoBoi HHGopMaIuu —

JOIMOJTHACTCH

Crartbs 139. KneBera

Knesera, To ecTb pacnpocTpaHeHue
3aBEIOMO JIOXKHBIX, MO30PALIUX APYTro€ JULO0
WU3MBIIUICHUH, COBEPIIECHHAS mocJie
IIPUMEHEHUS aJMMUHHUCTPATUBHOIO B3bICKAHUS
3a TaKue Xe JCUCTBUS, —

HakasplBaeTcss mTpagoM 10  JIBYXCOT
MUHUMAaJbHBIX pPa3MepoB 3apabOTHOW MJIaThl
U 00s13aTeIbHBIMU 00I11eCTBEHHBIMU
paboramu 7O  TPEXCOT  YacoB  JHOO
UCIPAaBUTENBbHBIMU pabOTaMH 0 JIBYX JIET.

KrneBera B medyaTHOM WM MHBIM CIIOCOOOM
Pa3sMHOXEHHOM TeKCTe JIMOO B CpEeACTBax
MacCOBOU uH(popMaluy,
TeJIeKOMMYHHKANMOHHBIX ceTer "
HH(OPMALMOHHO-KOMMYHUKAIMOHHBIX
TEXHOJIOTHi, a paBHO B ceTH HTepHeT —

Ha cerognsmuauid geHs MHTEpHET  cTan
HCMOJIB30BATbCS HE TOJBKO JUISI COBEPIICHHS
npectymiienuii B chepe  MHGOPMALMOHHBIX

TCXHOJ’IOFHfI, HO M U1 COBCPIICHUA TPaAUIIMOHHBIX
HpeCTyrIJ'IeHI/II\/’I NpoOTUB JIMYHOCTH. B YaCTHOCTH,
YUaCTHUIJIMCH ClIydan UCIIOJIb30BaHUA CETU I/IHTCpHCT

JUIS  pacmpOCTpPaHEHUS  KJIEBETHHYECKUX U
OCKOPOJISIOIINX CBEJICHUH. B HEeJsIX
OpEeNynpexaAeHUs  yKa3aHHBIX  MPECTYIJICHHUH

CIIElyeT BHECTH COOTBETCTBYIOIINE W3MEHEHHS B
cratbu 139 YK PecriyOnmku Y30ekucras.
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Haka3bplBaeTCs MmTpadoM OT ABYXCOT [0
YEeTBIPEXCOT MHHHMAaJIBHBIX pa3MepoB
3apaboOTHOW TMJIaThl WM  00S3aTeIbHBIMU
OOIIIECTBEHHBIMU paboTaMH OT TPEXCOT JIO
TPEXCOT HIECTUIECIATH 4acoB 1100
HCIPABUTEIBLHBIMH PabOTaMH OT JIBYX JO TPeX
JeT WM OTPaHHYEHUEM CBOOOJIBI IO OIJHOTO
rojia WM JIMIIEHUEM CBOOOBI 10 OJHOTO I'OJ1a.

Knesera:

a) COCIWHCHHAas C OOBMHCHHEM B
COBEPIICHHH TSKKOTO WJIH 0C000 TSKKOTO
MPECTYIUICHUS;

0) ToBNEKIIAT  3a
[TOCJIEACTBHS;

B) COBEpIICHHAS OTIACHBIM PEIIUTUBHUCTOM;

I') M3 KOPBICTHBIX MJH HHBIX HH3MEHHBIX
o0y KJIeHUH —

HAKa3bIBACTCS OTPAaHMYCHUEM CBOOOIBI OT
OJTHOTO TojAa A0 TpeX JieT JUOO IUIICHHUEM
CBOOO/IBI JI0 TPEX JIET.

co00l  TSKKHE

Hakas3piBaeTcs MmTpaoM OT ABYXCOT [0
YEeThIPEXCOT MUHHMAaJIbHBIX pasmepoB
3apaboOTHOM TMJIaThl WKW  00sA3aTeIbHBIMU
OOIIECTBEHHBIMH pabOTaMH OT TPEXCOT JO
TPEXCOT IIECTUICCATH 9acoB 6o
UCTPaBUTEILHBIMU padOTaMU OT ABYX JIO TpeX
JeT WU OTPAaHUYCHHEM CBOOOIBI IO OIHOTO
rojia WIH JIMIICHUEM CBOOOJIBI 10 OJHOTO rojIa.

Knesera:

a) COCIMHCGHHAas C OOBHHEGHHEM B
COBEPIICHHH TSDKKOTO WJIH 0C000 TSIKKOTO
MPECTYIUICHUS;

0) noBiekmas  3a
MOCTIC/ICTBUS;

B) COBEpIIICHHAS ONIAaCHBIM PEIIUIUBHUCTOM;

I) U3 KOPBICTHBIX WJIM WHBIX HHU3MEHHBIX
o0y KJIeHUH —

HAKa3bIBACTCS OTPAHUYCHUEM CBOOOIBI OT
OJTHOTO To/Aa A0 TpeX IeT JUOOo IUIIeHUEM
cBO0O/IBI /10 TpeX JIET.

co00ll  TsKKUE

Cratbs 140. OckopbiieHue

OckopbneHue, TO €CTh  YMBIIUIEHHOE
YHWKCHUC YCCTU U NOCTOMHCTBA JIMYHOCTH B
HEMPWINYHOM (opMe, COBEpILIEHHOE TOCIe
MNPUMCHCHUSA AaJIMHUHHUCTPATUBHOTO B3BLICKAHUSA
3a Takue e JeicTBus, —

HakasblBaeTcs wTpagoM /10  JBYXCOT
MUHUMAJIBHBIX pa3MEpoB 3apabOTHOW ILIATHI
HJIN 00s3aTENbHBIMI 00I11eCTBEHHBIMU
paboTaMu /10 JByXCOT COpOKa 4YacoB JHOO
UCTIPAaBUTEIFHBIMU pa0OTaMH 0 OJHOTO TOJIa.

OckopOneHre B TEYaTHOM WM HHBIM
CIIocOOOM pPa3MHOKEHHOM TEKCTe IJIMOo B
CpeAcTBax MaccoBOM HH(popMaIi —

Cratbs 140. OckopbieHue

OckopOneHue, TO €CThb  YMBIIUICHHOE
YHWIKCHUE YCCTU U NOCTOMHCTBA JIMYHOCTHU B
HENPWINYHON (opMe, COBEpILIEHHOE T0Cie
MNPUMCHCHUS AaJIMUHHUCTPATHUBHOTO B3BLICKAHHA
3a Takue e JiefcTBus, —

Hakas3blBaeTcs WITpapoM 710  JBYXCOT
MUHUMAJIBHBIX pa3MEepoB 3apa0OTHOW IUIATHI
UIIN 00s3aTEIbHBIMU 00I1IeCTBEHHBIMHU
paboTaMu /10 JIByXCOT COpOKa 4acoB JHOO
WCTPaBUTEILHBIMU pa0OTaMHU J0 OJHOTO TOJIa.

OckopbneHue B TEYaTHOM WM HHBIM
CIIOCOOOM Pa3MHOXXEHHOM TEKCTe JIMOO B
CpencTBax MaccoBOM UHpOpMaLnH,
TeJIeKOMMYHHMKAIMOHHBIX cereii "

Ha ceromnsiinmii nenp  HMHTEpHET — cran
WCIIOJIBb30BaTbCsl HE TOJIBKO Ui  COBEPLICHUS
npecTyluieHud B cepe  MHPOPMAIIMOHHBIX
TEXHOJIOTUM, HO U IS COBEPLIEHHUS TPAJULIMOHHBIX
MPECTYIUICHU MPOTUB JUYHOCTU. B wactHOCTH,
YYaCTUJIIMCh CIIy4Yau UCIIOJIb30BaHus cetu MHTEpHET

IUIA  PaCHpOCTPAHEHHUS  KIEBETHUYECKUX  H
OCKOPOIISIONINX CBEJICHHIA. B HEJSIX
NPEAYNPEXKACHUS  yKa3aHHBIX  IPECTYIUICHUN

CIIeZlyeT BHECTH COOTBETCTBYIOIME H3MEHEHHS B
cratbu 140 YK PecniyOnuku Y30ekucraH.
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JOIMOJTHACTCH

HaKa3bIBaeTCsl IITPapoM OT JABYXCOT JIO
YETHIPEXCOT MUHHMAaJIbHBIX pasmepoB
3apa0OTHOM TIaThl WM 00s3aTeNbHBIMU
OOIIECTBEHHBIMH pab0TaMu OT JBYXCOT COpPOKa
70 TPEXCOT 4YacoB JIMOO HCIPaBUTEIHEHBIMU
paboTaMu OT OAHOTO rojia 10 ABYX JIET.

OckopOnenue:

a) B CBSI3HM C BBHINOJIHEHHUEM IOTEPIECBIINM
CBOETO CITy>KEOHOTO MITH IPaKIaHCKOTO JI0JITa;

0) HaHECEHHOE OTTACHBIM PEIIHIUBUCTOM W
JIMLIOM, paHEe Cy/IMMBIM 3a KJIEBETY, —

HaKa3bIBaeTCs MWTPaGoM OT YETBIPEXCOT A0
IECTUCOT MHHHAMAaJIbHBIX pa3MepoB
3apa0OTHOM TIATBl WM HCIPABUTEIBHBIMA
paboramMmu OT JABYX JO Tpex Jer Jubo
OrpaHUYEHUEM CBOOOJIBI JI0 OJHOIO Toja WU
JUIIEHHEM CBOOOIBI 0 OJTHOTO TOJIa.

HH(OPMANMOHHO-KOMMYHUKANMOHHBIX
TeXHOJIOTHi, a paBHO B ceTu HTepHeT —
Hakas3piBaeTCs MmTpaoM OT ABYXCOT [0
YEeThIPEXCOT MUHUMAaJIbHBIX pa3MepoB
3apaboOTHOM TMJIaThl WIM  00sA3aTeIbHBIMU
00IIECTBEHHBIMU Pa0OTaMU OT ABYXCOT COpPOKa
A0 TpPEXCOT YacoB oo HCITPABUTCIIbHBIMU
paboTamu OT OJJHOTO roJia /10 JABYX JIET.
OckopOuienue:
a) B CBSI3U C BBIMIOJIHEHWEM MOTEPHEBIINM
CBOETO CITy>KEOHOTO MJIM TPa)XTaHCKOTO J0JITa;
0) HaHeCEHHOE OMACHBIM PEIUAUBUCTOM WIIH
JIMIIOM, paHee CYyJTUMBIM 3a KIIEBETY, —
HakaszbIBaeTcsl MTPadoM OT YETBHIPEXCOT J0
ECTUCOT MUHUMAJIBHBIX pasMEpoB
3apabOTHOM TUIaTHl WM UCHPAaBUTEIHHBIMU
paboraMu OT JABYX 10 Tpex JeT Jubo
OrpaHUYEeHUEM CBOOOJBI O OJHOTO TOAa WU
JTUIICHHEM CBOOO/BI 10 OJTHOTO TOJ1a.

CraTtbs 141%, Hapyumenne
HENPUKOCHOBEHHOCTH YaCTHOM KU3HHU

Hezakonnoe coOupanue WIN
pacrpocTpaHeHHe CBEACHUN O YaCTHOW KU3HU

JUIA, COCTaB/MIOMMX €ro JINYHYK WIH
ceMeifHylo  TaifHy, ©0e3 ero coriacus,
COBEPILIEHHOE rnocie MPUMEHEHHUS

aJIMUHUCTPATHUBHOTO B3BICKAHUSI 32 TAaKHE Ke
eWCTBUS, —

Haka3bIBaeTCsl MTpadoM OT MATHUAECATH 10
CTa MHUHHUMAJIBHBIX PpPa3MEpPOB 3apabOTHOM
IJIATHl WU 00sA3aTCIbHBIMUA OOIIECTBEHHBIMU
pabortamMu 10  TpPEXCoT  yacoB  Ju0OO
UCIIPABUTENBHBIMH PaOOTaMH JI0 IBYX JIET.

Te xe neicTBU:

CraTbs 141%, Hapyumenue
HENPHUKOCHOBEHHOCTH YACTHOM KM3HH

Hezakonnoe cobupanue WIH
pacrpocTpaHeHHe CBEACHUN O YaCTHOM KU3HU

JUIA, COCTaBISIOUIMX €ro JIMYHYI0 WIH
ceMeiiHyro  TaifHy, ©0e3 ero coriacus,
COBEpIIEHHOE nocJe MIPUMEHEHUS

aJIMMHHUCTPATHBHOTO B3BICKAHUS 3a TaKUE Ke
JICUCTBUS, —

HakaszbIBaeTcsl mTpadoM OT MATUAECATU 10
CTa MHHHUMAJbHBIX pa3MepoB 3apabOTHOM
IJIaThl WK 00s3aTeNbHBIMH OOIIECTBEHHBIMU
paboramu 7O  TPEXCOT  dYacoB  JHOO
WCIPABUTEILHBIME paOOTaMH JI0 IBYX JIET.

Te xe nenucTBus:

Ceromast B cetn VHTepHET TpPaKTUYECKU HE
SIBIIIETCS TPYAHBIM HaWTH JIMYHBIE CBEACHUS 00
ONPEACIICHHBIX JUIAX, B YACTHOCTH, B COL[MAIbHBIX
CeTAX C JIETKOCTBIO MOYKHO HAWTHU IEPCOHAIIBHBIC
IaHHble. 3aluTa CBeIeHUH 0 YaCTHOM »KU3HU JIMIIA,
COCTaBJIOLIMX €T0 JIMYHYIO WA CEMEUHYIO TaillHy,
TaKkke TpeOyeT MPaBOBOM OXpPaHbl U B BUPTYAJIbHOM
npoctpancTBe. COBpEMEHHBIE XaKephbl MCIOJb3YET
CIICIIMAIbHBIE TEXHUYECKUE CpENICTBA CJIEKEHHS,
nepexsara MHGOPMAIUU U UHBIE TexHojoruu. [Ipu
3TOM HCIOJb30BaHHUE IAHHBIX CPEJCTB HE YKA3aHO B
KauecTBe KBAMTHPHUIHPYIoIIero npusHaka. C ydyeTrom
3TOTO0, CIEIyEeT BHECTH U3MEHEHHS B CTAThIO 1411
YK Pecniybnuku Y30ekucraH.
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a) MOBJICKIIINE TSKKUE TIOCIICICTBUS,

0) COBEPIIICHHBIC u3 KOPBICTHBIX
OOy K ICHUH;

B) COBEPIICHHBIC OMACHBIM PEUUIUBHCTOM,

JOIMOJTHACTCH

HAKa3bIBAKOTCS MITPAPOM OT CTa JI0 IBYXCOT
MUHUMAJIBHBIX Pa3MEepOB 3apabOTHOW IJIaThI
781071 00s13aTeIbHBIMHU 00111ECTBEHHBIMH
paboTamMu OT TPEXCOT JIO TPEXCOT IMECTUACCITH
94acoB WJIM OIPaHUYCHHEM CBOOOIBI OT OIHOIO
rojia 10 Tpex JIeT 10O JIMIIEHUEM CBOOOIBI 10
TpEX JIeT.

a) TTOBJICKIIHNEC TAXKHUEC ITOCICACTBUA,

0) COBEPIIICHHBIC u3 KOPBICTHBIX
OOy ICHUI;

B) COBEPIICHHBIC OIMTACHBIM PEIIUIUBHCTOM;

r) c HCI0JIb30BAHNEM Cpe/cTB
KOMIIbIOTEPHOI TeXHHUKH,
TeJIEKOMMYHHUKANIMOHHBIX ceTei U

HHPOPMALOHHO-KOMMYHHMKAIIMOHHBIX
TeXHOJIOTHH, a paBHO B ceTu UHTepHeT —

HaKa3bIBatOTCA WITpagoM OT CTa 10 IBYXCOT
MUHUMAaJIbHBIX pPa3MEpPOB 3apabOTHOW IJIaTh
WIn 00s13aTeIbHBIMU 00I11€CTBEHHBIMU
paboTaMu OT TPEXCOT A0 TPEXCOT HIECTUAECATH
YacoOB MJIM OIpaHUUYEHHEM CBOOOJBI OT OJIHOTO
rojia 0 Tpex JIeT JIMOO JINIIEHHEM CBOOOABI JI0
TPEX JIeT.

Cratbsa 155. Teppopuszm

TeppopusmMm — HacuiMe, HCHOJIb30BAHUE
CHJIBI, UHBIC JOCAHUA, CO3JAKOIIHNEC OIIaCHOCTH
JIMYHOCTH WJIM COOCTBEHHOCTH, 00 yrpo3a ux
OCYIICCTBIICHUA JJIA MMOHYXJICHUA
roCy/IJapCTBEHHOI'O OpraHa, MeXIyHapOoIHON
opraHusanuu, ux JOJIKHOCTHBIX JINII,
¢u3nyeckoro WA  IOPUIMYECKOro  JIMIA
COBCPUINTE W BO3ACPKATHCA OT COBCPUICHUA
KaKoH-1u60 JEATEIIBHOCTH B LENSIX
OCJIO)KHEHUSI MEXKJIyHAapOJIHBIX OTHOLICHUH,
HapyLIEHMs CYyBEPEHUTETA U TEPPUTOPUATBHON

Cratbsa 155. Teppopuszm

TeppopusmMm — HacuiMe, HUCHOJIb30BAHUE
CHJIBI, MHBIC JCAHUA, CO3OAIOLINEC OIIaCHOCTH
JIMYHOCTH WM COOCTBEHHOCTH, MO0 yrpo3a ux
OCYHICCTBJICHHUA JJIA IMMOHYXICHHA
rOCy/JapCTBEHHOI'O OpraHa, MEeXAYyHapOoIqHOU
opranu3anuu, ux JOJDKHOCTHBIX JIMII,
¢u3N4Yeckoro WJIM  IOPUIMYECKOro  JIMIa
COBCPUINTDE WX BO3ACPKATHCA OT COBCPIICHUA
KaKoi-1m60 JESATEIIBHOCTH B LEJSIX
OCJIO)KHEHUSI MEXIYHAapOJIHBIX OTHOILIEHUH,
HapyUIEHMs CyBEPEHUTETA U TEPPUTOPUATBHON

Nudbopmanmonnelidi  Teppopu3M  Haumbosee
NEPCIIeKTUBHBIM  CPedu BCEX JIDYTUX BHUJOB
teppopusma. OH JIEHCTBYET B WHTEJUICKTyaJIbHOU
chepe M TOPOXKIAET HOBBIA BHUJI  HACHIIMS,
CBSI3aHHBIN C KHOEPIIPOCTPAHCTBOM.

OnHoil w3 MH(OPMAIMOHHOTO TEeppopU3Ma
Pa3HOBUAHOCTEH  SBISETCS  KUOEPTEPPOPU3M,
NpeACTaBIISIOIUI coboit UCIIOJIb30BaHUE
COBPEMEHHBIX JIOCTUKEHHI B obnactu
UH(POPMALMOHHO-KOMMYHUKAITMOHHBIX TEXHOJIOTHHA
B KayecTBe  CpeACTBa  JuId  HapyIICHUS
(YHKIIMOHMPOBAHUS BaKHEHIINX HAIMOHAJIBHBIX

LEIOCTHOCTH, IOAPbIBA 0€3011acCHOCTH | IETIOCTHOCTH, MOApbIBA 0€30MacHOCTH | HHPPACTPYKTYP (IIPaBUTENbCTBEHHBIX, TUIATEXKHBIX,

rocyzapcraa, IIPOBOKALUU BOMHBI, | TOCYAApCTBa, IIPOBOKALIUU BOWHBI, | ((MHAHCOBBIX, TPAHCIIOPTHBIX, SHEPreTHUYECKHX),

BOOPYKEHHOT0 KOH(IMKTa, JAeCTaOMIM3alUU | BOOPYKEHHOTO KOH(JIMKTA, JAeCTa0WIN3alluy | MIPUHYKIACHHUSI WIM 3alyTUBaHUSl IPaBUTENIbCTBA,

OO0I1IECTBEHHO-TIOJINTHYECKOM 00CTaHOBKH, | OOILIECTBEHHO-TTOJTUTHYECKON 0OCTaHOBKH, | IPayKAaHCKOTO HACENICHHUS.

YCTpAIlICHHs HACEJICHHUS, — YCTpAIlIeHHs] HACEJICHHUS], — Hpyras  pa3HOBUIAHOCTh  HH(OPMAILIMOHHOTO
HAaKa3bIBae€TCs JIMIIEHHEM CBOOOABI  OT HAKa3bIBae€TCS JIMIIEHHEM CBOOOABI OT | TeppopU3Ma  IOApa3yMeBaeT  HCIIOJIb30BaHUE

BOCBMH 10 IECSTH JIET. BOCBMH 10 JIECSITH JIET. CpPEACTB  MaccoBOW  MH(OPMALMH,  CEPBUCOB
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[Tokymienue Ha  KU3Hb, [PUYUHEHUE
TEJIECHOTO TOBPEXKIACHUS TOCYAapCTBEHHOMY
WIH 00IIECTBEHHOMY JICSITEIIIO HIIN
MPEJICTAaBUTENIO BJIACTH, COBEPIICHHOE B CBA3U
C HMX TOCYIapCTBEHHOW WJIH OOIIECTBEHHON
JIEITEIBHOCTEIO C  IEJIbI0  JeCcTaOMIH3alluN
OOCTaHOBKM WJIM BO3JCHCTBHS Ha NPHUHATHE
pelieHui ToCyJapCTBEHHBIMH OpraHaMu JHOO
BOCIIPENATCTBOBAHUS MMOJUTUYECKON WIIM MHOU
OOIIIECTBEHHOH AeATENLHOCTH, —

HAKa3bIBAIOTCS JIMIIEHUEM CBOOOJBI OT
JECSITH 10 MATHALATH JIET.

JleicTBUsA,  NPEAYCMOTPEHHBIE  YacCThIO
IIEpBOM WJIM BTOPOM HACTOSALICH CTaThH,
MTOBJIEKIINE:

a) CMEepTh YEJIOBEKa;

0) MHBIE TSHKKUE ITOCIEICTBUS, —

JAONOJIHACTCSH

HAaKa3bIBAlOTCA JIMIIEHHEM CBOOOJIBI OT

MATHAALUATA 10 JBaAIATH TMATH JIET WU
MO’KU3HEHHBIM JINIIEHHEM CBOOO/IBI.

Jlutio, ydJacTBOBaBII€E B  IMOJTOTOBKE
Teppopu3Ma, OCBOOOXKIAeTCS OT YrOJIOBHOM
OTBETCTBEHHOCTH, €CJIH OHO CBOEBPEMEHHBIM
MpeAyNpexRACHUEM OPTaHOB BJIACTH WJIM WHBIM

crrocoooM aKTHBHO CIIOCOOCTBOBAJIO
MPEIOTBPALICHUIO HACTYTIJICHUS TKKUX
MOCJIENCTBUI Hu peanu3anuu neyieun

TCPpPOPUCTOB, CCIIN B JENCTBUAX ITOrO JIUIA HE
COACPIKUTCA MHOI'O COCTaBa MPECTYIJICHH.

[Tokymienue Ha  KU3Hb, NPUYUHEHUE
TEJIECHOrO TMOBPEXKACHUS TOCYyAapCTBEHHOMY
WIn 00IIECTBEHHOMY JIESTEIIO WA
MPEICTAaBUTENIO BJIACTH, COBEPILIEHHOE B CBA3U
C WX TOCYIapCTBEHHOW WJIH OOIIECTBEHHON
IEITEIBbHOCTRI0 C IIEJIBI0  JeCcTaOMIH3alluu
O0OCTAaHOBKM WJIM BO3ICUCTBHUS HA TPUHSATHE
pelieHui ToCcyJapCTBEHHBIMH OpraHaMHu JIHOO
BOCHPENATCTBOBAHUS IMOJUTUYECKON WIIM MHOU
0OIIIeCTBEHHOH AeITEILHOCTH, —

HAKa3bIBAIOTCA JIMIICHHEM CBOOOIBI OT
JECSITU 10 MATHALATH JIET.

JleiicTBUs,  NPEAYyCMOTPEHHBIE  YacCThIO
IIEpBOM WJIM BTOPOM HACTOALIEW CTaTbH,

MOBJIEKILIKE:

a) CMepTh YEIOBEKa,

0) UHBIE TSKKHUE MMOCICACTBUS;

B) € HCIOJIb30BAHMEM CPeICTB MAacCOBOM
uHopManuyu, CpeacTB  KOMIBIOTEPHOM
TeXHUKH, TeJIeKOMMYHUKAIIMOHHBIX ceTeil U
HH(OPMALIOHHO-KOMMYHHKANMOHHBIX
TeXHOJIOTHi, a paBHO ceTu UHTepHeT, —

HaKa3bIBalOTCAd JIMIIEHHEM CBOOOJBI OT
NATHAAUATH [0 JBagUuaTH ISTH JIeT WIK
MO>KU3HEHHBIM JIUIIEHHUEM CBOOO/IBI.

Jlumo, yvyacTBOBaBII€E B  IOATOTOBKE
TeppopHU3Ma, OCBOOOXKIAETCS OT YrOJOBHOM
OTBETCTBEHHOCTH, €CJIM OHO CBOEBPEMEHHBIM
MPENYNPEXKACHUEM OPIaHOB BJIACTU WM UHBIM

CcrIocoooM aKTHUBHO CII0COOCTBOBAIIO
MIPEIOTBPALICHUIO HACTYTIJICHUS TSKKUX
OCIENCTBUHN u peanu3anuu neneu

TCPPOPUCTOB, €CIIU B JENUCTBUAX ATOIO JIUIA HE
COJACPIKUTCA MHOI'O COCTaBa MPECTYIIIICHHS.

HNutepHer TeppOPUCTUUECKUMHU TPYIIAMH st
HMMYILECTBEHHOTO, (huHAHCOBOTO,
MH()OPMALIMOHHOTO U MPOYEro O0O0ecTieueHus: CBOCH
JEATCIIbHOCTH, HO HE€ JJISI HENOCPEICTBEHHOIO
COBEPILICHHS TEPAKTOB.

CrnenmoBaTteabHO, Ha  CETONHAIIHWN  JIEHb
nH(GOPMAIMOHHBIE TEXHOJIOTUH, B 1IeIoM MIHTepHeT
CTajJl YacTO UCIOJIb30BaThCS JUIsi COBEPIICHUS

nHPOpPMAIIMOHHOTO  Teppopu3Ma. B memsx
HPEAYNPSKACHHS ~ YKa3aHHBIX  MPECTYIUICHHM
CUHTaeM 1eJIeCo00pa3HBIM BHECTHU

COOTBETCTBYIOIIME M3MeHeHusi B crathu 155 VK
PecniyOnuku Y36ekucraH.
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Cratbs  163. VYTpara [0KYMEHTOB,
CO/IePKALUX IOCYAAPCTBEHHYI0 TaliHy

VYTpara [OKyMEHTOB, a paBHO IPEAMETOB
WJIH BELLECTB, CBEJICHUSI O KOTOPBIX COCTAaBIISIOT
roCy/1IapCTBEHHYIO WJIM BOEHHYIO TaliHY, JIULIOM,
KOTOPOMY OHHU OBLIM JOBEPEHBbl B CBSA3H CO
CITy>KeOHOM WIH npogeccuoHaTbHON
NeSTeNbHOCTbIO,  €CIM  yTpaTa  SIBUJIACh
CJIEICTBUEM HapyIIECHUs MpaBui oOpalleHus ¢
yKa3aHHBIMHM JIOKyMEHTaMHM, MpeIMeTaMu WU
BELIECTBAMHU —

HAaKa3bIBAE€TCsl OTrPaHUYEHHUEM CBOOOIBI OT
OJIHOTO roja A0 Tpex JieT JUOOo JUIIEHHEM
CBOOO/IbI 10 TpEX JIET.

To ke jesHUE,
HOCTENICTBUS, —

TTOBJICKIIICC TSAXKKHUE

JOIMOJTHACTCH

HAKa3bIBACTCA OTI'pPaHNUYCHHUEM CBO60I[BI oT
TpEX OO0 IATH JICT 00 JTUIIICHUEM CBO60,I[I>I oT
TPEX OO IATH JICT.

Cratess  163. VYTpara [0KYMEHTOB,
CO/Iep:KALIUX IOCYAapCTBEHHYIO TaliHy

VYTpaTa JOKyMEHTOB, a pPaBHO NPEAMETOB
WIH BEILLECTB, CBEICHHSI O KOTOPBIX COCTaBIISIOT
rOCYJapCTBEHHYIO WJIM BOCHHYIO TAalHY, JIULIOM,
KOTOPOMY OHHU OBLIM JOBEPEHBl B CBA3H CO
CITy>KeOHOM 170071 npodeccuoHaIbHON
NeSITeNbHOCThIO,  €CIIM  yTpaTa  sIBWJIACh
CJICZICTBUEM HapyIICHHS MPaBHI OOpAIICHUS C
yKa3aHHBIMU JOKYMEHTaMHM, MpeIMEeTaMu WU
BEIIECTBAMH —

HAaKa3bIBAE€TCSl OTrPAaHUYEHUEM CBOOOIBI OT
OJHOIO Toja A0 Tpex JeT au00 JIUIIECHHEM
CBOOO/IbI 10 TPEX JIET.

To xe [fesHuWe, CcoOBeplIeHHbIE ¢
HCNIOJIb30BAHHEM TeJeKOMMYHHKAIMOHHBIX
cereii u uH(OPMAIITOHHO-
KOMMYHHMKAIIMOHHBIX TEXHOJIOTHii, 2 PaBHO
NoBJIeKIIee TSKKUE MOCJeACTBUS, —

HAKa3bIBAETCS OTPAaHUYCHUEM CBOOOIBI OT
TPEeX JI0 TSATH JIET OO JIMIIEHUEM CBOOObI OT
TPEX JI0 TISATH JIET.

Heo6xonuMocTh ydera pa3BUTHE COBPEMEHHBIX
MH(POPMALIMOHHBIX TEXHOJIOTHH, MIOCKOJIbKY
NOCTOAHHO MOJCPHHU3UPYIOTCA U MMOABJIAKOTCA
HOBbI€ BMJIbI HOCHUTEJIEH HHPOpPMALUU, a TaKxKe
HOBBIE CIOCOOBI €€ TepeAayd MO0 Pa3IUuYHBIM
KaHasaM cBsA3H. COBEPILIEHCTBOBAHUE YTI'OJOBHOI'O
3aKOHOJIaTEIbCTBA B cdepe 3aIUTHI
rOCYJapCTBEHHOHN TalHBI TOJDKHO OCYIECTBIATHCS
C y4€TOM Hay4HO-TEXHMUYECKOIO IIporpecca.

B cBs3u ¢ BBICOKOI OOILIECTBEHHOW ONACHOCTH
COBCpUICHUA MPCCTYINICHUA C HCIIOJb30BAHUEM
UH(POPMALMOHHO-KOMMYHUKAITMOHHBIX cereit
CUMTaeM lienecooOpa3HbIM JIONOJHUTh cTaThio 163
COOTBETCTBYIOLUM ITyHKTOM.

Cratbs 176 MH3roroBjeHue, COBIT
NOA/IeJIbHBIX [IeHer, AKIM3HbIX MapoOK WJIH
LHEeHHbIX Oymar

NsrotoBnenue c 1enpi0 cObITa WIU COBIT
MOAICNTbHBIX OAHKOBCKMX OMJIETOB (OaHKHOT),
METaJUIMYE€CKOM MOHETBHI, aKI[M3HBIX MapoK a
TaKKe IeHHbIX OyMar 100 MHOCTpaHHOMU
BaJIOTHl WU IICHHBIX OymMar B WHOCTpPaHHOU
BaJIIOTE, —

HAKa3bIBaC€TCS OTPAHUYCHHEM CBOOOJBI OT
JBYX JIO TISITH JIET INOO JIMIIIEHUEM CBOOOIBI 10
MATH JIET.

Te e AeNCTBHS, COBEPLICHHBIE:

Cratbas 176 MH3roroBjeHue, COBIT
NOA/IeIbHBIX JIeHer, aKIM3HbIX MapoK HJIH
LeHHbIX Oymar

NsrotoBnenue c 1enpi0 cObITa MU COBIT
MOJ/ICNIbHBIX OAHKOBCKHX OWJIETOB (OAHKHOT),
METaJUIMYE€CKOM MOHETBHI, aKIM3HBIX MapoK a
TaKkKe LEeHHbIX Oymar subo WHOCTpaHHOU
BaJIOTHl WU IICHHBIX OyMar B WHOCTPaHHOMN
BAJIIIOTE, —

HaKa3bIBae€TCS OTPAaHUYECHHEM CBOOOIBI OT
JIBYX IO TISITH JIET JINOO JIUIIIEHHEM CBOOOIBI 710
MATH JIET.

Te e AeiCTBUS, COBEPLICHHBIE:

Jlost COBEPIIICHHSI NPECTYIUICHUN o
W3TOTOBIICHHIO,  COBITBI ~ MOJENBHBIX  JICHET,
aKIM3HBIX MApOK MM IIEHHBIX OyMar Bce darie
UCTIONB3YIOTCSL  YCTPOWCTBA, B OCHOBE KOTOPBIX
JTexat UH()OPMAIIMOHHO-KOMMYHUKAI[HOHHBIC
TEXHOJIOTUM W KOMIIBIOTEPHBIE CpPEACTBA HX
W3TOTOBJICHUS U (PYHKIIMOHUPOBAHUSI.

NMeHHO, ¢ UCHONIb30BaHUEM  LIBETHOTO
MeYaTHOr0  OOOPY/ZIOBaHUS M  KOMITBIOTEPHOI
00paboTKH U300paKeHUs MIPECTYNHUKAMHU
COBepIIaeTCs INPECTYIUICHUs, YKa3aHHOE B CTaThe
176 YK.
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a) MOBTOPHO WJIM OMACHBIM PEIHIUBUCTOM;

0) B KPYITHOM pa3Mepe;

B) 10 MPEABAPUTEIHLHOMY CTOBOPY TPYMIION
T, —

JOIMOJTHACTCH

HAKa3bIBAKOTCS JIMIICHUEM CBOOOIbI OT TSTH
710 I€CATH JIET.

Te e neiicTBuUs, COBEPIICHHBIC:

a) B 0000 KpYITHOM pa3mepe;

0) OpraHuM30BaHHOW Tpymmon
MHTEpecax, —

HAKa3bIBAIOTCSA  JIMIICHHEM
JICCSITH JIO MATHAJIIATH JICT.

Hin B €€

cBOOOIBI OT

a) MOBTOPHO WJIU OMACHBIM PEIHIUBUCTOM;

0) B KPYITHOM pa3Mepe;

B) MO TPEIBAPUTEIHLHOMY CTOBOPY TPYMIION
uL;

r) c HCNO0JIb30BAHUEM CpeacTB
KOMIIbIOTEPHOI TEeXHUKH,
TeJIeKOMMYHUKAIIHOHHBIX cereit U

HHPOPMAIMOHHO-KOMMYHHKAIIMOHHBIX
TeXHOJIOTHIi, a paBHO ceTn UHTepHeT, —

HAKa3bIBAKOTCS JIMIICHUEM CBOOOIBI OT TISTH
710 I€CSATH JIET.

Te e neiicTBUs, COBEPUICHHBIC:

a) B 0C000 KpYITHOM pa3Mepe;

0) OpraHM30BaHHOHN TpyNIoOW WU B ee
WHTEpecax, —
HAKa3bIBAKOTCSA JIMIICHHEM CBOOOJBI OT

JCCATHU N0 IATHAAUAaTH JICT.

B cetu HTepHET Ha HEKOTOPBIX CalTaXx MOXKHO
HalTH COBETBHl, 4YEPTEXKH, PEKOMEHJALUU IO
W3TOTOBJICHUIO W COBITA TOJJENBbHBIX JICHET,
aKIU3HBIX MapoK WJIM LEHHbIX Oymar, 4To MOKHO
paclieHuBaTh KaK MHTEIJIEKTYaJIbHOE
0COOHUYECTBO. B cBsI3M ¢ 3TUM, CileyeT BHECTH
n3MeHeHus B crateio 176 YK  PecnyOnuxu
VY36ekucras.

Crarba 179. Jl:kenpeanpuHUMAaTeJIbCTBO

JhxenpennpuHUMATENbCTBO, TO eCTh
co3gaHue NpEeANPUITHI u JIPYTUX
MpEANPUHUMATENIbCKUX ~ OpraHu3anuid  0e3
HaMepeHus OCYLIECTBIISATh YCTaBHYIO
NEeSTEIPHOCTh B IEJISIX TMOJYYEHUs] CCY/,
KpEJIUTOB, OCBOOOXKICHUS (cHMIKEHUS)
npuObUIH (10X0/1a) OT HAJIOTOB WJIN U3BJICUEHUS
WHOW UMYILIECTBEHHOU BBITOJbI, —

AOIMOJTHACTCH

Haka3bIBaeTcs MWTpadoM OT CTa A0 JBYXCOT
0a30BBIX PACUETHBIX BEJIMYMUH WIH JUIICHUEM
ONPEIEICHHOr0 IpaBa [0 IATH JIeT, WU
UCIPABUTENbHBIMU paboTaMH IO TPEX JIET WU
OrpaHUYEHUEM CBOOOABI OT OJHOTO Troja 0
TpeX JIeT TM00 JUIIEHHEM CBOOOIbI 10 TPeX JIeT.

Cratps 179. JIxenpenpuHIMAaTeIbCTBO

JbxenpeanpuHUMATENbCTBO, TO eCThb
CO3/1aHHE IPEIIPUITAN u IpYTHUX
MpeNNpUHUMATEIbCKUX  OopraHu3auui  0e3
HaMEpPEHHUs OCYIIIECTBIIATh YCTaBHYIO
NEeSATeNIbHOCTh B LENSIX [OJIy4eHHUS CCYJ,
KpEJIUTOB, OCBOOOXKICHUS (cHMI>KEHUS)
MpUOBUIH (J1I0X0/1a) OT HAJIOTOB WJIM U3BJICUEHUS
MHOM  MMYIIECTBEHHOW  BBITOJBL, MyTeM
TeJIeKOMMYHUKAIIMOHHBIX ceTei "
HH(OPMALIOHHO-KOMMYHHKAMOHHBIX
TEXHOJIOTHH, a paBHO ceTH HTEepHeT —

HakasbIBaeTcs mWTpadoM OT CTa A0 JIBYXCOT
0a30BBIX PACUETHBIX BEIUYMH WIHM JIUIIEHUEM
ONpPEACIEHHOr0 IMpaBa OO0 MATH JeT, WIn
HCIPABUTEIbHBIMH pabOTaMH IO TPEX JIET WU
OrpaHUYEHUEM CBOOOIBI OT OJHOTO roja 0
TpeX JIeT 1100 JUIIEHHEM CBOOOIbI 10 TPEX JIeT.

OO01en3BecTHO, Kak 3a pyoexxom u B PeciyOiinke
V306ekucraH, 4TO B HACTOAIIEE BpeMs IMOJ00HbBIC
NPECTYIUICHUs, KaK MPAaBUJIO, COBEPIIAIOTCS IMyTeM
(danbcupuKauu KOMIbIOTEPHON HHPOPMAIIIH.

BritoueHne  KBadM(pUUUPYIOIIETO  MpPU3HAKa
YBEIUYUTH OINACHOCTh TPECTYNHOTrO JAestHus. Tak
KaKk OHU HampaBJeHbl MPOTHB YCTOEB 3KOHOMMKH
PecniyOnuku Y36ekucraH.

C yueToM BBICOKOM OOILECTBEHHOM ONMacHOCTU
COBEPIIEHHS] TPECTYIUICHHUS C WCIOIb30BaHUEM
TEJIEKOMMYHHUKAIIHOHHBIX cereit U
WH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH
CIIeAyeT JOMOIHUTD CTaThIO 179 COOTBETCTBYIOLINM
ITyHKTOM.
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Cratbs 180. JI:xe6aHKPOTCTBO

JxeOaHKpPOTCTBO, TO €CTh 3aBEJOMO HeE
COOTBETCTBYIOIIEE JIEUCTBUTEIIBHOCTH
OOBSBIICHHE XO3SMCTBYIOIIUM CyOBEKTOM 00
IKOHOMHYECKOU HECOCTOSATEIILHOCTH
UCIIOJTHEHUS 00513aTeIbCTB nepen
KpeAUTOpaMH, TPUYMHUBIIEE WM KPYIHBINA
yiiepo, —

JOINOJTHACTCH

HaKa3bIBaeTCs MWTPaPoM OT CTa MATHUAECATH
70 JIBYXCOT MATHUIECATH 0a30BBIX PACUETHBIX
BEJIMYMH WK 0053aTeIbHBIMU 001IECTBEHHBIMU
paboTaMu OT TPEXCOT A0 TPEXCOT HMIECTUACCATH
4acoB JMOO HUCHpaBUTEIbHBIMU paboTamMHu OT
JBYX JIO TPEX JIET WU OTPAaHUYCHUEM CBOOOJIBI
OT JIBYX JO TpeX JIET WJIH JIUIIEHUEM CBOOOIbI
OT JIBYX J10 TPEX JIET.

B caydae Bo3MmenieHuWss TPUYMHEHHOTO
MaTepuagbHOro yiiepda HE NpPHUMEHSETCs
HaKa3aHWE B BHJI€ OTPAaHUYCHUS CBOOOIBI U
JTUIICHUS CBOOO/IBI.

JInno, BIIEPBBIC COBEpILINBIICE
IIPECTYILICHHUE, 0CBOOOXK1aeTCs oT
OTBETCTBEHHOCTH, eciu OHO B

TPHUIATUTHEBHBIH CPOK CO JHS OOHAPYKCHHS
NPECTYIJICHUST ~ BO3MECTHJIO  MPHYHHCHHBIH
MaTepuaIbHbIN yiepo.

Cratbs 180. JI:xxe6aHKPOTCTBO
JxeGaHKpPOTCTBO, TO €CTh 3aBEJOMO HeE

COOTBETCTBYIOIIEE JIEUCTBUTEIILHOCTH
OOBSBIICHHE XO3SMCTBYIOIIUM CyOBEKTOM 00
IKOHOMHYECKOM HECOCTOSITENIbHOCTH
WCTIOJTHCHUS 00513aTeIILCTB nepen
KpeAUTOpaMH, TPHYMHUBIIEE WM KPYITHBIA
yimep0, MmyTeM TeJIeKOMMYHUKAIHOHHBIX
cereii " HH(OPMAIHOHHO-

KOMMYHUKAIIMOHHBIX TEXHOJIOTMH, 2 PaBHO
cetu UnTepHer, —

HakasbIBaeTcs WTpadoM OT CTa MATHAECATH
70 JIBYXCOT MSATHIECSATH 0a30BBIX pPacUeTHBIX
BEJIMYUH WIN 00513aTeIbHBIMU O0ILECTBEHHBIMU
paboTamMu OT TPEXCOT /10 TPEXCOT IIECTUAECATH
4acoB JIMOO MCIPaBUTEIbHBIMH pabOTaMU OT
JBYX JI0 TPEX JIET UJIM OTPaHUYEHUEM CBOOO/IbI
OT JBYX JI0 TPEX JIET WM JHUIIEHUEM CBOOObI
OT JBYX J0 TPEX JIET.

B caywae Bo3MelieHuss NPUUMHEHHOTO
MaTepHalbHOrO ymepba He MpHUMEHseTcs
Haka3aHHe B BHUJE OTpaHUuYEHUs CBOOOJBI U
JIUILIEHUS] CBOOO/IBI.

JInno, BIIEPBBIC COBEpIIUBIIIEE
MIPECTYILICHHUE, 0CBOOOXKIaeTCs oT
OTBETCTBEHHOCTH, ecim OHO B

TPUIIATUIHEBHBIA CPOK CO JHSI OOHApYIKCHHS
MPECTYIJICHUST ~ BO3MECTHJIO  MPHYHHCHHBIH
MaTepUaIbHBIN yiepo.

OO01men3BecTHO, Kak 3a pyoexoM u B Pecriybnmke
VY30ekucraH, 4TO B HACTOsSIIEe BpeMsi MOJ0OHbBIE
MPECTYIJICHUSA, KaK MPAaBHUJIO, COBEPILAIOTCS ITyTeM
(dhanpcudukanuy KOMIBIOTEPHOU HHPOPMALIUH.

Brxitouenne  KBadM(pHUUIUPYIOMIETO  MpPU3HAKA
YBEJIMYUTh OMACHOCTh MPECTYMHOro nesHus. Tax
KaK OHM HAIPaBICHBI MPOTHB YCTOEB IKOHOMHKH
Pecniy6nuku Y306ekucraHs.

C yderoMm BBICOKOW OOIIECTBEHHOH OMAaCHOCTH
COBEpIICHHs] TMPECTYIUICHUS C HCIOIb30BaHHEM
TEJIIEKOMMYHHUKAIIHOHHBIX cerei u
UH(GOPMaIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUI
CJIeIyeT AONOJHUTh cTaThio 180 COOTBETCTBYIOIINM
MYHKTOM.

Cratbs 181. CokpbiTHE 0aHKPOTCTBA

VYMBIIUIEHHOE COKPBITHE XO3AMCTBYIOIIUM
CYOBEKTOM CBOEH  HEIUIaTEeKEeCIOCOOHOCTH
yTeM MIPEACTABICHUS CBEJICHUU u
JOKYMEHTOB, HE COOTBETCTBYIOLIUX
JeWCTBUTENIHOCTH, HCKKEHUS OyXTralnTepcKou

Cratbs 181. CokpbiTHE 0aHKPOTCTBA

YMBIIUIEHHOE COKPBITHE XO3AUCTBYIOIINM
CYOBEKTOM CBOEH  HEIUIaTeKeCIOCOOHOCTH
IyTeEM MIPEACTABICHUS CBEJICHUH u
JIOKYMEHTOB, HE COOTBETCTBYIOIINX
JeMCTBUTENIbHOCTH, HCKKEHUS OyXTralaTepcKon

OO01men3BecTHO, Kak 3a pyoesxom u B PeciyOnnke
V30ekucTaH, 4TO B HACTOAIIEE BpeMs IMOJ00HBIC
MPECTYIJICHUs], KaK MPaBUJIO, COBEPILAIOTCS IMyTeM
(banbcupuKauu KOMIbIOTEPHON HHPOpMALIUH.

Brxitouenne  KBadM(pUUUPYIOIIETO  MpPU3HAKA
YBEJIUYUTh ONACHOCTh MpecTynHoro paesHus. Tak
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OTYETHOCTH WM HHOIO YyTauBaHUS CBOEH
YKOHOMHYECKOU HECOCTOSATEIIBHOCTH,
NPUYMHUBIIEE KPYMHBIA ymepO KpemuTopam,

JOIMOJTHACTCH

HaKa3bIBaeTCs MTpadoM OT CTa MATHACCATH
70 JOBYXCOT MATUAECATH 0a30BBIX pacyEeTHBIX
BEJIMYMH WK 0053aTeIbHBIMU OOIIECTBEHHBIMU
paboTaMu OT TPEXCOT A0 TPEXCOT MIECTHICCATH
9acoB JIMOO MCIPaBUTEIBHBIMH pabOTaMH OT
ABYX JI0 TPEX JIET WM OTPaHUYCHHEM CBOOO/IBI
OT ABYX JIO0 TpeX JIET WIH JHIICHUEM CBOOOIBI
OT JIBYX IO TPEX JIET.

B cmydae Bo3MemeHUs MPUYUHEHHOTO
MaTepUalbHOTO  ymiepda HE IMPHUMEHSETCS
HaKa3aHUE B BHJIE OTPAHUYCHHS CBOOOIBI U
JIMIIEHUS CBOOO/IBI.

OTUETHOCTH WM HWHOTO YyTauBaHUS CBOEH
SKOHOMMYECKOI HECOCTOSITENIbHOCTH,
MPUYMHUBIIEE KPYIHBIA yIIepO KpeauTopam,
NyTeM TeJleKOMMYHUKAIMOHHBIX ceTeill u
UHG(OPMANNOHHO-KOMMYHHKAIMOHHBIX
TeXHOJIOTHii, a paBHO ceTH UHTepHeT —

HaKa3bIBaeTCs MTPAPOM OT CTA MATUACCATH
70 JABYXCOT MATUAECATH 0a30BBIX PacCUETHBIX
BEJTMYHH WA 0053aTEIHbHBIMU OOIIECTBEHHBIMU
paboTamu OT TPEXCOT /10 TPEXCOT IECTUACCATU
4acoB JIMOO HWCIPABUTEIbHBIMU pabOTaMu OT
JIBYX JI0 TpeX JIET UJIU OTPAaHHYEHUEM CBOOOIBI
OT JIBYX JO TpeX JIET WIH JIUIIEHUEM CBOOOIbI
OT JIBYX JO TPEX JIeT.

B cinywyae Bo3MmemnieHuss TNPUYMHEHHOTO
MaTepuagbHOro yuiepba He NpUMEHSETCS
Haka3aHWe B BHUJC OTPAHUYCHHUS CBOOOJBI U
JINILIEHUS CBOOO/IBI.

KaK OHHU HallpaBJIEHbI IIPOTUB YCTOEB SKOHOMMKH
Pecniy6nuku Y306ekucras.

C yderoM BBICOKOW OOIIECTBEHHOH OMAaCHOCTH
COBEpIICHHs] TMPECTYIUICHUS C HCIOIb30BaHHUEM
TEJIEKOMMYHUKALIMOHHBIX cerei U
UH(GOPMaIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUI
CJIeyeT AONOJHUTE CTaThio 181 cOOTBETCTBYIOIINM
IYHKTOM.

Jluno, BIIEpBBIE COBEpILIUBIIIEE JIuno, BIIEPBbIE COBEpILUBIIIEE
MPECTYIUJICHNUE, 0CBOOOXKTaeTCS OT | IPeCTyIUICHHE, 0CBOOOXKTaeTCS oT
OTBETCTBEHHOCTH, eciu OHO B | OTBETCTBEHHOCTH, eciu OHO B
TPUIATHIHEBHBIN CPOK CO JHS OOHAPYKEHHS | TPHIUATHIHEBHBI CPOK CO JHS OOHAPYKEHHS
NPECTYIJICHUsST  BO3MECTMJIO  NPUYMHEHHBIA | MPECTYMJICHUS  BO3MECTHJIO  NPUYMHEHHBIH
MaTepuaIbHbIN yiepO. MaTepUaIbHbIN yiepo.
Crarbsn 181%, IIpexnamepennoe Crarbs 1812, IIpexnamepennoe OO6men3BecTHO, Kak 3a pyoexxom u B PecrryOunrke
0aAHKPOTCTBO 0aAHKPOTCTBO V306ekucTaH, 4To B HAcToOsIIee BpeMsl MOAO0OHbIE

[IpennamepernHoe OaHKPOTCTBO, TO €CTh
YMBIIINIEHHOE  CO3/IaHHe WM  YBEJIUYCHUE
HETUIATEeKECTIOCOOHOCTH, COBEpIIIEHHOE
WHIUBUAYATbHBIM — MpPEANpPUHUMATENEM HIU
JOJHKHOCTHBIM JUTIOM, yapeauTesneM
(Y4acTHUKOM) 6o COOCTBEHHUKOM
UMYIIECTBA FOPUIUYECCKOTO JIMIA B JIMYHBIX
WHTEpecax WIM UWHTepecaX WHBIX JIHII,
MOBJICKIIIEE  YCTOMYMBYIO  9KOHOMHYECKYIO

[IpennamepenHoe OaHKPOTCTBO, TO €CTh
YMBIIIUIGHHOE CO3JaHHE WM YBEITUYCHUE
HETUIATeKECTIOCOOHOCTH, COBEPIIIEHHOE
WHIUBUAYATbHBIM TMpPEANPUHUMATENIEM WU
JOJKHOCTHBIM JUTIOM, yapenuTenemM
(YygyacTHUKOM) 6o COOCTBEHHUKOM
MMYIIECTBA FOPUIUYECKOTO JIMIA B JIMYHBIX
WHTEpecax WIM UWHTepecaX WHBIX JIHII,
MOBJICKIIEE  YCTOMYHMBYID  9KOHOMHYECKYIO

MPECTYIUICHNsI, KaK MPABHUJIO, COBEPIIAIOTCS ITyTeM
¢banbcupuKay KOMIbIOTEPHON HH(DOPMAIIH.

Britouenne  KBaTM(QHUIMPYIOMIETO  MpPU3HAKA
YBEJIUYUTh ONACHOCTh MPECTyHmHOro aesHus. Tak
KaK OHM HaIlpaBJICHBl MPOTHUB YCTOEB IKOHOMHKH
PecriyOnuku Y30ekucraH.

C yueTroMm BBICOKOH OOIIECTBEHHOW OMACHOCTH
COBEpILIEHHS] MPECTYIUICHHUS C HCIOJIb30BaHUEM
TEJIEKOMMYHHUKAIIHOHHBIX cereit U
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HECOCTOSITENILHOCTh  (0aHKPOTCTBO)  ATOTO
WH/IMBUYATBHOTO  TPEANPUHUMATENS  WIH
IOPUINYECKOrO JIMLA, IPUYUHUBIIEE KPYIHBIN
yiep0 Kpeauropam, —

JOIMOJTHACTCH

HaKa3bIBaeTCs MWTPaPoM OT CTa MATHUAECATH
70 JABYXCOT TSATHUACCATA 0a30BBIX PaCUETHBIX
BEJIMYMH WK 0053aTeIbHBIMU 001IECTBEHHBIMU
paboTamMu OT TPEXCOT JIO TPEXCOT IMECTUACCITH
4acoB JMOO HUCHpaBUTEIbHBIMU paboTamMHu OT
JBYX JIO TPEX JIET WU OTPAaHUYCHUEM CBOOOJIBI
OT JIBYX JI0 TPEX JIET WM JTUIICHUEM CBOOOIbI
OT JIBYX JIO TPEX JIET.

B cinywae Bo3MmenieHuss NPUYHMHEHHOTO
MaTepuajibHOrO yiiepda HE NPUMEHSETCS
HaKa3aHWEe B BUJIC OTPAHWYCHHUS CBOOOJBI U
JTUIICHUS CBOOO/IBI.

JInno, BIIEPBBIC COBEpIINBIICE
IIPECTYILICHHUE, 0CBOOOXK1aeTCs oT
OTBETCTBEHHOCTH, eciu OHO B

TPHUIATUTHEBHBIH CPOK CO JHS OOHAPYKCHHS
NPECTYIUICHUST ~ BO3MECTHJIO  MPUYUHCHHBIH
MaTepuaIbHbIN yiiepo.

HECOCTOSITENIBHOCTh  (OaHKPOTCTBO)  3TOrO
WHIUBUIYQTbHOTO  HPEANPUHUMATENS — HIH
IOPUINYECKOrO JIMLA, NPUIMHUBLIEE KPYIIHBIN
yiepo Kpeauropam, nyTeM
TeJIEKOMMYHHMKAIMOHHBIX cereii u
nHGOPMAINOHHO-KOMMYHHKAHOHHBIX

TEeXHOJIOTHii, a paBHO ceTH UHTepHeT —

HaKa3bIBAeTCs MTPAa(OM OT CTa MATHICCITH
A0 ABYXCOT MATUACCATHU 63,3OBBIX PaCUYCTHBIX
BEJINYMH WK 0053aTeIbHBIMU O0IIeCTBEHHBIMH
paboTaMu OT TPEXCOT A0 TPEXCOT HMIECTHACCATH
94acoB JIMOO HCIPaBUTEIbHBIMU pPabOTaMHu OT
JBYX J0 TPEX JIET WU OTPaHUYECHUEM CBOOOIbI
OT JIBYX JI0 TpeX JIET WM JINIICHHEM CBOOOJIBI
OT JBYX JIO TPEX JIeT.

B caywsae Bo3MemieHHS TPUYMHEHHOTO
MaTepUAILHOTO  ymiepda He MPUMEHSETCS
HaKa3zaHu€ B BUAC OI'paHUYCHUIA CBO6OI[I)I u
JIUILIEHUs] CBOOO/IBI.

JInno, BIIEPBBIC COBEpIIUBIIIECE
MIPECTYILICHHUE, 0CBOOOXKIaeTCs oT
OTBETCTBEHHOCTH, ecim OHO B

TPUIIATUIHEBHBIH CPOK CO JHSI OOHAPYKCHHS
MPECTYIJICHUST ~ BO3MECTHJIO  MPHUYHHCHHBIH
MaTepUaIbHBIN yiepo.

MH()OPMAITMOHHO-KOMMYHHKAITMOHHBIX TEXHOJIOTUN
clenayer JIOIIOJIHUTE CTaTbIO 1811
COOTBETCTBYIOIINUM ITYHKTOM.

Cratba 209. JIo/:xHOCTHON MOAJI0T

JlomKHOCTHON TOJJIOT, TO €CTh BHECEHUE
JOJDKHOCTHBIM ~ JIMIIOM  T'OCYJIAPCTBEHHOI'O
opraHa, OpraHM3allid C TOCYJIapCTBEHHBIM
y4acTHEM WM OpraHa caMoOyIpaBJeHUs
IrpaXJaH W3  KOPBICTHOM  WJIM  WHOH
3aMHTEPECOBAHHOCTU  3aBEIOMO  JIOKHBIX
CBEIEHMH W 3amucedl B  OoUIMATIbHBIC
JOKYMEHTBI, TOJJIEJIKAa WJIM COCTABICHHE U
BblJ]a4a  3aBEJOMO  JIOKHBIX JIOKYMEHTOB,

Cratbs 209. J0/2KHOCTHOM MOAJIOT

JlomKHOCTHON TOJJIOT, TO €CTh BHECEHHE
JOJDKHOCTHBIM ~ JIMIIOM  T'OCYJIapCTBEHHOI'O
opraHa, OpTraHHW3alldd C TOCYJIapCTBEHHBIM
y4acTMeM WM OpraHa CcaMOyIpaBJIeHUS
TpaxKJ1aH u3 KOPBICTHOM W HHOH
3aMHTEPECOBAHHOCTA  3aBEOMO JIOJKHBIX
CBEEHMA W 3amuceil B  OQUIMATbHBIE
JIOKYMEHTBI, TOJJIEJIKAa WJIH COCTABICHHE U
BblJJa4a  3aBEJAOMO  JIOXKHBIX JIOKYMEHTOB,

JOKHOCTHOM  MOAJIOr TaK HAa3bIBAEMbIMU
«3IEKTPOHHBIMU JeHbTaMn», JI€HE)KHBIMU
[IEpEBOJIaMH [TOCPEJCTBOM IUIATEXKHBIX CUCTEM HIIU
ke JIGHeXKHBIMU Cypporaramu, TaKUMH Kak
kpunroBamora. [Ipu takom crnocoGe coBepuieHUs
MIPECTYIUICHUST MCKIIIOYAETCsl HENOCPEACTBEHHbIN
KOHTAaKT MEXJly Y4aCTHUKaMH.

B cBs31 ¢ 3TUM, HE0OXOIUMO JJOTIOHUTH CTATHIO
210 cOOTBETCTBYIOIMM ITYHKTOM, IIPH COBEPILIEHUN
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MOBJICKINIAE CYIIECTBEHHBIA BPEJ IMpaBaM WA
OXpaHSIEMBIM 3aKOHOM HMHTEpecaM TpakIaH
00 TOCYAapCTBEHHBIM WM OOIIECTBEHHBIM
HHTEpecaMm, —

Haka3bIBaeTCs mMTpPadoM OT CTa JI0 TPEXCOT
0a30BBIX PACUYETHBIX BEJIUYHMH WM JIUIICHUEM
ONpEACNICHHOr0 TMpaBa 10 TMATA JEeT WU
00s13aTeIbHBIMH OOIIIECTBEHHBIMH pa0OTaMH J10
TPEXCOT HIECTUIECIATH 4acoB 1100
UCTIPABUTEILHBIMU PabOTaMu JI0 IBYX JIET WA
OrpaHHYEHUEM CBOOOIBI OT OJHOTO TOAa JIO
JBYX JICT WJIH JIMIICHUEM CBOOOJIBI 10 TPEX JIET.

To ke necTBrUE, COBEPIICHHOE:

a) MOBTOPHO MJIM OMACHBIM PELIHIUBHUCTOM;

0) B MHTEpEcax OpraHN30BaHHOW TPYIIITBI, —

JOIMOJTHACTCH

HaKa3bIBaACTCA H_ITpa(I)OM OT TpPEXCOT MO0
IIECTUCOT 0a30BBIX PaCUCTHBIX BCJIIMYUH WA
OrpaHUYCHUCM CBO60I[I:>I OT IBYX IO IISITHU JICT
00 JIUIIEHUEM CBO6OI[I)I J0 IIATH JIET C
JIMIICHUEM OIIPEACIICHHOTO ITpaBa 10 TPEX JICT.

MOBJICKIIINE CYNIECTBEHHBIA BPEJ IMpaBaM HIIA
OXpaHsIEMBIM 3aKOHOM HHTEpecaM TIpakIaH
a100 TOCYNapCTBECHHBIM WU OOIICCTBCHHBIM
HHTEpecaM, —

Haka3bIBaeTCs MTpadoM OT CTa JI0 TPEXCOT
0a30BBIX PACYCTHBIX BEIUYMH WM JIUIICHUEM
ONpEACIICHHOr0 TMpaBa 10 TMATH JEeT WU
00s13aTeIbHBIMH OOIIIECTBEHHBIMH pabOTaMH J10
TPEXCOT LIECTUIECATH 4acoB 1100
UCTPAaBUTEILHBIMU pabOTaMu JI0 IBYX JIET WA
OTpaHHYEHUEM CBOOOABI OT OJHOTO ToJa 0
JBYX JIET WM JIMIICHUEM CBOOOJIBI 10 TPEX JIET.

To ke necTBrUe, COBEPIICHHOE:

a) MOBTOPHO MJIU OIACHBIM PELIMIUBHUCTOM;

0) B MHTEpecax OpraHu30BaHHOM IPYIIIBL;

B) c HCI0JIb30BAHUEM CpeacTB
KOMIIBIOTEPHOM TeXHUKH,
TeJIeKOMMYHUKAITHOHHBIX cereit U

HH(OPMANMOHHO-KOMMYHUKANMOHHBIX
TEXHOJI0T i, a paBHO ceTu UHTepHeT, —
Hakas3bplBaeTCs IITpapoM OT TPEXCOT O
MIECTUCOT 0a30BBIX PACUETHBIX BEJIMYUH WIH
OTrpaHHYEHUEM CBOOOMBI OT ABYX O MATH JIET
00 JHUIIEHHEM CBOOOABI 10 IIATH JIET C
JIMIIEHUEM ONPEIETICHHOr0 MpaBa JI0 TPEX JIeT.

KOTOPLBIX MOT'YT UCIIOJIb30BAaTLCA I/IH(i)OpMaI_[I/IOHHbIe
TCXHOJIOI'UH.

Cratbs 210. Iosryyenune B3sITKH

[TonydyeHnue B3SITKH, TO €CTh 3aBEIOMO
HE3aKOHHOE MPHUHATHE JIOJDKHOCTHBIM JIMIIOM
roCy/IapCTBEHHOI'O OpraHa, OpraHu3alud C
rOCy/JapCTBEHHBIM  Y4acCTHMEM WJIH OpraHa
CaMOYyTpaBleHUS TpaXAaH JUYHO WIH uepe3
MOCPEeTHUKAa MaTepHAbHBIX IIEHHOCTEH JMO0
U3BJICYCHHE MMYIIECTBEHHONM BBIFOABI 32
BBITNIOJTHEHUE WJIA HEBBIIIOJHEHUE B MHTEpECAX
JAIOIIET0 B3ATKY ONPEIEIIEHHOIO JNEWCTBHS,

Cratbs 210. [lonyyeHune B3sITKH

[lonyuenue B3ATKM, TO €CTh 3aBEIOMO
HE3aKOHHOE NPHUHITHE JIOJDKHOCTHBIM JIMIIOM
rOCYJapCTBEHHOTO OpraHa, OpraHu3aluu C
rOoCy/1JapCTBEHHBIM Y4aCTHMEM WJIM OpraHa
CaMOyNpaBlieHUs! TpaKAaH JHMYHO WIH uepe3
MOCpPEeTHUKAa MaTepHaIbHBIX IIEHHOCTEH 100
W3BJIEYEHHE MMYIIECTBEHHOM BBIFOABI 32
BBITNIOJTHEHUE WM HEBBIIIOJHEHUE B MHTEPECAX
JAIOLIETO0 B3ATKY ONPEIEIEHHOIO JEWCTBHS,

[lonyyeHne  B3ATKM  Tak  Ha3bIBAEMBIMH
«3IEKTPOHHBIMU JeHbTaMn», JI€HE)KHBIMU
[IEpEBOJIaMH [TOCPEJCTBOM IUIATEXKHBIX CUCTEM HIIU
ke JIGHeXKHBIMU Cypporaramu, TaKUMH Kak
kpunroBamora. [Ipu takom crnocoGe coBepuieHUs
MIPECTYIUICHUST MCKIIIOYAETCsl HENOCPEACTBEHHbIN
KOHTaKT MEXIY B3STKOJIaTEIEM u
B3SITKOIOJyYaTeJIeM.

B cBs13u ¢ 3TUM, HEOOXOIUMO JIOMOJIHUTH CTaThIO
210 cOOTBETCTBYIOIIMM IIYHKTOM, IIPH COBEPLLIEHUH
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KOTOPOE TOJHKHOCTHOE JIMLIO JIOJKHO OBLIO UIIH
MOTJIO COBEPIIUTH C HCIOJB30BAHHEM CBOETO
CITY>K€OHOTO TOJIOKEHUS, —

Haka3bIBaeTCs WTpaoM OT MATUACCITH A0
cTa 0a30BBIX PACUCTHBIX BEIUYHMH WU
OrpaHUYEHUEM CBOOOABI OT ABYX 1O MSTH JIET
nu00 JUIIEHHUEeM CBOOOABI 110 MATH JIET C
JUIICHUEM OTIpEeICIEHHOTO MpaBa.

[TonydyeHue B3ATKU:

a) MOBTOPHO, OMACHBIM PELUIUBUCTOM HIIH
JUIIOM, paHEe COBEPIIMBIIMM IPECTYILICHUS,
peaycMOTpeHHble cTaThamMu 211 wnm 212
Hactosmiero Komekca;

0) B KpyITHOM pa3Mepe;

B) IIyTE€M BbIMOI'aTeJIbCTBA;

T) [0 MPEABAPUTEIHHOMY CTOBOPY I'pyHION
JOJKHOCTHBIX JIUT] —

JOIMOJTHACTCH

HAKa3bIBAETCs JIUIIEHUEM CBOOOJBI OT MATH
710 IECSATH JIET.

[Tonydenue B3STKU:

a) B 0000 KpYITHOM pa3Mepe;

0) B MHTEpecax OpraHN30BaHHON TPYIIIIbI, —

HAKa3bIBACTCsA JIUIIICHUEM CBO60}II)I oT
JIECSITH JI0 MATHAJIIATH JIET.

KOTOPOE JTOJHKHOCTHOE JIMLIO JIOJKHO OBLIO MITH
MOTJIO COBEPIIUTH C HCIOJB30BAHHUEM CBOETO
CITY>KE€OHOTO TOJIOKEHUS, —

Haka3bIBaeTCs WTPahoM OT MATUIACCITH A0
cTa 0a30BBIX pPACUETHBIX BEIUYHMH WU
OrpaHMYeHUEM CBOOOJABI OT ABYX O MSATH JIET
aub0 JHIIEHUEM CBOOOABI JO TSATH JET ¢
JUIICHUEM OTIPEIeNIEHHOTO MpaBa.

[TonydyeHue B3ATKU:

a) MOBTOPHO, OMACHBIM PEUUINBUCTOM HITH
JUIIOM, paHee COBEPIIMBIIUM MPECTYIICHHS,
peaycMOTpeHHble cTaThamMu 211 wumm 212
HacTtosmiero Koaekca;

0) B KpyITHOM pa3Mepe;

B) IIyTE€M BBIMOTATEIILCTRA;

T) [0 MPEABAPUTEIHHOMY CTOBOPY I'pyHION
JOJKHOCTHBIX JIHIT;

a) c HCIO0/1b30BAHHEM CpeacTB
KOMIIbIOTEPHOMI TEeXHUKH,
TeJIEKOMMYHUKAIUOHHBIX cerei ]|

HH(OPMANMOHHO-KOMMYHUKANMOHHBIX
TEXHOJIOTHii, a paBHO ceTn UHTepHeT, —

HaKa3bIBAETCS JIMIIEHUEM CBOOOJBI OT MATH
710 I€CSATH JIET.

[Tonydenue B3ATKU:

a) B 0000 KpYITHOM pa3Mepe;

0) B MHTEpecax OpraHU30BaHHOW TPYIIIbI, —

HAKa3bIBACTCA JIMIICHUCM CBO60)II)I oT
JIECSITH JI0 MATHAJIIATH JIET.

KOTOPLBIX MOT'YT UCIIOJIb30BAaTLCA I/IH(i)OpMaI_[I/IOHHbIe
TCXHOJIOI'UH.

Cratps 211. [laua B3TKH
Jlaua B3STKH, TO €CTh 3aBEIOMO HE3aKOHHOE

npeaoCTaBJICHUC JOJDKHOCTHOMY Jany
rocyaapCTBEHHOIO OpraHa, oOpraHusanvuu ¢
roCcyaapCTBCHHbBIM  y4aCTHEM HWJIM  OpraHa

CaMOYIPAaBJICHUSA TpaKAdaH JIMYHO WM YCPE3

Crartbs 211. /laua B3TKH
Jlaua B3STKH, TO €CTh 3aBEIOMO HE3aKOHHOE

MPEeAOCTaBIICHUE JOJKHOCTHOMY JUITY
roCy/IapCTBEHHOIO OpraHa, OpraHu3alud C
rOCy/IapCTBEHHBIM Y4acCTHEM WJIH OpraHa

CaMOYIIPABJICHUSA T'paKAdaH JIMYHO WKW YCPE3

Jlaua B34TKH TaK Ha3bIBAEMBIMU «3JIEKTPOHHBIMU
JIeHbI'aMU», IEHEKHBIMU NIEPEBOJAMH TTOCPEICTBOM
IUIATEKHBIX CUCTEM WM  JaXe JIEHEKHBIMHU
cypporaramMy, TakuMU Kak KpunroBamoTa. [lpu
TaKOM  CIOCOOE  COBEpIIEHUS  MPECTYIUICHUS
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MNoCpCAHUKAa MAaTCPUAIbHBIX LIGHHOCTGI;'I JaRI0%}
I/IMYIHGCTBCHHOI;’I BBIT'OAbI 3a BBIIIOJITHCHHUEC HIIN
HCBBIIIOJIHCHHUEC B HMHTCPECAX AAaBLICTO B3ATKY

OIIpPEACIICHHOI'O ﬂeﬁCTBHH, KOTOpOC
JOJDKHOCTHOC JIMIIO OOJIDKHO ObLIO WM MOTIIO
COBCPUIUTH C HCIIOJIB30BaAaHUEM CBOCTO

CITy>K€OHOTO TOJIOKEHUS, —

Haka3bIBaeTCs WTpaoM OT MATUACCITH A0
cra 0a30BBIX pACUETHBIX BEIUYMH WIH
OrpaHUYEHUEM CBOOOABI OT ABYX 1O MSTH JIET
1100 JTUIIEHHEM CBOOOIBI 10 TISITH JIET.

Jla4a B3STKHU:

a) MMOBTOPHO, ONACHBIM PEIMINBUCTOM WU
JUIOM, paHEe COBEPIIMBIIUM MPECTYIJICHUS,
peaycMOTpeHHble cTrathsimu 210 w212
Hactosmero Konekca;

0) B KpyIIHOM pazMepe —

HAKa3bIBACTCS JIUIIEHUEM CBOOOJIBI OT TISITH
110 1€CATH JIeT.

Jlauda B3sSTKHU:

a) B 0c000 KpYIHOM pa3Mepe;

0) B MHTEpecax OpraHM30BaHHON IPYIIIIbI, —

HaKa3bIBACTCsAa  JIMIICHUCM CBO60I[LI oT
JCCATHU 10 IIATHaAUaTH JICT.
JOIMOJTHACTCH

Jluno, nasmiee B3SATKY, OCBOOOXAAeTCsl OT
OTBETCTBEHHOCTH, €CJIIM B OTHOLICHUM HETO
MMEJI0 MECTO BBIMOTAaTENIbCTBO B3ATKH U 3TO
JULIO0 B TEYEHHWE TPUALATH CYTOK IIOCIIE
COBEpLIEHUS NIPECTYIHBIX JEHCTBUAN
JTOOpOBOJBHO  3aABMJIO O  CIy4YMBLIEMCH,
YUCTOCEPJAEYHO  pacKasylocb W aKTHUBHO
CIOCOOCTBOBAJIO PACKPBITHIO MPECTYIIICHHSL.

NNoCpCAHUKA MAaTCPUAJIbHBIX I_IeHHOCTefI Ui
I/IMYH_ICCTBCHHOI‘/'I BBIT'OAbI 34 BBIIIOJIHCHHUEC WJIHN
HCBBIIIOJIHCHHUEC B MHTCPECAX AAaBLICTO B3ATKY

OIIPECACIICHHOI'O HeﬁCTBHH, KOTOpOE
JOJDKHOCTHOC JIMIIO JOJIKHO OBLIO WJIM MOTJIO
COBCPUIUTD C HCIIOJIB30BaHUEM CBOCI'O

CITY>KE€OHOTO TOJIOKEHUST, —

Hakas3bIBaeTcs WTPahoM OT MATUIAECCITH A0
cTa 0a30BBIX pPACUETHBIX BEIUYHMH WU
OrpaHUYeHUEM CBOOOBI OT ABYX O MATH JIET
a100 JUIIEHUEM CBOOOIBI IO TISATH JIET.

Jlada B3STKH:

a) TIOBTOPHO, OIMACHBIM PEIUIUBUCTOM HITH
JUIOM, paHEee COBEPIIMBIIUM MPECTYIJICHHUS,
npexycMoTpeHHble  cratbsmu 210 wmmm 212
Hactosmero Konekca;

0) B KpyIIHOM pa3mepe —

HAaKa3bIBACTCS JIMIICHUEM CBOOOJIBI OT IISATH
710 1€CATH JIeT.

Jaua B3sSTKHU:

a) B 0c000 KpYIHOM pa3Mmepe;

0) B MHTEpecax OpraHu30BaHHOM IPYIIIBL;

B) c HCNO0J1b30BAHUEM CpeAcTB
KOMIIbIOTEPHOM TeXHUKH,
TeJIeKOMMYHHKANMOHHBIX ceTeH "

HH(OPMALMOHHO-KOMMYHHKAMOHHBIX
TeXHOJIOTMH, a paBHO ceT UHTepHeT, —

HaKa3bIBAE€TCS JIMIIEHHEM CBOOOIBI
JECATHU 10 MATHAALATH JIET.

JIuno, nasmiee B3STKY, OCBOOOXAAeTCs OT
OTBETCTBEHHOCTH, €CJIIM B OTHOLICHUM HETO
MMEJI0 MECTO BBIMOTaTENIbCTBO B3ATKH U 3TO
JULIO B TEYEHHE TPUALATH CYTOK IIOCIIE
COBEpILICHHUS MIPECTYIHBIX JIEHCTBAN
JOOpOBOJBHO  3asBMJIO O  CIyYMBLIEMCH,

oT

HCKJIIOYAETCs] HEMOCPEACTBEHHBIM KOHTAKT MEXIY
B3STKOJIaTEJIEM U B3SITKOMOIyYaTeNeM.

B cBsi31 ¢ 3TUM, HEOOXOIUMO JOTIOTHUTh CTATHIO
211 cOOTBETCTBYIOIIMM ITYHKTOM, IIPH COBEPIICHUU
KOTOPBIX MOTYT HCIIOJIb30BaThCS HH(OPMAIIMOHHBIE
TEXHOJIOTHH.
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Cratban  212. IlocpenHudecTtBO  BO
B3SITOYHHYECTBE

ITocpeauuuecTBO BO B3ATOYHMYECTBE, TO
€CTb  JIeTEeNbHOCTb,  HAIlpaBJIE€HHAas  Ha

JOCTUKEHUE COTrJIAIlIEHUsl O IOJyYEHUU WIH
Jadye B3SATKH, a paBHO HEMOCPEICTBEHHAs
nepegaqya B3SITKU 1o HOPYYEHUIO
3aMHTEPECOBAHHBIX JIMII, —

HaKa3bIBaeTCs MTPagoM OT MATHIECITH IO
cTa 0a30BBIX PACUETHBIX BEIUYUH WU
OTrpaHUYEHUEM CBOOOABI OT ABYX 1O IMSTH JIET
00 JUIIEHHUEM CBOOO/IBI JI0 TISATH JIET.

To ke necTBHe, COBEPILIECHHOE:

a) MOBTOPHO, OMACHBIM PELUIUBUCTOM HIIH
JUIOM, pPaHEEe COBEPIIMBIIUM IPECTYIJICHUS,
npeaycMoTpeHHsle cratbsiMu 210 wm 211
HacTosmiero Komekca;

0) mpu TONY4YeHUH WM Jaue B3SITKH B
KpYITHOM pa3Mepe;

B) MpHU TOJYyYEHUH B3SATKU 3aBEIOMO ISt
MOCPEAHUKA TPYNION JOJKHOCTHBIX — JIMIL,
JEMCTBYIOIUX I10 NPEABAPUTEIBLHOMY CTOBODY,

HAKa3bIBAETCS JIUIIEHHEM CBOOOBI OT MSATH
110 JIECSITH JIET.

ITocpenHuuecTBo
COBEpIICHHOE:!

a) 3a BO3HArpax/eHue;

0) pH MOJIy4EeHUH WK Jjaue B3SITKH B 0c000
KpYITHOM pa3Mepe;

B) B MHTEpECax OpraHM30BaHHON TPYIIIIbI, —

BO B3ATOYHHNYCCTBC,

YUCTOCEPJIEYHO  pacKasuylocb U aKTHBHO
CIOCOOCTBOBAJIO PACKPBITHIO MPECTYIIICHHUSL.
Crates  212. IlocpeaHudecTtBO  BO
B3SITOYHHYECTBE

[locpennuuecTBO BO B3ATOYHHUYECTBE, TO
€CTb  JIeTeNbHOCTh,  HAIlpaBJieHHas  Ha

JOCTUKEHHE COTIJIAIIEHUs O IOJyYEHUU WU
Jadye B3SATKH, a paBHO HENOCPEACTBEHHAs
nepenaya B3SITKU 1o MOPYUYECHUIO
3aMHTEPECOBAHHBIX JIUILI, —

Haka3bIBaeTcs mTpadoM OT MATUACCATH 10
cTa 0a30BBIX pPACUETHBIX BEIUYUH WU
OrpaHUYEHUEM CBOOOABI OT ABYX O MSATH JIET
00 JUIIEHUEM CBOOO/IBI JI0 TISATH JIET.

To ke nencTBrUe, COBEPIICHHOE:

a) MOBTOPHO, OMACHBIM PEUUINBUCTOM HITH
JMIIOM, paHee COBEPIIMBILIUM IPECTYIUICHMUS,
npeaycMoTpeHHsle cratbsimu 210 wm 211
HacTtosmiero Komekca;

0) mpu TMOJY4YeHWH WIM Jade B3ATKH B
KpYITHOM pa3Mepe;

B) MpPHU TOJYyYEHUU B3ATKU 3aBEAOMO IS
MOCPEIHUKA TPYNMOM JOJPKHOCTHBIX JIMII,
JEUCTBYIOILIUX MO MPEABAPUTEIILHOMY CTOBOPY,

HaKa3bIBAETCS JIMIIEHUEM CBOOOJBI OT MATH
710 JIECSITH JIET.

ITocpennuuecTBo
COBEpIIEHHOE:!

a) 3a BO3HArpaXxkJIeHUE;

0) mpH MOJIy4eHUH WIIH Jade B3ITKH B 0c000
KpYITHOM Pa3Mepe;

B) B HHTEpECaX OPTaHU30BAHHOMN TPYTIIIBI

r) c HCI0JIb30BAHUEM CpeacTB
KOMIIbIOTEPHOI TEeXHUKH,

BO B3ATOYHHNYCCTBC,

[locpeqnuuecTBO BO  B3TOYHUYECTBE  TakK
Ha3bIBaEMbIMHU (QIEKTPOHHBIMU  JEHbraMu»,
JIEHE)KHBIMU I1EPEBOIAMHU [TOCPEICTBOM IJIATEKHBIX
CHUCTEM WIM JaXe JEHeKHbIMU Cypporarami,
TaKUMH Kak KpunroBamora. IIpu Takom crocobe
COBEpPLICHMUS IPECTYIICHUS UCKIIIOYaeTcs
HEIOCPEACTBEHHBIN KOHTAKT MEX/y B3ATKOJATENIEM
U B3ATKONOJydYaTeleM, OCYILIeCTBIseMas uepes
IIOCPEHHKA.

B cBs13u ¢ 3TUM, HEOOXOIUMO IOMOJIHUTH CTaThIO
212 cOOTBETCTBYIOLIUM ITYHKTOM, IIPU COBEPILLIECHUU
KOTOPBIX MOTYT MCII0JIb30BaThCsl HH(OPMAIIMOHHbIE
TEXHOJIOTHH.
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JOIMOJTHACTCH

HaKa3bIBACTCsa  JIMIICHUECM CBO6OIIBI OoT
JCCATHU O IIATHaAUaTH JICT.
.HI/II_[O, BBITIOJIHABIICC MMOCPCAHUYCCKUC

(bYHKI_II/II/I BO B3ATOYHHYCCTBEC, OCBO60)KI[3€TC$[
OT OTBCTCTBCHHOCTH, €CJIM OHO B TCYCHHC

TeJIeKOMMYHHKAMOHHBIX cereit U
HHG(OPMALNMOHHO-KOMMYHHKAIMOHHBIX
TeXHOJIOTHH, a paBHO ceT UHTepHeT, —

HaKa3bIBAETCSA JIMIICHHEM CBOOOJBI  OT
JIECSITU 10 MATHALATH JIET.

JIuno,  BBINOJIHSABIIEE  IOCPEIHUYECKHE
(YHKIMK BO B3ATOYHHYECTBE, OCBOOOXKIAAETCS
OT OTBETCTBEHHOCTH, €CJIIM OHO B TEYEHHUE
TPULIATH CYTOK  IHocie COBEPULICHUS

TPpUILUATH  CYTOK  IIOCI€  COBEPILICHMs | IPECTYIMHBIX JeHCTBUI T0OPOBOIBHO 3asBUIIO O
MIPECTYIHBIX JEHCTBUI JOOPOBOJIBHO 3asBUJIO O | CIYUYUBIIEMCS, YHUCTOCEPAECUHO PACKasUIOCh U
CIIyYMBIIEMCS, YHCTOCEPJIEYHO PACKAsAIOCh U | AKTUBHO CIO0COOCTBOBAJIO PACKPBITHIO
aKTUBHO CI0COOCTBOBAJIO PAaCKpBITUIO | IPECTYIUICHHUS.
IPECTYIICHHUS.
CraTbs 2301 danbcupurkanus CraTbs 2301 danbcupurkanus Tak kak WHPOPMAIMOHHBIE TEXHOJOTUU B

(mojaesika) 10Ka3aTeILCTB

danbcupukanms (MoaIeNKa) T0Ka3aTeIbCTB
JUIAMH, OCYIIECTBISIOIIUMHU  JTOKA3bIBAaHUE,
WM JIAIAaMHU, TPUBJICKAEMBIMU K YYacTHIO B
JIOKa3bIBaHHUH, BBIPA3UBIIASICS BO BHECEHUH U3
KOPBICTHBIX J5R)071 HMHBIX HU3MEHHBIX
noOyXJIeHUH 3aBeJOMO JIOKHBIX CBEACHHU U
JIPYTHX WCKOKEHUH B JOKYMEHTHI JIH0O
MPeIMETHI, IPU COOMPAHUH, IPOBEPKE U OI[EHKE
JIOKa3aTeJIbLCTB o MaTepuazam
JIOCTIEICTBEHHBIX MPOBEPOK M YTOJOBHBIX el

Haka3blBaeTCs IMITpagoM OT TPEXCOT O
YEeTHIPEXCOT 0a30BBIX PACYCTHBIX BEIHMYHH I
OTpaHUYEHUEM CBOOOJBI OT TPeX A0 MSITH JIET
00 JUIICHUEM CBOOOIBI OT TPEX JIO IMATH JIET
C IMIIICHHEM OTPEJIICHHOTO MpaBa.

Te ke meiicTBUA:

a) COBEpIIEHHBIC IO MPeABAPUTEITHHOMY
CTOBOPY TPYIIOH JIUIT;

(mojiesika) 10Ka3aTeIbCTB

Qdanbcudukanus (MoAIeIKa) J0Ka3aTeIbCTB
JTUIAMH, OCYIIECTBISIOIIMMHU JTOKa3bIBAaHUE,
WU JIUIAMH, TPUBJIEKAEMBIMH K Y4YacTHIO B
JIOKa3bIBAHUH, BBIPA3UBIIASCA BO BHECEHUU W3
KOPBICTHBIX ) R) % WHBIX HU3MCHHBIX
noOyXJIeHUH 3aBeIOMO JIOXKHBIX CBEJACHUU W
JIPYTUX HWCKWKEHUM B  JIOKYMEHTBI JHOO
MIpeIMETHI, IPU COOMPAHUH, IPOBEPKE U OI[EHKE
JIOKa3aTeJIbCTB o Marepuaiam
JIOCJIEJICTBEHHBIX MPOBEPOK U YTOJOBHBIX €I

Haka3bplBaeTCs IITPapoM OT TPEXCOT JO
YETBIPEXCOT 0A30BBIX PACUETHBIX BETUYHH WU
OTpaHUYEHUEM CBOOOBI OT TPEX A0 MATH JIET
00 JHIIeHneM CBOOOBI OT TPEX JO ISITH JIET
C JIMILIEHUEM OIPEICNIEHHOrO MpaBa.

Te >xe nelricTBUA:

a) COBEpIIEHHbIE MO MPEIBAPUTEILHOMY
CrOBOPY I'PYIIION JIMII;

NPUHIUIIE TO3BOJSIOT  panbCcUPUIIUPOBATH HE
TOJIBKO ITMCBMCHHBIC I[OKYMCHTBI, HO " 3BYK,
U300paKeHHE, BHUIECO W T.JO. Ha DJICKTPOHHBIX
HOCHUTENSX TOCPEACTBOM CPEICTB KOMITBIOTEPHOU
TEXHUKH, TEIEKOMMYHUKAIMOHHBIX CeTed U
I/IH(l)OpMaIII/IOHHO-KOMMYHI/IKaIII/IOHHI)IX TGXHOJIOFI/Iﬁ
HEOOXO0INMMO JIOTIOJIHUTH CTaThIO 230!
COOTBCTCTBYIOHII/IM HYHKTOM.
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0) TOBJICKIIME 3ajep)KaHUE, 3aKIIFOUYCHHE
[OJl CTpaxky, IPHBICYEHUE K YrOJOBHOM
OTBETCTBEHHOCTH MM OCBOOOXKIEHUE OT
YTOJIOBHOM OTBETCTBEHHOCTH, OCYXKICHHUE JTHOO
OIpaBJaHuE JHIa, —

JOIMOJTHACTCH

HAaKa3bIBAIOTCS JTUIIICHUEM CBOOOBI OT IISITH
JO0 CEMH JIET C JIMIICHHUEM OIPEACICHHOIO
mpasa.

danpcudukanus (MoaIeIKa) J0Ka3aTelIbCTB
[0 YrOJIOBHOMY [Ty O TSDKKOM WM 0CO00
TSHKKOM NPECTYIUICHUH, a paBHO
danpcudukanus (MOAILIIKA) JIOKA3aTeILCTB,
MTOBJIEKIIAS TSHKKUE IOCIIEACTBHUS, —

HaKa3bIBACTCS JUIICHUEM CBOOOJBI OT CEMH
70 JIECATH JIET C JIMIICHUEM OIPEIeICHHOTO
mpaBa.

0) mOBJICKIIME 3ajepKaHue, 3aKIIOUCHHE
[OJ CTpaxky, TMPHBICYEHHE K YrOJOBHOM
OTBETCTBEHHOCTH HWJIHA OCBOOOXKIEHHE OT
YrOJIOBHOM OTBETCTBEHHOCTH, OCYKICHHE JTH00
OIpaB/IaHUE JIUIIA;

B) c HCIO0JL30BAHUEM CpeiacTB
KOMIIIOTEPHOM TeXHUKH,
TeJIeKOMMYHUKAIMOHHBIX cerei "

HH(OPMANMOHHO-KOMMYHUKANMOHHBIX
TEXHOJIOTHii, a paBHO ceTn UHTepHET, —

HaKa3bIBAIOTCS JTUIIICHUEM CBOOOIBI OT IISATH
JO CEMH JIET C JIMIICHUEM OIPEACICHHOIO
mpaga.

danpcudukamnus (MoaIeIKa) J0Ka3aTeIbCTB
[0 YrOJIOBHOMY JIeIy O TSDKKOM WM 0C000
TSHKKOM MPECTYIUICHUH, a paBHO
danpcudukanus (MOAILIIKA) JOKA3aTEIbCTB,
MOBJIEKIIAS TSHKKHUE IOCIIEACTBHUS, —

HaKa3bIBACTCS JUIICHHEM CBOOOJBI OT CEMH
J0 JIECATH JIET C JIMIICHWEM OIPEICICHHOTO
paBa.

Crarba 243 Jlerajam3amusi J10X0/0B,
MOJIyYeHHBIX OT MPECTYNMHOM 1eITeJTbHOCTH

Jleranm3zanusi J0XOJO0B, MONYYEHHBIX OT
HpGCTyrIHOI\/’I ACATCIIBHOCTU, TO CCTh IMPUAAHUC
MIPaBOMEPHOTO BHJIA MIPOUCXOKIACHUIO
COOCTBEHHOCTH (JIEHEKHBIX CPEICTB UM UHOTO
MMYIIIECTBA) IMyTEM €€ MePeBO/Ia, MPEBPAICHUS
uim oOMeHa, a pPaBHO COKpPBITHE JIHOO
yTauBaHKE MOJUTMHHOTO XapaKTepa, HICTOYHUKA,
MECTOHAXOXJEHUs, CIOco0a pacmopsKEHUs,
MepeMenIeH s, TIOTMHHBIX MPaB B OTHOIICHUU
ACHCKHBIX CPEACTB MWW HWHOIo HMYIICCTBA
Tub0 ero MPUHAIJICKHOCTH, €CIH JICHEXKHBIC

Cratba 243 Jleraam3auusi J0X010B,
MOJIyY€HHBIX OT MPECTYNHOM 1eITeJIbHOCTH

Jleranuzamusi J10XOAOB, TMOTYYEHHBIX OT
HpeCTyrIHOI\/JI ACATCIIBHOCTU, TO €CTh IPUIAAHUC
MIPaBOMEPHOTO BHJIA MIPOUCXOXKICHUIO
COOCTBEHHOCTH (JIEHEXKHBIX CPEACTB UM HHOTO
HMMYIIIECTBA) IyTEM €€ MepPeBoia, MPEBPAICHUS
uim oOMeHa, a paBHO COKpBITHE JIMOO
yTauBaHKE MOIMHHOTO XapaKTepa, UCTOUYHUKA,
MECTOHAXOXKJEHUsS, CIOco0a pacIOpsSKEHU,
MepeMeIeHus, TIOJUTMHHBIX MPaB B OTHOIICHUN
ACHCKHBIX CPEACTB MWW HHOIo0 HMYIICCTBA
nub0 ero MPUHAAJIEKHOCTH, €CIH JICHEKHBIC
CpeJCTBa WJIM HMHOE HMMYIIECTBO MOJYYEHO B

PazButne wunHpopManmoHHOW HHOPACTPYKTYpHI
co37aJ10 MPEANOCHIIKN TUISt IIUPOKOTO
pacrpocTpaHeHHss — TpecTyIuleHuit B cdepe
TEJIEKOMMYHUKAIUI u KOMITBIOTEPHOU
uHbOpMallMl Kak BHYTPH CTpaHbl, Tak U 3a
pyoexxoM. DneKTpoHHbIE OaHKH ¥  CHCTEMBI
JJIEKTPOHHOM OIJIAThI IPEAOCTABIISIFOT IPAKTUYECKU
HEOTpaHUYEHHBbIE BO3MOXKHOCTH JUISl JIETaau3aluu
JNEHEXKHbIX  cpeactB.  Kpome  Toro, HOBbIE
nH(pOpMaMOHHO-(HUHAHCOBBIE WHCTPYMEHTBI
o0lajaloT TAaKMMM KadyecTBaMM Kak yA00CTBO,
OIEepaTUBHOCTh U AHOHUMHOCTb, YTO, HECOMHEHHO,
MOPOKJIAET YBEIMUEHUE CIIPOCA U MIPEITIOKEHUH, HA
PBIHKE HE3aKOHHBIX (PMHAHCOBBIX YCIYT.
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CpPEACTBAa WJIM HWHOE MMYLIECTBO IOJIyYEHO B
pe3yJibTare NpecTynHON 1eATeIbHOCTH, —

JOIMOJTHACTCH

pe3yJibTaTe MPECTYIHON AEATEIbHOCTH, IyTeM
HCIO0JIb30BAHUE CPEIACTB KOMIbIOTEPHO
TEeXHUKHU, TEJIEKOMMYHUKAIUOHHBIX CeTell U
UH(POPMANMOHHO-KOMMYHHUKAIMOHHBIX
TEXHOJIOTHi, paBHO ceTH UHTEepHeT —
HaKa3bIBAETCS JIMIIIEHUEM CBOOOILI OT ISATH

B HurepHere yke CyIIECTBYIOT ayKLHOHBI,
BUPTYyaJIbHbIE KAa3MHO U «(QHUHAHCOBBIE BOPOTa», C
MOMOIIIbI0 KOTOPBIX BCE OIlepanuud (pUHAHCOBOTO
PBIHKA CTAaHOBSATCS JOCTyNHbIMU. bosee Toro, HoBoe
IIOKOJICHUE UH(POPMALIMOHHBIX TEXHOJIOTU
IOBBICUJIO BO3MOXKHOCTH [UIsl CHEKYJIATUBHBIX MU

HAKa3bIBAETCS JINLIEHUEM CBOOOJBI OT IATHU | 10 JAECSTH JIET. WHBIX MaxWHaUMd U TMPOCTO HE OCTaBWIO
10 AECATH JIeT. OOJIBIIMHCTBY KOMITaHU# BpPEMEHU Ha
TPaJUIMOHHBIE CIIOCOOBI HAKOTUICHHS KaluTana, Ha
HOBBIILICHUE BbKUBAEMOCTH Ha OCHOBE

JIETUTHUMHBIX CIIOCOOOB MOJTYYECHHUS JOXO/I0B.
C yuyeToM BBIIIEYKA3aHHOIO Ipejasaraercs
nononHuTh  crathto 243 YK PecnyOnuku

Y306eKkucras.

Cratbst 2511, Hesakounblii  0Gopor Cratbn 251!, He3akounnlii oGopor s COBEPILICHUS MIPECTYIUICHUN 1o
CHJIbHOEHCTBYIOIIMX WIN S/IOBUTBIX | CHIILHO/AECTBYIOIIUX UM SIIOBUTBIX | U3TOTOBJICHUIO,  IepepaboTKe, MPHOOPETEHUIO,
BellecTB BellecTB XpaHEHUHM, NEPEeBO3KE WM MEPECBUIKE C LENbI0

He3akoHHoe wu3roroBieHue, nepepadoTKa,
puoOpeTeHne, XpaHEHHe, TIepeBOo3Ka WU
nepechllka C Ledblo  cOblTa, a paBHO
HE3aKOHHBIM COBIT CUIBHOJEHCTBYIOIINX WIN

AJOBUTBIX BCIICCTB, HC SABIIAOIINXCA
HAapKOTUYCCKMMU CpCACTBAMHU, HUX aHAJIOTraMHu
WJIN  [ICUXOTPOIIHBIMM  BCHICCTBAMU, 6o

o0opyIoBaHUS ISl WX W3TOTOBIICHUS] WJIU
nepepaboTKu —

AOIMOJTHACTCH
HAKa3bIBaOTCA OrpaHUYCHUCM CB060)IBI oT

OJHOTO TO/a /0 Tpex JeT Ju0o JIHIIEeHHEeM
cB00O/IBI HAa CPOK JIO TpeX JIET.

He3akoHHoe wu3roromieHue, nepepadoTka,
npuoOpeTeHne, XpaHEHHe, T[epeBOo3Ka WU
Nepechlika C 1Leidblo  cOblTa, a paBHO
HE3aKOHHBIM COBIT CHUJIBHOJEHCTBYIOIIUX WU
SNOBUTBIX  BEIIECTB, HE  SBIAIOLIUXCSA
HapKOTUYECKUMHU CpPEJICTBAMH, MX aHaJIOraMu
WIM TICUXOTPONHBIMU  BELIECTBaMH, JIHOO
o0opynOBaHUs i WX M3TOTOBJICHUS WU
nepepaboTKU € HCNOJIb30BAHHEM CpPelICTB
KOMIIbIOTEPHOM TeXHUKH,
TeJIeKOMMYHHKANMOHHBIX ceTer "
HH(OPMAIMOHHO-KOMMYHUKAIMOHHBIX
TEXHOJIOTMH, a paBHO ceTH UHTepHeT —

HaKa3bIBAIOTCSI OIPaHUYEHHEM CBOOOIBI OT
OJTHOTO TO/a /10 Tpex JeT Ju0o JHUIICHUEM
CBOOO/TBI HA CPOK JI0 TPEX JIET.

cObITa, a pPaBHO HE3aKOHHBIN COBIT
CHWJIBHOJEMCTBYIOIUX WIN SIIOBUTBHIX BEIIECTB BCE
yalle MCIONb3YITCS  YCTpOMCTBAa, B  OCHOBE
KOTOPBIX Jexar MH(}OpPMaLMOHHO-
KOMMYHHKAI[HOHHBIE TEXHOJIOTUH Y KOMITbIOTEPHBIE
CPEJCTBA X U3TOTOBJICHUS U (DYHKIIMOHUPOBAHUSI.

B cetn MHTEpHET HA HEKOTOPBIX CaWTaX MOXKHO
HalTH COBETHI, YEPTEXKH, PEKOMEHIAUH 10
U3rOTOBJICHUIO,  MepepadoTke, MPUOOPETEHHIO,
XpaHEHUM, NEPEeBO3KE WM MEPEChUIKE C LENbI0
cOBbITa, a paBHO HE3aKOHHBIN COBIT
CWJIBHOJEMCTBYIOIUX WM SIAOBUTHIX BEIIECTB, UTO
MOXHO  paclleHWBaTh KaK MHTEJUIEKTyaJIbHOE
mocoOHn4ecTBo. B cBsI3u ¢ 3THM, cleyeT BHECTH
usMeHeHus B crathio 2511 VK PecnyGmuku
Y30ekucran.

121




Te xe nelcTBHsl, COBEPILICHHBIE IOBTOPHO
WIM TPYNIOW JMI MO NPEIBAPUTEILHOMY
CrOBOpY, —

HAaKa3bIBAIOTCA OTPaHUYEHHUEM CBOOOIBI OT
TpEX 110 MSATH JIET JMOO0 JIUIIEHUEM CBOOOABI OT
TpeX 10 IATH JIET.

JlecTBUsA,  NPEAYCMOTPEHHBIE  YaCThIO
IIEPBOM HACTOALIEH CTaThbH, COBEPILICHHBIC
OpPTraHU30BaHHOM Tpynmod OO0 B KPYIMHOM
pasmepe, —

HAaKa3bIBAIOTCS JIUIIEHUEM CBOOOABI OT MATU
110 JECSTH JIET.

Hapymenue paBuI MIPOU3BOJICTBA,
NpUOOpeTeHusl, XpaHEeHUs, YyueTa, OTIIyCKa,
MEePEBO3KHU WA MEePECHUTKHI

CWJIBHOACHUCTBYIOIUX WIN SITOBUTBIX BEILLECTB,
€CJIM 3TO IOBJIEKJIO II0 HEOCTOPOXHOCTU HX
XUIICHUE 1m0 IIPUYMHEHUE HWHOI'O
CYILLIECTBEHHOI'0 Bpeaa, —

Hakas3bIBaeTcs WTpadoM OT MATUAECITH IO
cra 0a30BBIX pacueTHBIX BEJIMYMH WU
UCIPABUTEIbHBIMU paboTaMH 10 TPEX JIET WU
OrpaHUYEHUEM CBOOOBI OT JIBYX 1O MATHU JET
1100 JUIIEHHEM CBOOOIBI 10 TSITH JIET.

Te e neicTBHs, COBEPIICHHBIE IIOBTOPHO
WIM TPYNIOW JMI 1O IPEIBAPUTEILHOMY
CrOBOpY, —

HAaKa3bIBalOTCS OTPaHUYEHHUEM CBOOOJIBI OT
TPEeX JI0 TSTH JIET OO0 JIMIIEHUEM CBOOOIBI OT
TPEX A0 IATH JIET.

JleicTBUsA,  NPENyCMOTPEHHBIE  YaCThIO
IIEPBOM HACTOALICH CTaTbU, COBEPIUICHHBIC
OpPTraHU30BaHHON Tpynmnod b0 B KPYHMHOM
pasmepe, —

HAaKa3bIBAIOTCSI JIMIIEHUEM CBOOOBI OT IATU
710 JIECSITH JIET.

Hapymenue paBuI MIPOU3BOJICTBA,
NpUOOpeTeHusl, XpaHEeHUs, YyueTa, OTIIyCKa,
MEePEBO3KHU WJIn MePECHUIKU

CHWJIBHOACHCTBYIOIIUX WU SIIOBUTHIX BEILIECTB,
€CJIM 3TO TMOBJCKJIO IO HEOCTOPOXKHOCTU HX
XUIIECHHUE 0o NPUYUHEHHEC HUHOTO
CYIIIECTBEHHOT'O Bpe/a, —

Haka3bIBaeTCsA MTPahoM OT MATUIACCITH IO
cTa 0a30BBIX pACUETHBIX BETUYUH WU
HCIIPABUTEILHBIME PabOTaMH JI0 TPEX JIET WA
OrpaHHYeHUEM CBOOOABI OT ABYX O MSTH JIET
a1u00 JIMIIEHHEM CBOOO/IbI 10 IISITH JIET.

Crartbs 2551, Pazpa6orka, npou3BoACTBO,

HaKoOIlIeHHue, IMpuoOpeTeHWe, Mepegaya,
XpaHeHHe, He3aKOHHOe 3aBJIaJleHHe M HHbIe
AeiicTBUSA c 0aKTEepHOJIOTMYECKUM,

XUMHYECKMM H JAPYTMMH BHIAMH OPYKUSI
MAacCOBOr0 YHHYTOKEHHS

Pa3paboTrka, mpom3BOACTBO, HAKOIUICHHE,
npuoOpeTeHue, nepenayva, XpaHeHue,
HE3aKOHHOE 3aBJlaJiIeHue W WHbIE JEHCTBHUSI C
0aKTePUOIIOTUUECKUM (buonoruueckum),
XUMHYECKMM U JIDYTUMH BHJAMHU OPYXKHUS

Crarbs 255, Pazpa6oTka, npou3BoCTBO,

HaKoOIlIeHUue, TpUOOpeTeHWe, mepegaya,
XpaHeHHe, He3aKOHHOe 3aBJIaJeHHe M HHbIe
AeiicTBUSA c 0aKTepHoJIOrHYeCKUM,

XUMHYECKHUM W JPYTHMH BHJIAMH OPYKHS
MAacCOBOr0 YHHYTOKEHHS

Pa3paboTrka, mpoOW3BOACTBO, HAKOIUICHUE,
puoOpeTeHue, nepesaya, XpaHeHue,
HEe3aKOHHOE 3aBjaJiecHre W WHBIE JIEHCTBUS C
0aKTEPUOIOTHUECKUM (buonormueckum),
XUMHYECKMM U JIDYTUMH BHJIaMU OPYXKHUS

Jlig coBepliieHus NpecTyIIEHU o pa3paboTke,
NPOM3BOJICTBA,  HAKOIUIEHWH,  IMPUOOpPETEeHUH,
nepenaye, XpaHEHHWH, HE3aKOHHOE 3aBiaJIeHue u
UHBIE  JIEHCTBUSA c 0aKTepHOIOTUYECKHM,
XUMHYECKMM W JIPYTUMH  BHJaMU  OPYXKHUS
MacCOBOI'0 YHUYTO)KEHHsI BCE Yalle MCIOIb3YIOTCS
yCTpOMCTBa, B  OCHOBE  KOTOpBIX  JI€KaT
MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTUI
U KOMIIBIOTEPHBIE CpPEACTBA WX H3TOTOBICHUS U
(YHKIIMOHMPOBAHUS.
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MacCOBOTO  YHMYTOXCHHUS,  3alpeIICHHOTO
MEKIYHApPOAHBIME JIOTOBOpaMu PecryOiuku
V30ekucran, —

JOIMOJTHACTCH

HAaKa3bIBAETCS JUIIEHHEM CBOOOJBI OT ISATH
JI0 BOCBMH JIET.

Te e fgesiHusl, TOBIEKILNE:

a) CMEpTb YEJIOBEKA;

0) UHBIE TSHKKHUE MTOCIICACTBUSA, —

HAKa3bIBAIOTCS JIMIIEHHEM CBOOOJBI OT
BOCBHMHU JI0 ISITHA/ILIATH JIET.

MacCOBOTO  YHHMUTOXEHHS,  3alpelieHHOTO
MEXAyHapOAHBIMU JoroBopamu PecryOmuku

V30ekucraH, € MCHOJb30BAHHEM CPeICTB
KOMIIbIOTEPHOI TEeXHUKH,
TeJIeKOMMYHUKAIIHOHHBIX cereit U

HH(OPMANMOHHO-KOMMYHUKANMOHHBIX
TEXHOJIOTHIi, a paBHO ceTu UHTepHET —

HaKa3bIBAETCS JUIIEHUEM CBOOOIBI OT ISATH
JI0 BOCBMH JIET.

Te e gestHust, TOBJIEKIIHE:

a) CMEpTh YEJIOBEKA;

0) UHBIE TSHKKHUE ITOCIICACTBUS, —

HaKa3bIBAIOTCS JIMIIEHHEM CBOOOIBI OT
BOCBHMHU JI0 IISITHALIATH JIET.

B cetu HTepHET Ha HEKOTOPBIX CalTaXx MOXKHO
HaliTH COBETHI, YEPTEXH, PEKOMEHJALUUH 110
pa3paboTke, IPOM3BO/ICTBA, HaKOIIJICHUH,
npuoOpeTeHuy, mepenade, XpaHEHUU, HE3aKOHHOE
3aBJIaJICHUE u UHBIE JEUCTBUSA c
0aKTEpHOJIOIHYECKHM, XMMHUYECKMM U JpYyTUMH
BUJIAMU OPYXHsI, YTO MOXHO paCICHUBaTh KakK
MHTEJUIEKTyaJIbHOE IOCOOHNYECTBO. B cBA3M € aTHM,
clelyeT BHECTH HM3MeHeHHs B cratbio 255! VK
Pecny6uinku Y306ekucras.

CraTbs 270. KyabTUuBHpOBaHHE
3anpeneHHbIX K BO3/ACJBIBAHUIO KYJIbTYP

KynbTuBHpOBaHME, TO €CTh HE3aKOHHBIN
IIOCEB WM BBIPAlIMBAaHUE ONUIHOIO WIN
MacJIMYHOTO Maka, pacTeHUs KaHHaOHuC JnOo
OpyTrux pacTeHui, CoJIeprKalInX
HapKOTUYECKUE CPEACTBA WJIM ICUXOTPOIHbBIE
BELIECTBA, —

JOMOJTHHACTCH

HaKa3bIBACTCs IHTpa(i)OM OT ABaAllaTH ITATH
70 TISITHIECATH 0a30BBIX PACUETHBIX BETHYUH
WA 00s3aTENbHBIMI 00I11eCTBEHHBIMU
paboTamu 0 TPEXCOT MIECTHIECATH YacOB WU
WCIIPAaBUTEILHBIMU PabOTaMu JI0 TPEX JIET TU00
OrpaHHYeHUEM CBOOOABI OT OJHOTO TOAa JO
TpeX JIET WM JIMIIEHUEM CBOOOIBI 10 TPEX JIET.

To ke IeCTBHE, COBEPILIEHHOE:!

CraTbs 270. KyabTuBupoBanue
3anpeneHHbIX K BO3/1eJbIBAHUIO KYJIbTYP
KynbTuBHpOBaHME, TO €CTh HE3aKOHHBIN
IIOCEB WM BBIPALIMBAHUE ONUIHOIO WIH
MacJIMYHOTO Maka, pacTeHUsi KaHHaOuc Jnbo
OpyTrux pacTeHui, COJIEpIKaIINX
HapKOTUYECKUE CPEACTBA WM NCUXOTPOIHbBIE
BELIECTBA, € HCHOJB30BAHMEM CPEACTB
KOMIIbIOTEPHOM TeXHUKH,
TeJIeKOMMYHHKANMOHHBIX ceTer "
HH(OPMALMOHHO-KOMMYHUKAIMOHHBIX
TeXHOJIOTMH, a paBHO ceT UHTepHeT —
HakasblBaeTcs mTpadoM OT ABaILATH HATH
70 MATUAECATH 0a30BBIX PACUETHBIX BEIUYHH
W 00s13aTeTbHBIMU 00IIeCTBEHHBIMU
paboTaMu 10 TPEXCOT LIECTUIECATH YacOB UIIH
UCIPABUTEIbHBIMH padOTaMHU 710 TPEX JIET TUO0
OrpaHUYEHUEM CBOOOIBI OT OJHOTO Troja 0
TpEeX JIET WJIH JIMILIEHUEM CBOOOIbI 10 TpeX JIeT.
To ke IeCTBHE, COBEPIIEHHOE:!

Jlns1 coBepIieHUs NPECTYIUIEHUH 110 ITOCEBE WIIH
BBIPAILIMBAHUIO ONHMIHOIO WM MAaclIUYHOTO Maka,
pacTeHusi KaHHaOucC MO0 JPYruxX pacTeHUH,
colepXkallMX HApKOTHYECKHE CpeAcTBa WU
IICUXOTPOITHBIE BEIIECTBA BCE Yalle MCIOJIB3YKTCS
YCTpPOMCTBA, B OCHOBE  KOTOpBIX  JIEKAaT
MH(}OPMAIIMOHHO-KOMMYHHMKAI[MOHHBIE TEXHOJIOTUU
U KOMIIBIOTEPHBIE CPENCTBA UX H3TOTOBIEHUS U
(yHKIIMOHUPOBAHMSL.

B cetn MHTEpHET HA HEKOTOPBIX CaWTaX MOXKHO
HaWTH COBETHI, YEPTEIKH, PEKOMEHAALIMH T10 ITOCEBE
WIM BBIPAIIMBAHUIO ONMMMHOIO WM MAacCIHYHOIO
Maka, pacTeHUs KaHHaOuc JuOO Jpyrux pacTeHuw,
COoIepXKaIlMX  HApPKOTHUYECKHUE  CpEeACTBA  WIIU
IICUXOTPOIHBIE BEIIECTBA, YTO MOXKHO PACIICHUBATh
KaK MHTEJJIEKTyalbHOE IMOCOOHMYECTBO. B cBsi3m C
3TUM, CJIETyET BHECTH U3MEHEHUS B cTaThio 270 VK
PecriyOnuku Y30ekucraH.
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a) JULIOM, paHee COBEPUIMBIINM
MPECTYIUICHUE, COCTABIIAIONIEe HE3aKOHHBIN
000pOT  HAPKOTHYECKHX  CpPEACTB WU

MICUXOTPOITHBIX BEIIECTB;

0) 1Mo MpeaBapUTEIIHLHOMY CTOBOPY I'PYIIION
I

B) Ha IUIOLIAU CPEIHEN BEIMYUHBI, —

Haka3bIBaeTCs MTPadoM OT MATHACCATH JI0
cTa 0a30BBIX PACUETHBIX BEIUYHMH WU
OrpaHHYEHUEM CBOOOJBI OT TPeX O IMATH JIET
00 JIUIIIEHUEM CBOOOIBI OT TPEX JO MSATH JIET.

To ke neicTBUE, COBEPIICHHOE:

a) 0c000 OMAaCHBIM PELUHUBHCTOM;

0) OpraHuM3oBaHHOW TPYNIONH WM B €€
HWHTEpEecax;

B) Ha IUIOMIAIX OOJIBIION BEIUYUHBI, —

HaKa3bIBACTCS JUIICHHEM CBOOOJBI OT IISTH
JIO IECSITU JIET.

a) JIULIOM, paHee COBEpPIIMBILUM
NPECTYIUICHWE, COCTABIISIONIEEe HE3aKOHHBIH
000pOT  HAPKOTHYECKHX  CPEACTB  HIIU

TICUXOTPOITHBIX BEIIECTB;

0) Mo mpeABapUTETHLHOMY CTOBOPY TPYIIION
uL;

B) Ha IUIOLIAU CPEIHEN BEIUYUHBI, —

Haka3bIBaeTCs MTpadoM OT MATHACCATH 0
cTa 0a30BBIX pPACUETHBIX BEIUYHMH WU
OTpaHUYCHUEM CBOOOIBI OT TPEX JO IMATH JIET
100 JTHUIIEHHEM CBOOOIBI OT TPEX JIO MATH JIET.

To xe nmecTBre, COBEPIIIEHHOE:

a) 0c000 ONacCHBIM PELUIUBUCTOM;

0) OpraHuM30BaHHON TpyNmod WM B €€
WHTEpEeCcax;

B) Ha IUIOMIAIX OOJIBIIION BETUYUHBI, —

HaKa3bIBACTCS JUIICHHEM CBOOOBI OT ISATH
JIO IECSITU JIET.

Cratbsa 273. He3akoHHOe H3roTOBJIEHHE,
npuodpeTreHue, XpaHeHHe U Apyrue 1ecTBUs
¢ HAPKOTHYECKUMH  CpPeACTBAMH, HX
aHaJIoraMu WIH NCUXOTPONHBIMH
BellleCTBAMH € LeJbl0 CObITa, a PaBHO HX
cObIT

Hesakonnoe u3roromieHue, mpuoOpeTeHUE,
XpaHEeHHe, MPOBO3 WJIM MEPEChUIKA C LENbIO
cObITa, @ paBHO COBIT HAPKOTUYECKUX CPEJCTB,
MX aHAJOrOB WJIM TNCHUXOTPOIIHBIX BEIIECTB B
HEOOJIBIIINX pa3Mepax —

JOIMOJTHACTCH

Cratbsa 273. He3akoHHOe H3roTOBJIEHHE,
npuodpeTeHue, XpaHeHHe U Ipyrue 1eHcTBUs
¢ HAPKOTHYECKHUMHM  CPeACTBaAaMH, HX
aHaJIoraMmu WM NCUXOTPONHBIMH
BellleCTBAMH € LeJbl0 CObITAa, 2 PaBHO HX
cOBIT

Hesakonnoe u3roromieHue, mpruoOpeTeHHE,
XpaHEHHe, MPOBO3 WM MEPEChUIKA C UENbIO
cOBITa, 2 paBHO COBIT HAPKOTHUYECKUX CPEICTB,
WX aHAJOrOB WJIM TICHUXOTPOIHBIX BEIIECTB B
HEOOJIBIIUX pa3Mepax ¢ MCNO0Jb30BaAHUEM
CpelacTB KOMIILIOTEPHOM TeXHHUKH,
TeJIeKOMMYHUKAIMOHHBIX cereid /|
UHG(OPMAIMOHHO-KOMMYHHKAIMOHHBIX
TEXHOJIOTHH, a paBHO ceT MHTepHeT —

Honst COBEPILICHUS MPECTYTUICHUM o
U3TOTOBJICHUIO, MPUOOPETEHUH, XPaHEHUH, IPOBO3E
WU TIEPECBUIKE C LENbI0 COBITa, a PaBHO COBIT
HAapKOTUYECKUX CPEACTB, MUX aHaJIOroB WJIU
TICUXOTPOMHBIX BEIIECTB B HEOOJBIIUX pa3zMepax
BCE 4Yalle HCIOJIb3YIOTCAd YCTpPOMCTBAa, B OCHOBE
KOTOPBIX JIEKAT nH(OpMaIMOHHO-
KOMMYHHUKAIIMOHHBIE TEXHOJIOTUU U KOMITBIOTEPHBIE
CpelICTBa UX U3TOTOBJICHUS U ()YHKIIMOHUPOBAHUSI.

B cetn MHTEpHET HA HEKOTOPBIX CAUTAX MOXKHO
HaWTH COBETHI, YEPTEKU, PEKOMEHIAIUU IO
W3TOTOBIIEHUIO, TIPUOOPETEHUH, XPAHEHUH, TIPOBO3E
WU TIEPECBUIKE C MENTbI0 COBITa, a PaBHO COBIT
HAapKOTUYECKUX CPEACTB, HUX aHAJOroB WJIHU
TICUXOTPOITHBIX BEIIECTB B HEOOJBIINX pa3zMepax,
YTO MOXXHO PACLIEHUBATh KaK HHTEJUIEKTyalbHOE
MOcOOHNYECTBO. B CBsI3u ¢ ATHM, cClielyeT BHECTH
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HAKa3bIBAE€TCS OTPaHUYEHUEM CBOOOABI OT
TpeX 10 MATH JIET WM JIMIIEHHEM CBOOOJBI OT
TpeXx IO IATH JIET.

Hesuus, IIPEyCMOTPEHHBIE YaCThIO
IIEPBOM HACTOSIIIEH CTAaTbU, COBEPIUCHHBIE B
pasmepax, IpeBbIIIAIOIINX HeOOIbIION, —

HAKa3bIBAIOTCS JIMIICHUEM CBOOOBI OT MATH
710 CEMH JIET.

JlesiHust, IpelyCMOTPEHHBIE YacTbIO MEPBOU
WM BTOPOM HACTOSLIEH CTaThbU, COBEPILIECHHBIE:

a) JULOM, paHee COBEPIIUBIINM
MPECTYIUICHUE, COCTABJIAIONICE HE3aKOHHBIN
000pOT  HAPKOTHYECKHX  CPEACTB WU

MCUXOTPOIHBIX BEIIECTB;

0) 1Mo mpeaBapUTEIHLHOMY CTOBOPY T'PYIIION
i

B) B MecCTax OTOBIBaHMS HAKa3aHUS B BHJIC
JINIICHHS CBOOOIBL,

I) B Y4eOHBIX 3aBEJACHUSIX WIH B JAPYTUX
MecTax, KOTOpbIE HCTIONB3YIOTCS
IIKOJIBbHUKAMH, CTYJEHTaMU IUIsl MPOBEACHUS
Y4eOHBIX, CIIOPTHUBHBIX WM OOIIECTBEHHBIX
MEpONPUATHH, —

HaKa3bIBAIOTCS JIMIIICHUEM CBOOOIBI OT CEMU
JI0 IECSITH JIET.

Hezakonnoe HU3rOTOBJICHUE WA
nepepaboTka HAPKOTHYECKUX CPEACTB, WX
AQHAJIOTOB WJIM TICUXOTPOITHBIX BEIIECTB B
1abopaTopusiX WU C UCTIOIB30BAHUEM CPENICTB
u  o0OpyJoBaHUs,  SBISIIONIUXCS  UYXKOU
COOCTBEHHOCTBIO JIHOO C HCIOJb30BaHUEM
MPEKypPCOpPOB, a PaBHO OpraHu3anus WIu
COJIep>KaHue MPUTOHOB ISl TIOTPEOICHUS WU
pacpoCTpaHEHUsT DJTHUX CPEACTB, a TaKKe

HAKa3bIBAECTCS OTPaHUYEHUEM CBOOOABI OT
TPEX JI0 MATH JIeT WM JIMIIEHHEM CBOOOJBI OT
TPEX [0 MATH JIET.

Jlestnust, IpeyCMOTPEHHBIE YacThIO MIEPBOM
HACTOSIIEN CTAaTbU, COBEPILCHHBIE B pa3Mepax,
IIPEBBIIIAIOIINX HEOOBILIOH, —

HAKa3bIBAIOTCS JIMIICHUEM CBOOOBI OT IATH
JI0 CEMH JIET.

JlesiHus, npelyCMOTPEHHBIE YacThbIO IIEPBOU
WM BTOPOM HACTOSLIEH CTaThbU, COBEPILIECHHBIE:

a) JULIOM, panee COBEPIIMBIINUM
MPECTYIJICHUE, COCTABJISIONIEE HE3aKOHHBIH
000pOT  HAPKOTUYECKHX  CPEACTB  WJHU

MICUXOTPOITHBIX BEIIECTB;

0) Mo npeABapUTEIHLHOMY CIOBOPY I'PYIIION
i

B) B MeCTax OTOBIBaHMS HAaKa3aHHS B BHJIEC
JIAIICHUS CBOOO/IEL;

I) B Y4eOHBIX 3aBEACHUSX WIH B JAPYTUX
MeCTax, KOTOpbIE UCIIONTB3YIOTCS
IIKOJIbHUKAMH, CTYACHTaMHU [JIsl MPOBEIEHUS
Y4eOHBIX, CIIOPTUBHBIX WM OOIIECTBEHHBIX
MEpONPHUATUH, —

HaKa3bIBAIOTCS JIUIIIEHUEM CBOOOIBI OT CEMHU
JI0 IECATH JIET.

HesakonHoe W3TOTOBJICHUE WIn
nepepaboTka HAPKOTUYECKHX CPEACTB, HX
AQHAJIOTOB WJIM TICUXOTPOITHBIX BEIIECTB B
nabopaTopusiX UIU C UCIIOIBF30BAHUEM CPEJICTB
U o0OpyJOBaHUS,  SIBISIFONIUXCS  YYXKOH
COOCTBEHHOCTBHIO OO C UCHOJIB30BaHUEM
MPEKypCOpPOB, a paBHO OpraHU3alus WU
CoJiep>)KaHue MPUTOHOB AJIsI MOTPEOICHUS WU
pacmpoCTpaHEHUs OTHUX CpPEJACTB, a TaKkKe

U3MEHEHUS B
V30ekucras.

cratbto 273 VYK PecnyOnuku
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TESTHUSA, TPEyCMOTPEHHBIE YaCThIO BTOPOU HJIIH
TPEThEH HACTOSIICH CTAaTbU, COBEPIICHHBIC:

a) 0c000 OMAaCHBIM PELUIUBUCTOM;

0) OpraHW30BaHHOW TPYNIOM WX B €€

UHTEpEecax, —

HAKa3bIBa€TCS JIMIIEHHWEM CBOOOABI  OT
JACCATHU OO0 IIATHAAIaTH JICT.

HezakoHHas  mpomaxka  HapKOTHYECKHX
CpCACTB, HUX AaHAJIOIOB MM TICUXOTPOITHBIX
BEIIECTB B KPYITHBIX pa3Mepax, —

HaKa3bIBaCTCs JIMIICHUCM CB06OIII)I oT
JECSITH 10 IBAIATH JIET.

Jluno, COBEpIIMBILIEE JICSTHUS,

npeaAyCMOTPCHHBIC YaCThIO nepBoﬁ HaCTOHH_Ieﬁ
CTaThbu, OCBO60)KI{21€TC$I OT HaKa3aHus, CCIIN
OHO I[O6p0BOJ'IbHO SIBUJIOCH C IIOBUHHOH B
oprabl BJIaCTU W CAAJI0O HAPKOTHUYCCKUC
CpeacrBa, HUX aHaJoru Wik I[CHUXOTPOIIHBIC
BCIICCTBA.

JeSTHUSA, TIPEyCMOTPEHHBIE YaCThIO BTOPOU UITH
TPeTheil HACTOAIICH CTaThU, COBEPIICHHBIE:

a) 0c000 ONaCHBIM PELUIUBUCTOM;

0) OpraHM30BaHHOW TPYNIIOM WM B €€

UHTEpEcax, —

HaKa3bIBaeTCS JIMIIEHHWEM CBOOOABI OT
JACCATHU A0 IIATHAAIaTH JICT.

HezakoHHas  mpomaxka  HapKOTHYECKUX
CpCACTB, HUX AHAJIOTOB MM TICUXOTPOITHBIX
BEIIECTB B KPYITHBIX pa3Mepax, —

HaKa3bIBaCcTCs1 JIMIICHUCM CBO6OIII>I oT
JECSITH JI0 BAJIIATH JIET.

JIuuo, COBEpLIMBIIIEE JeSTHUS,

npeaAyCMOTPCHHBIC YaCThIO nepBoﬁ HaCTOSIIICH
CTaThbu, OCBO60)KIIaeTC$I OT HaKa3aHus, C€CJIH
OHO ,I[O6pOBOJ'ILHO SIBUJIOCh C TOBHUHHON B
opradbl BJIaCTU W CHAJIO HAPKOTHUYCCKUC
CpeacrBa, HWX aHaJoru HWJiInh ICHUXOTPOIIHBIC
BCIICCTBA.

Cratbsa 276. He3akoHHOe H3roTOBJIEHHE,
npuodpeTeHue, XpaHeHue U Apyrue AecTBus
¢ HAPKOTHYeCKHMHM  CPeACTBAMH, HX
aHaAJOTraMH W NCUXOTPONHBIMH
BelllecTBaMH 0e3 1eJIid cObITa

He3akoHHbIE  M3rOTOBJIEHHE, XpaHEHHE,
npuoOpeTeHue, TMPOBO3 WM  TEPEChUIKa
HapKOTI/I‘IE!CKI/IX CpeI[CTB, X AaHaJIOTrOB WA
MICUXOTPOIHBIX BEMIECTB 0€3 1enu cObITa —

AOMMOJTHACTCH
HaKa3bIBAKOTCA IHTpa(i)OM J0 TIATHACCATH

0a30BBIX pacYeTHBIX BEJINUUH 1500041
00s13aTeTbHBIMU OOIIIECTBEHHBIMU pabOTaMU J10

Crarbs 276. He3axkoHHOEe H3roTOBJIEHHE,
npuodpeTeHue, XpaHeHue u Apyrue 1elcTBus
¢ HAPKOTHYeCKHMHM  CpPeACTBaAaMH, HX
aHaJoraMu WA NMCUXOTPONHBIMH
BelllecTBaMH 0e3 1eJIu cObITa

HeszakonHble  WM3TOTOBJICHHE, XpaHEHHE,
npuoOpeTeHue, TPOBO3 WM  IMEpechlKa
HapKOTUYECKUX CPEACTB, WX aHAJIOTOB WIIHU
MICUXOTPOIHBIX BellecTB 0Oe3 1enu cObiTa ¢
HCNOJb30BAHHEM CPEACTB KOMIbIOTEPHOI
TeXHUKH, TeJIEKOMMYHUKAIIMOHHBIX ceTell u
HHGOPMANMOHHO-KOMMYHHKAIMOHHBIX
TEXHOJIOTMH, a paBHO ceTH UHTepHeT —

HaKa3bIBAIOTCS ITpaoM [0 MATHIECATH
0a30BBIX pacyeTHBIX BEIUYHMH 580051
00s13aTeTbHBIMH OOIIIECTBEHHBIMU pa0OTaMU JI0

Hns COBEpIIEHUS MIPECTYIUICHUN o
H3TOTOBJICHHUIO, pUOOpEeTeHHH, XpaHEHUHU
XpaHEHHE U JpYyrue NEHCTBUA C HAPKOTUYECKUMU
CpPEeICTBaMH, UX AHAJIOTAMHM WJIM IICUXOTPOITHBIMU
BellecTBaMM  0e3 menu  cOblTa BCe  dalle
HCIIONB3YIOTCS. YCTPOWCTBA, B OCHOBE KOTOPBIX
Jexar MH(POPMALIMOHHO-KOMMYHHKALIMOHHBIE
TEXHOJIOTMM W KOMIIBIOTEPHBIE CpEACTBA MX
W3TOTOBIICHUS U ()YHKIIMOHUPOBAHUSI.

B cern IHTEpHET Ha HEKOTOPBIX CaUTaX MOXKHO
HaWTH COBETHI, YEPTEKU, PEKOMEHIALUU [0
M3TOTOBJIEHUIO, npuoOpeTeHNH, XpaHEHUHU
XpPaHEHUE U JpYyrue NEUCTBUsS C HAPKOTUYECKUMHU
CpPeICTBaMH, UX AHAJIOTAaMH WJIM TICUXOTPOIHBIMU
BemiecTBaMM  0e3 1enu  cObITa, 4YTO MOXKHO
pacLEeHUBATh KaK UHTEIUIEKTYyaJIbHOE
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TPEXCOT LIECTUIECITH 4acoB 1581071
UCIPABUTEIbHBIMU pab0OTaMH 10 TPEX JIET JINOO
OrpaHUYEHUEM CBOOOABI OT OJHOTO Troja IO
TpeX JIeT WK JUIIEHHEM CBOOOIBI 10 TpeX JieT.
Te ke aesiHusi, COBEPILIEHHBIE:
a) B KpyITHOM pa3Mepe;

0) JUIIOM, panee COBEPILUBIINM
NPECTYIUICHUE, COCTABJIAIONICEe HE3aKOHHBIH
000pOT  HAPKOTHYECKHX  CPEACTB  WIIHU

MICUXOTPOIHBIX BELIECTB, —

HaKa3bIBAIOTCSI OTPaHUYCHHEM CBOOOJBI OT
TpeX M0 MATH JIET JU00 JUIIEHUEM CBOOOBI OT
TpeX 10 MSATH JIET.

JIuuo, COBEPILHUBIILIEE JIesHUS,
MPEyCMOTPEHHBIE YaCThIO MEPBOM HACTOSAILIEH
CTaTbH, OCBOOOXKTAeTCS OT HaKa3aHUs, €CIU
OHO JOOPOBOJBLHO SBWJIOCH C IIOBUHHOW B
OpraHbl BJACTH M CHAJIO0 HAPKOTHYECKHUE
CpelICTBa, WX AaHAJIOTH WM TICUXOTPOIIHbIE
BELIECTBA.

TPEXCOT LIECTUIECITH 4acoB 1581071
HCIPAaBUTEIbHBIMU Pab0OTaMHU 710 TPEX JIET JTu60
OrpaHMYEHUEM CBOOOABI OT OJHOrO Toja a0
TPEeX JIET WIH JIMILIEHUEM CBOOOIBI 10 TPEX JeT.
Te xe nesHus1, COBEpIIEHHbIE:
a) B KpyITHOM pa3Mepe;

0) JUIIOM, panee COBEPIIUBIINM
NPECTYIUICHUE, COCTABJIAIONICEe HE3aKOHHBIH
000pOT  HAPKOTHYECKHX  CPEACTB  HIIU

IICUXOTPOITHBIX BEIIECTB, —

HAaKa3bIBAIOTCSI OIPAaHUYEHUEM CBOOOJBI OT
TPEeX J10 MATH JIET OO JIMIIEHUEM CBOOObI OT
TpEeX 10 MATH JIeT.

JIuno, COBEpLIMBILIEE JesiHus,
IIPEAYCMOTPEHHBIE YaCThIO NIEPBOM HACTOALLEH
CTaThU, OCBOOOX/JAeTCsl OT HaKazaHUs, eciu
OHO JOOpPOBOJILHO SIBWIOCH C IIOBUHHOW B
Opranbl BJIACTM U CHAJI0 HApPKOTUYECKUE
CpPEICTBA, HX AaHAJIOTUM WIA ICUXOTPOIHbBIE
BELIECTBA.

MOCOOHMYECTBO. B CBsI3U ¢ 3THM, ClieyeT BHECTH
u3MeHeHuss B cratbto 276 YK PecmyGnuku
VY36ekucran.

Cratest 278
uHpopmamuzayuu

Hapymenne npasun ungopmaTusanum, To
€CTb CO3/JaHME, BHEIPEHHE M DKCIITyaTalus
MH(OPMALIMOHHBIX cHUcTeM, 0a3 u OaHKOB
JaHHBIX, CUCTeM OOpabOTKM U mepenadyu
nH(pOpMallUY, CAaHKIMOHUPOBAHHBIA JTOCTYI B
MH(POPMAIIMOHHbIE CUCTEMbl 0€3 NPUHATHA
YCTAaHOBJICHHBIX MEp 3alllUThl, NPUYMHUBIIEE
KPYIHBIA yiiepOd 7100 CyIIEeCTBEHHBIH Bpen
IpaBaM MJIM OXPaHSIEMbIM 3aKOHOM HHTEpecaM
rpaxgad  Jau00  TOCYJapCTBEHHBIM WM
0OIIIeCTBEHHBIM HHTEpECaM, —

Hapymenne mnpaBui

Cratean 2781, Hapymenune mnpaBua
IKCHIIyamayuu uHPopmayuoHHbIX pecypcos

Hapymenue IPaBUIT IKCITyaTALMHU
HHQOPMALMOHHBIX  PecypcoB, TO  €CThb
CO3/laHMe, BHEApPEHHEe M  OJKCIUTyaTalus
UH(POPMAIIMOHHBIX CcHCTeM, 0a3 M OaHKOB
JNaHHBIX, cHUCTeM OO0pabOTKM U mepenadu
uHbopMalMM B  TPOLECCe  DKCIUTyaTalllH
MH(OPMALIMOHHBIX pecypcos,
CaHKIIMOHUPOBAHHBIN JOCTYI B
MH(OPMALIMOHHBIE CHUCTEMBl 0€3 NPUHATUA
YCTQHOBJICHHBIX ~MEp 3allUTbl, a PaBHO
HE3aKOHHBIN (HECAHKIIMOHWPOBAHHBIN) JOCTYII
K HHMM, NMPUYUHMBILEE KPYNHBIA ymepO iubo
CYUIECTBEHHBIH Bpe IpaBaM WK OXPaHIEMbIM

s o0o3HaueHUs aKTyaJlbHOCTH U BaKHOCTH

TOYHOTO  OIpENEseHus, a TaKXKe yKa3aHusd
KOHKPETHOTO o0BeKTa MPECTYITHOTO
[IOCATaTENbCTBA BHOCSTCS pEIaKIMOHHbIE
U3MEHECHUS.
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Hakas3bpiBaeTcs MmTpadoM J0 MATUIASCATH
MUHUMAJbHBIX pPa3MepoB 3apabOTHOW IJIaThl
WM UCIPABUTEIBHBIMH Pa0OTaMU 10 OMHOTO
roja.

Te Ke  JEWCTBUA, COBEpPLICHHBIE C
MPUIMHEHUEM 0CO00 KPYITHOTO yIepoa, —

HAKa3bIBAIOTCS MITPAdOM OT MATHACCATH 10
CTa MHMHHUMAJBHBIX pa3MepoB 3apabOTHOM
IJIaThl WM HMCIPABUTEIBHBIMU pabOTaMu OT
OJIHOTO rojia A0 ABYX JIeT.

3aKOHOM UHTEpecam rpaxKIaH mbo
TOCYZapCTBEHHBIM WM  OOIIECTBEHHBIM
UHTEepecam, —

HakasblBaeTcs MTpadoM 10 TMSITUIECATH
MUHUMAaJIbHBIX Pa3MEPOB 3apabOTHON IIATHI
WM UCHPABUTEIbHBIMU pabOTaMU /10 OJHOTO
roja.

Te ke  JeHCTBUS, COBEpILIEHHBIE C
MPUYUHEHUEM 0c000 KPYITHOTO yiepoa, —

HaKa3bIBAIOTCS MITPadOM OT MATUAECATU 10
CTa MHHHUMAJbHBIX pa3MepoB 3apabOTHOMN
IJIaThl WM HCHPABUTEIbHBIMU pabOTaMU OT
OJHOTO Troja 10 JABYX Jer Jubo
orpaHuyeHreM CBOOO/IbI /IO IeCTH MecsileB.

Cratbs 2782
(HECAaHKUMOHMPOBAHHDBII)
KOMIILIOTEPHOH MH(POPMALUHT

He3zaxkoHHBIi (HeCaHKIIMOHUPOBAHHBIH)
JOCTYN K KOMIIBIOTEPHON UH(OPMAIIMH, TO €CTh
uHpopMauu B HH(pOpPMAaIMOHHO-
BBIUMCIUTENBHBIX CHUCTEMaX, CeTSIX M HX
COCTaBHBIX 4YacTAX, €CIM D3TO JIEHCTBHE
MOBJIEKJIO  YHUYTOXKEHHE,  OJIOKMpOBaHHUE,
MOJU(UKAIMIO, KONMPOBaHUE JHOO mMepexBar
uH(popmManuu, HapyLIeHHUe padoTsbI
3JIEKTPOHHO-BBIYHCJIHTEIbHBIX MalINH,

He3zaxkoHHubIi
AOCTYyN K

CHCTEeMBI  JJIeKTPOHHO-BBIYHMCIUTEIbHBIX
MAIIMH HJIH UX CeTH, —
HaKa3bIBaeTCs urpadom 10 cTa

MUHUMAJIBHBIX pPa3MepoB 3apabOTHOW MIaThl
WJIY JINIIEHUEM OIIPEJEJICHHOTO MpaBa A0 Tpex
neT nub0 HCIpaBUTENBHBIME paboTamMu 10
OJIHOT'O To/1a.

To ke IecTBHE, COBEPILIEHHOE:

Crarbs 2782, He3akoHHBIH
(HeCAaHKIIMOHMPOBAHHBII) AOCTYII K
KOMIILIOTEPHOH HH(pOPMALMHU

HezakonHbrit (HEeCaHKIIMOHUPOBAHHBIH )
JOCTYN K KOMIIBIOTEPHON MH(OpMALUH, TO €CTh
uHbopMaluY, HAXOIsIeHCsT B KOMHbIOmepe
UL UHBIX YCMPOTICMEax 00padomKu OaHHBbIX,
uHpopmayuonnou cucmeme, 6azax u d6ankax
OaHHBIX, cucmemax oo0padbomku u nepeoauu
uHgopmayuu, eCiu 3TO JNEHUCTBUE IOBJIEKIO
YHUUTOXKEHUE, OJOKHUpOBaHUE, KOIHWPOBAHUE
0o nepexsaT UHpOpMaIUH, —

HaKa3bIBaeTCs mrpagom 110 cTa
MUHUMAJIBHBIX pPa3MepOB 3apabOTHON TIATHI
WM JIUILIEHUEM OMpPEeIeIeHHOr o Mpasa /10 Tpex
aer nub0 HUCHpaBUTENbHBIMH paboTamMu 10
OJIHOTO roj1a.

To ke neicTBHUE, COBEPIIECHHOE:

a) MO MpeBAPUTENILHOMY CTOBOPY I'PYIIION
JIUIL;

0) MOBTOPHO WJIM OMACHBIM PELIUIUBUCTOM;

3akoH PecniyOmnku Y36ekucran «O rapantusix u
cBoOoJIe 1ocTyna K MH(pOpMaIUm» ONpeiessieT, 4To
KaXIOMY TPaKIAaHWHY TapaHTHPYETCS TPaBO
J0CTyIa K MHPOPMALUU U TFOCYJApCTBO 3aLUILACT
mpaBa  KaXJOTO  HAa  IOWCK,  MOJy4YeHHE,
UCCIIeIoBaHMe, TIeperady M paclpocTpaHeHHe
nHpopmManuu. Ocobo yKa3aHo, 41O
rOCyJJapCTBEHHbIE OpraHsbl, OpraHbl
CaMOYTIpaBICHUS rpax/aH, OOIIeCTBEHHBIE
00bEeTMHEHNUS, HpeaNpUATHS, yUpeKACHUS,
OpraHu3alii ¥ JOJDKHOCTHBIE JIMIAa HE MOTYT
OpeJOoCTaBIATh  MH(MOpMAIMIO,  COAEpPXKAILYIO
TOCYAapCTBEHHYIO WII HHYIO OXPAHAEMYIO 3aKOHOM
TalHy.

[TosTomy 3TTOYMBIICHHUKH MOTYT
NpEeaNpUHUMATh MEpPbl 10 B3JIOMY CalWTOB WM
JIpyTUX WH(POPMAIMOHHBIX pecypcoB
rOCYJapCTBEHHbIX OpraHoB M opranuzamuii. K
npumepy, 19 Hos0ps 2013 roma xakepckas
rpynnupoBka Bangladesh Grey Hat Hackers
B3JI0Majia BeO-calThl razetsl «HapoaHoe cioBoy» u
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a) 110 IIPEIBAPUTEIILHOMY CTOBOPY I'pPyIIION
I
0) IOBTOPHO MJIM OMACHBIM PEIHIUBUCTOM;

B) C  HCHOJB30BaHHEM  CIy>KEOHOTO
MTOJIOKCHHS,

I') OpraHW30BaHHOW TPYNIOW WM B €€
UHTEpEecax, —

Haka3bIBaeTCs MWTpPa(GoM OT CTa IO TPEXCOT
MUHHMAaJIBHBIX Pa3MEpoB 3apa0OTHOW IUIATHI
WIN HCIPABUTENBHBIMU Pa0OTaMU OT OJHOTO
rojia 10 JIByX JIET WJIK OTPAHUYCHHUEM CBOOOIBI
OT OJHOTO To/ia J0 TpeX JeT JH00 JHMIICHUEM
cBOOO/IBI /10 TpEX JIET.

JOIMOJTHACTCH

B) C  WCIONB30BAHHEM  CIIy’)KEOHOTO
MIOJIOYKEHNUS,

I') OpraHM30BaHHOM TpYIION HIM B €€
HMHTEpecax, —

HaKa3bIBaeTcs WTpadom OT cTa A0 TPEeXcoT
MUHUMAJIbHBIX pPa3MepoB 3apabOTHOW IIAThI
WIM KCIPABUTEIbHBIMU paboTaMu OT OZHOIO
roja 7o JIByX JIeT WM OTPaHUYEHUEM CBOOOIbI
OT OJHOTO TOAa JI0 TpeX JIeT JUOO JTUIIEeHUEM
cBOOO/IBI 10 TpeX JIeT.

[eiicTBusl, NpegyCMOTPEHHbIE YacTbIO
NMepBOM MJM BTOPOH HACTOsIIEH CTATbH,
NOBJIeKIIINeE HapylIeHHue
(GyHKIHOHUPOBAHUSA HauunonannHoii
uHopManoHHOi cpepsbl, —

HAKa3bIBAKOTCA WITpagoM OT TPexcoT 10
IeCTHCOT MMHHMMAJIbHBIX pa3mepoB
3apa0oTHOl IUIATBI MJIH OrPAHMYEHHEM
cB00OABI 10 Tpex JieT Ju00 JHMIIeHHeM
cB000/bI 10 TPeX JIeT.

ee y30eKCKoi Bepcun «XalkK Cy3u». AHAJIOTMYHbBIN
cilyyait ¢ pecnyOJMKaHCKOW Ta3eTol MMeNl MECTO U
27 mapta 2016 rona. Torga Ha IJIaBHBIX CTpaHMILIAX
caiiToB Obula pa3MelleHa 3acTaBka TPYIIIbI,
HasbIBatoleit cebs Anonplus. B pesynbTare B3inoma
[JIaBHBIE CTpPaHUIBl ra3eT ObUIM H3MeHEeHbl. 20
HostOpst 2017 TOma OBUIM HENOCTYNHBI CAMTHI
MunuctepcTBa IOCTUIUHM, XOKuMusta TaiikeHTa,
I'ocynapcTBeHHOTO IIEHTPa TECTUPOBAHUS U APYTHE
CaliTl  TOCYJNApCTBEHHBIX  YUpPEXKICHUH U
opranu3anuii. [Ipu nmovcke agpecoB 3THUX CANTOB B
Google B pe3ynbraTax MOXKHO OBLIO YBUIETH (ppa3y
«Hacked By Skidie KhaN TeaM Cyber
CommandOsy», 4to roBoput 06ux nedeiice (3ameHa
MIaBHBIX cTpanull). OJHaKo, K COXaJICHHUIO, B
YTroJ0BHOM  KOJEKCE HE IMpelycMaTpuBaeTcs
crienanbHas HOpMa, yCTaHaBJIMBAOLIAS
OTBETCTBEHHOCTh 332  HECAHKI[MOHUPOBAHHBIHI
JOCTYIl K TOCYJapCTBEHHBIM HH(POPMaIMOHHBIM
pecypcam U cucTemMam.

Crarbs 278%. H3roropiieHHe ¢ LeJbIO
cObiTa JM0O0 COBIT M PpacnpoCTPaHEHHE
CHEeNUAIBHBIX CPeIACTB I MOJYyYeHUs
HE3AKOHHOI'0 (HeCAaHKIMOHUPOBAHHOIO)
AOCTYNA K KOMNbIOMEPHOU cucmeme

Cratha 278%. U3rotoBieHHe ¢ IeJIbI0
cObITa JH00 COBLIT, HCHOJbL30BAHHE WJIH

pacnpocTpaHeHue cnenuaJbHbIX
NPOZPAMMHBIX UIU ANNAPAMHBIX CPENCTB I
MOJTy4YeHHsI HEe3aKOHHOT'0

(HeCAaHKIMOHMPOBAHHOI0) A0CTyna K
3AUUULEHHBIM UHPOPMAUUOHHBIM pecypcam,

N3rotoBneHue ¢ 1eNbi0 cObITa TUOO COBIT U | @  pa6HO 01 He21ACHO20  NOJIyYeHUs
pacripocTpaHeHHUe CIIeUaTbHBIX POTPAMMHBIX | #Hopmauuu
WIM anmapaTHBIX CPEICTB JUIsl TONydYeHUs NsrotoBnenue ¢ 1enpio cObITa TUOO COBIT,
HE3aKOHHOTO (HECaHKIIMOHUPOBAHHOTO) | HCMOJb30BAHUE  WJHM  PAaclpOCTpaHEHHE
JOCTyMa K 3alllMIIeHHOHl KOMNBbIOTEPHOI | CTICIMANBHBIX MPOTPAMMHBIX WM allllapaTHBIX
cucreme — CPEICTB  JUIsl  TIONyYeHUS  HE3aKOHHOTO
(HECaHKIIMOHUPOBAHHOTO) JocTyma K
JAOMOJTHSIETCSI 3alMIIEHHbIM HH(OPMALIMOHHBIM

s o0o3HaueHUs aKTyaJlbHOCTH U BaKHOCTH

TOYHOTO  OIpENENeHus, a TaKXKe yKa3aHusd
KOHKPETHOTO o0BeKTa MPECTYITHOTO
[IOCATaTENbCTBA BHOCSTCS pEIaKIMOHHbIE
U3MEHECHUS.
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HakaszplBaeTcss mrTpagoM O  JIBYXCOT
MUHHMAJIbHBIX Pa3MEpOB 3apa0OTHOW ILIATHI
WIA HCIIPABUTEIBHBIMA paboTaMu 10 OJHOTO
roja.

Te sxe neicTBUsl, COBEPLICHHBIE:

a) MO MpeIBAPUTEIBHOMY CrOBOPY IPYIION
JIAII,

0) IOBTOPHO MJIM ONACHBIM PELIMIUBUCTOM;

B) C  HCIOJb30BAaHHEM  CIyKEOHOrO
II0JIO’KEHHS,

I) OpPraHU30BaHHON TpyNIOM WiIM B ee
UHTEpECcax, —

HakKa3blBalOTCS IITpadoM OT JBYXCOT [0
TPEXCOT MHUHUMAJIBHBIX Pa3MepoB 3apabOTHOM
IUTaThl WJIM HCIPABUTEIBHBIMH DPabOTaMH OT
OJIHOT'O roJia 10 TPEX JIET.

pecypcaM, a PpaBHO /Jd HeEIJIaCHOIO
nojy4eHus nugopmanum, -

HakasplBaeTcss  mTpagoM O  JBYXCOT
MUHUMAJIbHBIX pPa3MepoB 3apabOTHOW IJIaThl
WIM UCIPABUTEIBHBIMU pabOTaMu /10 OAHOIO
roja.

Te xe AercTBUS, COBEPLICHHbIE:

a) 10 MpeABAPUTEIBHOMY CTOBOPY IPYyMIION
JIHLL;

0) IOBTOPHO MJIM ONACHBIM PELIUIUBUCTOM;

B) C  MHCIOJb30BAaHUEM  CIIy>)KEOHOTO
II0JIO>KECHHS],

I) OpraHM30BaHHOM TpYIION WM B ee
UHTEpEcax, —

HaKa3bIBalOTCS IITpaoM OT JBYXCOT [0
TPEXCOT MUHUMAJIBHBIX Pa3MepoB 3apabOTHOM
I1aThl WM HUCHPAaBUTENbHBIMU pabOTaMU OT
OJIHOT'O I'0J1a 10 TpeX JIeT.

CraTtbs 2784, Monuduxauus
KOMIILIOTEPHOH HH(POPMALUHT
Monuduxanms KOMITBIOTEPHOU

nHpOpMaIUHU, TO €CTh HE3aKOHHOE U3MEHEHHE,
ITOBPEXKICHHUE, CTUpaHue uH(opMaluy,
XpaHsIleWcs B KOMIIBIOTEPHOM cCuCTEME, a
pPaBHO BHECEHHE B HEE 3aBEIOMO JOXHOU

Crarbps 278°. Moauduxanusi
KOMIILIOTEPHOH HH(pOPMALMHU
Moaudukarus KOMIBIOTEPHOM

nH(pOpMaIMY, TO €CTh HE3aKOHHOE U3MEHEHHUE,
MIOBPEXKICHHUE, CTUpaHUE nH(popMaluy,
XpaHAIIEHCs B KOMIIBIOTEPHOM CHUCTEME, a
PaBHO BHECEHHE B HEE€ 3aBEAOMO JIOKHOU

uHbopMalny, MPUYMHMBIIEE KPYNHBIN yiiepO | nHpopmanuy, NMOBJICKIIIee  HApYLICHHe
au00  CyIIECTBEHHBIM Bpen IMpaBaM WIH | padoThl 3J1eKTPOHHO-BBIYHCJIUTEIbHBIX
OXpaHSEMbIM 3aKOHOM HHTEpecaM TpakJaH | MallllH, CHCTEeMBbI 3JIEKTPOHHO-
TM00 TOCYAApCTBEHHBIM WM OOIIECTBEHHBIM | BBIYMCIAUTENbHBIX MAIIMH WJIM WX CeTH,
UHTEpECaM, — NpPUYMHMBIIEE  KPYNHBIA  ymepd — imbo
CYILLECTBEHHBIN BpeJ MpaBaM UM OXpaHsIEeMbIM
JAOMOJIHSACTCS 3aKOHOM HUHTEpECcaM rpaxaaH 1100
rocy/1apCTBEHHBIM W 00LIECTBEHHBIM

UHTEpECaM, —

C yweroM TOro, u4ro  MoAauduUKaUA
KOMITBIOTEPHON HH(OpPMALUU MOXET IOBJEYb 32
co0oii HapyuieHue  paboThbl AIIEKTPOHHO-

BBIYMCIUTENbHBIX MAaIllMH, CHUCTEMBl 3JIEKTPOHHO-
BBIYHCIIUTCIBHBIX MalllluH 0051 nux CC€TU,
npeJlaraeTcsi  paclIMpUTh JAMCIO3UIMIO  YacTH
nepBoii crateu 278* YK Pecrry6muku Y36exucTan.
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HaKa3bIBAETCS mrpagpom 10 cTa
MUHHMAaJIbHBIX Pa3MEpOB 3apa0OTHOW IUIATHI
WM UCHPABUTEIBHBIMH Pa0OTaMU JI0 OJHOTO
rojia WJIi OTPaHUYCHUEM CBOOOIBI /IO IBYX JIET
00 JIMIIIEHUEM CBOOOIBI /IO IBYX JIET.

Te e AeicTBUS, COBEPIICHHbIE:

a) C MPUYMHEHUEM 0CO00 KPYITHOTO yIepoa;

0) 1o peABapUTEILHOMY CTOBOPY TPYIIION
JIHLL;

B) TIOBTOPHO WJIM OIACHBIM PEUUIMBHCTOM,

HaKa3bIBAIOTCS UCIIPABUTEIILHBIMU
paboTaMu OT OIHOTO TOJAA IO ABYX JIET HIIH
OrpaHUYCHUEM CBOOOJBI OT JIBYX IO TPEX JIET
700 JMIIEHHEM CBOOOJIBI OT ABYX JI0 TPEX JIET.

HAKa3bIBAETCS mrpadom 10 cTa
MUHUMAJIBHBIX Pa3MEPOB 3apaOOTHOM IUIATHI
WIA HWCIPABUTEIBHBIME PabOTaMH 0 OJHOTO
roJia WK OrPaHUYCHUEM CBOOOJBI 10 JIBYX JIET
1100 JIMIIEHHEM CBOOOIBI JI0 IBYX JIET.

Te xe AercTBUS, COBEPIICHHbIE:

a) C MPUYMHEHUEM 0CO00 KPYITHOTO yIIepoa;

0) 1Mo npeABapUTEIIBHOMY CrOBOPY TPYIIION
AL,

B) ITOBTOPHO MJIM OINACHBIM PEIUIUBHCTOM,

HaKa3bIBAIOTCS UCTIPABUTEIHHBIMU
paboTamMu OT OAHOIO TojAa A0 JABYX JIET WM
OTpaHMYECHUEM CBOOOJBI OT JBYX 0 TPEX JIET
1100 JUIIEHUEM CBOOOIBI OT ABYX JO TPEX JIET.

Crartbs 278°. KoMnbloTepHbIi cafoTax

VY MBILIJIEHHBIA BBIBOJ U3 CTPOS YY>KOTO WUJIU
CIIy’ke0HOT0 KOMIBIOTEPHOTO 000pYAOBaHUs, a
PaBHO pa3pylIeHUE KOMMBIOTEPHON CHCTEMBI
(KOMITBIOTEPHBIN caboTax) —

JOMMOJTHHACTCH

Haka3blBaeTCs IMITPaQoOM OT TPEXCOT [0
YETBIPEXCOT MUHUMAaJIbHBIX pa3MepoB
3apabOTHOM TIJIATHI c JTUIICHUEM
ONpPEACIEHHOr0 TpaBa N0 Tpex JeT WIn
OrpaHMYEHUEM CBOOOJBI /10 ABYX JIET JHOO
JMILIEHHEM CBOOOIBI 0 JIBYX JIET.

Te ke nelcTBUs, COBEPIICHHBIE:

a) 1O MpeBapUTEIbHOMY CTOBOPY IPYMIOi
JIAIL,

0) IOBTOPHO WJIM OTACHBIM PELUJAUBUCTOM,

Crartbs 278°. KomnbloTepHblii cadoTam

VY MBILIJICHHBIN BBIBOJI n3 CTpos
KOMITBIOTEPHOTO 00OPYJOBaHUS MJH HHBIX
YCTPOMCTB 00padoTkn AAHHBIX,
HH(OPMALIMOHHON cHcTeMbl, 023 U 0aHKOB
JaHHBIX, CHCTEM O00pPadOTKM M mepeaavyu

HHpopManMKU, A  pPaBHO  pa3pyllICHHE
KOMITBIOTEPHOH  CHUCTEMBI  (KOMIIBIOTEPHBIN
caboTtax) —

Haka3bIBaeTcs IWITpaQoOM OT TPEXCOT [0
YETBIPEXCOT MUHUMAaJIbHBIX pa3MepoB
3apabOTHOM TIJIATHI c JTUTIICHUEM

ONPEACIEHHOTO IIpaBa a0 Tpex JIET WM
OTpaHWYEHUEM CBOOOIBI 1O JABYX JIET JHOO
JTUIICHHEM CBOOOBI 10 IBYX JIET.

Te xe AercTBUS, COBEPIICHHbIE:

a) MO MpPeIBAPUTEILHOMY CTOBOPY TPYNION
JIMIL;

0) MOBTOPHO WJIM OIMACHBIM PEIHAUBHCTOM,

I[J'IH 0003HaYEHU AKTYAJIbHOCTH W BaKHOCTU

TOYHOI'O OIIPCACIICHUA, a TaKXeC YKa3zaHuda
KOHKPCETHOI'O 00BEKTa MMPECTYIIHOTO
nocAararejabCTBa BHOCATCA PEAAKINOHHEBIC
HU3MCHCHMUA.
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HaKa3bIBAIOTCS UCIIPAaBUTEIbHBIMU
paboraMu OT JBYX JO Tpex JIeT WIH
OTpaHHYEHUEM CBOOOJBI OT JIBYX JO TpPEX JIeT
MO0 JTUIIIEHHUEM CBOOOIBI OT IBYX JIO TPEX JIET.

HaKa3bIBAIOTCS HCIIPABUTEIbHBIMU
paboramu OT JBYX JO TpexX JIeT WIH
OTpaHHYEHUEM CBOOOJBI OT JIBYX JO TPEX JIeT
u60 JUIIEHHEeM CBOOOIBI OT JBYX A0 TPeX JIeT.

Cratbsa 278%. Co3naHue, HCIOIb30BAHHE

Wi pacnpocTpaHeHue BPEIOHOCHBIX
nporpamMm

CozaHue KOMIBIOTEPHBIX MPOTpamMM HIH
BHECCHHE HM3MEHEHHWH B  CYIIECTBYIOIIHE

IIPOrpaMMbl C LEJIbI0 HECAHKLIMOHUPOBAHHOTO
YHUUTOXKEHUSI, OJIOKMPOBAHUSI, MOAU(PUKALIH,
KONMPOBAHUS WIM TIepexBaTa HHQOpMaIuH,
XpaHsIIencs WIn nepeaaBacMon B
KOMIILIOTEPHOIi cucTeMe, a paBHO pa3pabdoTKa

CHELMAaJIbHBIX  BUPYCHBIX IIPOTPaMM, HX
YMBILUIEHHOE HCII0JIb30BaHNE WIH
pacnpocTpaHeHne —

Haka3bIBaeTCs mMTpadoM OT CTa JI0 TPEXCOT
MUHUMAJIbHBIX pPa3MepoB 3apabOTHOW MaThl
WJTU OTPAaHUYEHUEM CBOOO/IBI 10 ABYX JIET JTHOO
JTUIICHUEM CBOOOBI 10 ABYX JIET.

Te ke nelcTBUs, COBEPIICHHBIE!

a) C MPUUMHEHUEM 0CO00 KPYITHOTO yIiepoa;

0) 1Mo npeaABapUTEIbHOMY CTOBOPY IPyIIION
i

B) TIOBTOPHO WJIA OTIACHBIM PEITUINBUCTOM;

I') OpPraHM30BaHHON TPYIION WK B €€
WHTEpecax, —

HAKa3bIBAIOTCS OTPAaHUYCHHUEM CBOOOIBI OT
JBYX JIO TPEX JIET JTNOO JIMIIEHUEM CBOOOIBI OT
JBYX JO TpeX JIeT.

Cratbsa 278’. Co3naHue, HCIOIb30BAHHE

WIH pacnpocTpaHeHue BPEIOHOCHBIX
nporpaMmm

Cozanue KOMIBIOTEPHBIX MNPOTpamMM WM
BHECCHHE M3MEHEHHH B  CYIIECTBYIOIIHE

[IPOrpaMMbl C LEJIbI0 HECAHKIIMOHMPOBAHHOTO
YHUUYTOXKCHUs, OJOKHPOBaHUS, MOAU(DUKALINY,
KOIIMPOBAaHUS WM IepexBaTa HH(opmMaiuu,
XpaHsencs 1581071 repeaaBaeMon B
uH(pOpMANIMOHHOM cUcTeMe, 0a3aX M OaHKaX
JAHHBIX, cUCTeMaX 00paloTKM M mepelayu
uHpopmanuu, BBIBO/Ia u3 cTposi
0o0oOpyn0BaHMs, a PaBHO pa3paboTKa B ITHX
LEJIAX CHEeLHATbHBIX BUPYCHBIX IPOTrPaMM, UX
YMBILLIEHHOE HCIIOJIb30BAHNE WIH
pacnpocTpaHeHue —

HakasbIBaeTcsi mTpadoM OT CTa 10 TPEXCOT
MUHUMAJIbHBIX pa3MepoB 3apabOTHOW IJIaThl
WM OTpaHUYEHHEM CBOOOIBI 10 JIBYX JIET JINOO
JUILIEHHEeM CBOOOIBI 10 ABYX JET.

Te xe AercTBUS, COBEPIICHHBIE:

a) C MpUYUHEHHEM 0c000 KpyITHOro yiepoa;

0) Mo npeABapUTEIHLHOMY CrOBOPY IPYIIION
1L

B) IOBTOPHO WJIM OMIACHBIM PELUAUBUCTOM;

I) OpraHM30BaHHOM TpYIION HIM B €€
UHTEpecax, —

HaKa3bIBAIOTCS OTPaHUYEHHUEM CBOOOJBI OT
JBYX 110 TpeX JIeT J100 JUIIEHHEM CBOOOIbI OT
JBYX J0 TPEX JIET.

Jnst 00603HAUEHUS! AKTYyaJbHOCTH U BaXXHOCTH

TOYHOTO  ONpEJeNIeHUs, a TaKKe YyKa3aHus
KOHKPETHOTO o0BeKTa MIPECTYIHOTO
HOCATaTeNIbCTBA BHOCSITCS pEIaKIMOHHbIE
WM3MEHEHUSI.
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IMPUJIOKEHHUE Ne 3.
Ilpoexm

3AKOH PECITIYBJIMKHA Y3BEKUCTAH
O O0opb0e ¢ npecTyJIeHUSIMU
B c(pepe HHPOPMAIMOHHBIX TEXHOJIOTMH

I'maBa 1. O01mue moJ0KeHus
Crarps 1. Heab HacTosimero 3akona

Lenpro HacTOsIIIETO 3aKOHA SIBJISIETCS PETYIUPOBAHNE OTHOILIEHUH B 001acTH
O60pr0e ¢ MpecTyIeHusIMH B chepe HHPOPMAITMOHHBIX TEXHOJIOTHH.

Crarps 2. 3akoHoaaTeJbCTBO 0 00pbOe ¢ mpecrymieHusMu B cdepe
HH(POPMALMOHHBIX TEXHOJIOTHH

3aKOHOJATEIBCTBO O 0OpbOE € MPECTYIUICHUSIMHU B chepe NHPOPMALIMOHHBIX
TEXHOJOTHH COCTOUT M3 HACTOSAIIETO 3aKOHA M MHBIX aKTOB 3aKOHOATEIbCTRA.

Ecnu mexynapoaasiM 1oroBopoM PecrnyOnmku Y30e€KUCTaH yCTaHOBIICHBI
WHBIC TTpaBujia, YeM T€, KOTOPbIE MPETyCMOTPEHBI B 3aKOHOaTeNIbcTBE PectyOnmku
VY36ekuctan o 60prOe ¢ MpecTyIIeHusIMH B chepe HHPOPMAIIMOHHBIX TEXHOJIOTHH,
TO IPUMEHSIOTCS MPaBUIa MEXKIYHAPOTHOTO TOTOBOPA.

Crartbi 3. OcCHOBHBIC TIOHATHSA
B nacrosiieM 3akoHe PUMEHSIOTCS CIEAYIOIINE OCHOBHbBIC MOHATHUS:

KOMNblOmMepHas cucmema — J000€ YCTPOHCTBO WJIM COBOKYIHOCTb
B3aMMOCBSI3aHHBIX, MJIM CMEXHBIX YCTPOWCTB, OJTHO WJIM HECKOJBKO M3 KOTOPHIX,
JEHUCTBYS B COOTBETCTBHU C MPOrPaMMOM, OCYIIECTBISIOT aBTOMATHYECKYIO
00pabOTKy JaHHBIX;

KoMnvlomepHvle O0aHHble — JII000€ TpeacTaBicHue (PaKTOB, CBEACHUN WU
NOHATUH B (opMe, MPUTOJHON ajis OOpabOTKM C TOMOLIBI0 KOMIBIOTEPHOMN
CHUCTEMbl, B TOM 4YHCJIE TPOrpaMMbl, MpPEIHA3HAYCHHbIC ISl BBIMOJIHEHUS
KOMITBIOTEPHOW CUCTEMOM TEX WJIM UHBIX JCHCTBUN;

nocmaswux yciye — Jro0as (U3MYECKUE WM IOPUAMYECKUE JIIIa,
TrOCyJapCTBEHHBIC OpraHbl WJIM WHBIE OpTaHW3allid, MPEJOCTABIISIONIAS
MOJIb30BATEISIM OKAa3bIBAEMBIX €10 YCIIYT BO3MOXKHOCTh OOMEHUBATHCS JTAHHBIMU
MOCPEJICTBOM KOMITBIOTEPHOM CHCTEMBI, a TaKXe Jro0as Japyras OpraHu3alus,
OCYILECTRIISIIONIAsE 00paOOTKY WIM XpaHEHUE KOMIIBIOTEPHBIX JaHHBIX TIO
MIOPYUYEHUIO CITYKOBI CBSI3U WJIM TOJIb30BaTENICH €€ yCIyT;

oanmuble 00 UHDOPMAYUOHHBIX NOMOKAX — JOOBIC JaHHBIC, CBSI3aHHBIC C
oInepalnusMH 10 nepeaadye MHGOpMaIUU MOCPEACTBOM KOMIIBIOTEPHOM CHUCTEMBI,
KOTOpPBIE TE€HEPUPYIOTCS KOMIBIOTEPHOM CHCTEMOW, SBISIOUICHCS 3BEHOM
COOTBETCTBYIOIEH KOMMYHHMKAITMOHHOM IIEMIOYKH, W YKa3bIBAIOT HA HCTOYHHK,
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Ha3HAuY€HUE, MapIIpyT, BpeMms, Jary, pa3Mep, MNPOAOHKUTENbHOCTh WM THUI
COOTBETCTBYIOILIETO CETEBOTO CEPBHCA;

Mepvl  Oe3onacHocmu  — TPUMEHEHHUE TPOILEeayp, YCTPOWCTB WU
CIICIIMATIU3UPOBAHHBIX KOMIIBIOTEPHBIX MTPOTPAMM, C TTOMOIIBIO KOTOPBIX JTOCTYII K
KaKON-IM00 KOMIBIOTEPHOM CHCTEME OTpaHMUYCH JIMOO 3arpenieH Uil HEKOTOPhIX
KaTErOpUi M0JIb30BaTEIICH.

Cratbs 3. OCHOBHBbIC IPUHUMIIBI 00PBOBI € NMpecTyIVIeHUAMH B cdepe
HH(OPMALMOHHBIX TEXHOJIOIHH

OCHOBHBIMM  TIpPUHIMIAMH OOpPHOBI € TPECTyIUICHUSIMU B cdepe
MH(OPMAIMOHHBIX TEXHOJIOTUU SIBIISIOTCS:

1) 3aKOHHOCTB;

2) npuoOpuUTET TIpaB, CBOOO 1 3aKOHHBIX HHTEPECOB UETIOBEKA;

3) codeTaHue IIIACHBIX U HETJIACHBIX METOJIOB;

4) Hen30€)KHOCTh HaKa3aHu4,

5) KoMIIbIOTEpHAs 0€30MMaCHOCTD U 3allUTa NMEPCOHATBHBIX JaHHBIX;

I'naBa 2. Opransl, ocymecTBiasiiomue 00pb0y ¢ NpecTynJIeHusiMi B
chepe HHGPOPMAUOHHBIX TEXHOJIOTHH, X NIPABOBOM CTATYC

Crarba 4. Ilo1THOMOYMS rOCYIaPCTBEHHBIX OPraHOB B 00,1aCTH 00PHObI
C IpecTyIIeHuAMH B cepe HHPOPMALMOHHBIX TEXHOJIOIMH

I'enepanpHas npokypaTypa PecnyOnuku Y30ekuctan u JlemapTaMeHT IO
Oooprbe ¢ IKOHOMHUYECKMMH MpPECTYIUIEHUSMU Tpu [ eHepanbHON MpoKypaType
PecnyOnuku Y30€eKUCTaH COCTABIISIOT U TOCTOSHHO aKTYaJu3UPYIOT 0a3bl JaHHBIX
O MIPECTYIUICHUAX B chepe NHHOPMALMOHHBIX TEXHOJIOTHH.

HenaprameHT 10 OOphOE€ € HDKOHOMHUECKUMHU TNPECTYIUICHUSIMUA TIPH
['enepanbHON npokypaType PecnyOnuku Y30ekucTan OCyliecTBIsSIET ONepaTUBHO-
PO3BICKHYIO  JI€ATENIbHOCTh, YTOJOBHOE TMpPECIEIOBAaHUE, MEKIYHAPOAHOE
COTPYJHUYECTBO, UACHTU(DUKAIIMIO JIMI], COBEPUIMBIINX MPECTYIUICHUS B cdepe
MH()OPMAITMOHHBIX TEXHOJIOTHUH.

HenapramedHT 10 OOprOE€ € HKOHOMHUECKUMHU TPECTYIUICHUSMU TIPH
['enepanpHOM mpokyparype PecnyOmukm VY30eKuCTaH COBMECTHO C JAPYTHMU
OpraHaMH U OpraHU3AUSMH OCYILIECTBIISIET MEPOIIPUATHS 110 MPETyIPEXICHUIO U
Ooppbe ¢ TmpecTymieHusMH B cdepe HHPOPMAUMOHHBIX  TEXHOJOTHUH,
MPEACTABIISAIONIEH YyIpo3y HAalMOHAIBHONW 0€30MaCHOCTH, MPOBOAMUT ONEPATHBHO-
PO3BICKHBIE ~ MEpPONpPUSTUS, TPUHUMAET MEpPhl IO  BBIIBICHUIO  CBs3EH
MEXKTyHAPOIHBIX MPECTYIHBIX OPraHU3alUi, OCYIIECTBIISIET IPYTUE MEPOTIPUSITHUS
B IIpefiesiax CBOCH KOMIIETEHLINH.

['enepanbpHas mpoxkyparypa:

KOOPAUHUPYET, PYKOBOJUT U OCYIIECTBJISIET YrOJOBHOE MPECIIECIOBAHUE B
MOPSIAKE, IPEYCMOTPEHHOM 3aKOHOM;
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pacnopspkaeTcs, B paMKax OCYIIECTBIEHHUS YTOJOBHOTO IpECiieIOBAaHUS B
CBSI3M C OOpAIllEHUEM OpraHa YroJOBHOTO IpPECTEIOBaHUS WIM MO COOCTBEHHOM
WHUIIMATUBE, O HE3aMEJIUTEIIbHOM COXPAaHEHWU KOMIIBIOTEPHBIX JAHHBIX WIIH
JTaHHBIX 00 WH(OPMAIMOHHBIX TOTOKAaX, B OTHOIICHUH KOTOPBIX CYIIECTBYET
OMAaCHOCTh WX YHUYTOXKECHHSI WIM TOBPEXKICHUS, B COOTBETCTBUU C YTOJOBHO-
poLEecCyalbHbIM 3aKOHOIATEIBCTBOM;

OPEIbSABISIET OT UMEHU roCcyJapcTBa OOBUHEHHE B Cy/1€OHBIX MHCTAHIMSX B
HOpSIAKE, IPEAYCMOTPEHHOM 3aKOHOM.

MuHucTepcTBO MO  pa3BUTHIO  MHGOPMAIMOHHBIX  TEXHOJIOTHH U
KOMMyHUKanuil PecryOnrku Y306ekuctan coBMecTHO co [lenaprameHT no 6opsoe ¢
HPKOHOMHYECKHUMU TpeCTyIUIeHuaMH nipu ['eHepanbHoil pokypaTtype PecrnyOmnmku
V30ekucTtaH TPEACTaBIAIOT MPEMJIOKEHHs TI0 O0ECHeYeHHUI0 3alluThl U
0€30MacHOCTH KOMITbIOTEPHBIX JTAHHBIX.

Axkanemuss ['eHepanbHOi  mpokyparypsl  PecnyOmuku — V30ekucran
o0ecrieunBaer npodeccuoHalIbHOE COBEPIICHCTBOBAHUE IIepCoHAIIA,
3aJICCTBOBAHHOTO B OCYIIECTBJICHUM TMpaBOCY/Us B o001acTu OOpbOBI C
MPECTYIUICHUSIMUA B chepe MHOOPMAIMOHHBIX TEXHOJOTUU U UHBIE BO3JIOKEHHbBIC
3a7a4u.

Crarba 5. B3aumoaeicTBie KOMIIETEHTHBIX OPraHOB B 00J1acTH 00PbLObI
C mpecTynjieHussMu B cepe UHPOPMALMOHHBIX TEXHOJIOTHH

B pamkax pestenbHocTH 1O OOpnOe C TMpecTyIieHUsIMH B cdepe
WH(OPMAITMOHHBIX TEXHOJOTUN TOCYJapCTBEHHBIE OpraHbl M MHBIE OPraHHU3aIUH,
MOCTABIINKK YCIYT, HETOCYJapCTBEHHBbIE OpraHW3allid, APYTHE MPEICTABUTEITU
IPaKIAHCKOTO OOIIECTBA COTPYIHUYAIOT MOCPEACTBOM OOMeHa HWHdOpMmaIueH,
DKCIIEpTaMH, IyTEM MPOBEICHUS COBMECTHOM JESITEIIBHOCTH IO PACKPBITUIO
MIPECTYIICHUH M BBISIBJICHUIO TIPECTYITHUKOB, OOYUYCHUS TIEpCOHAsa, peann3aluu
WHUIIMATAB B IEJSIX OCYIICCTBJICHHUS MPOTPaMM, TIPAKTHK, MeEp, MPOIEAYp,
peanu3anii MUHUMAJIBHBIX CTaHAAPTOB OE30MACHOCTH KOMITBIOTEPHBIX CHCTEM,
OpPraHU3yIOT KaMIaHUU 10 WHPOPMUPOBAHUIO O KOMIBIOTEPHOHN MPECTYITHOCTH H
pPHUCKax, KOTOPBIM ITOJBEPTAOTCS TOJb30BATEIN KOMITBIOTEPHBIX CHCTEM, a TAKKe
OCYIIECTBISIOT UHYIO JIEATEIHHOCTh B JAHHOM 00J1acTH.

Crarbs 6. O03aHHOCTH COOCTBEHHUKOB KOMIIBIOTEPHBIX CHCTEM

COOCTBEHHUKHN KOMIIBIOTEPHBIX CUCTEM, JAOCTYH K KOTOPBIM 3aIlpelleH Uiu
OTpaHUYeH AJI1 HEKOTOPbIX KaTEeropuil Mojb30BaTened, 00s13aHbl MpEeAyNpEAUTh
MOJIB30BATENIEN O MPAaBOBBIX YCIOBHSX JOCTYNAa W IOJb30BaHUA, a TaKXKE O
IIPABOBBIX MMOCIEACTBUSIX HECAHKIIMOHUPOBAHHOIO JOCTYIIA K 9TUM KOMITbIOTEPHBIM
cucremaM. IIpenynpexnenne 10mKHO ObITh JOCTYITHO JUIS KXKJIOTO MOJIb30BATES.

Cratbs 7. O0513aHHOCTH MOCTABIIMKA YCJIYT
[TocTaBuukH yciayr oOs3aHbI:
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BECTHU yUeT IO0JIb30BATENEH YCIyT;

coo0IIaTh KOMIIETEHTHBIM OpraHaM JaHHbIe 00 MH(POPMAIIMOHHBIX MOTOKAX,
B TOM YHUCJIE JaHHbIC O HE3aKOHHOM JOCTyNe K MHPOPMALUU U3 KOMITbIOTEPHBIX
CUCTEM, TMOMNbITKaX  BHEAPEHHUS  HE3AKOHHBIX  MpOrpamMM,  HApYIICHUH
OTBETCTBEHHBIMHU JIMIIaMU TTpaBUiI cOopa, 00pabOTKH, XpaHEHUSs!, paCTIPOCTPAHECHUS
U pacnpeneneHuss UHQOpMallMd WM MPaBUJI 3alIUTHl KOMITBIOTEPHOM CHCTEMBI,
MPEIYyCMOTPEHHBIX B COOTBETCTBUU CO CTaTyCOM HMH(OpPMAIMU WU CTEMEHBIO €€
3alUTHI, €CJIM 3TH JCUCTBUS CIIOCOOCTBOBAIIM MPUCBOCHUIO, TPEOOPA30BAHUIO HITU
YHUUTOXKEHUIO HH(pOpMAIMK JHOO0 TOBIEKINW HHBIE CEPbE3HbIC IMOCIEICTBUS,
HapyIIieHne PyHKIIMOHUPOBAHUS KOMIBIOTEPHBIX CUCTEM, IPYTHe KOMIBIOTEPHBIC
HapYLICHUS;

UCIIOJHATh B  YCIOBHUSX KOH(PUACHLUUAIBHOCTH, B COOTBETCTBHUH C
HAallUOHAJIBHBIM ~ 3aKOHOAATEIbCTBOM, 3alpOChl  KOMIIETEHTHOIO OpraHa o
HE3aMEIJIMTEIbHOM COXPAaHEHWU KOMIIBIOTEPHBIX JaHHBIX WJIA JaHHBIX 00
MH(OPMAIIMOHHBIX TOTOKAX, B OTHOIIEHHWU KOTOPBIX CYIIECTBYET OMACHOCTh WX
YHUUTOXEHUS WM MOBPEXKIEHUS, Ha CpOK He Oosiee 120 kameHgapHbIX THEH;

IPENIOCTaBIsATh KOMIIETEHTHBIM OpraHaM [0 3ampocy, CJACJIaHHOMY B
COOTBETCTBHHM C 3aKOHOM, JaHHBIE O IOJIb30BATEISAX, B TOM YHCIE O BUJC
coobmieHust U 00 yclyre, UCIOJIb3yeMOW IOJIb30BaTeIeM, O CIOCOOE OIUIATHI
COOTBETCTBYIOIIECH YCIyTH, a TaKXe JIOObIe Apyrue JaHHbIE, KOTOpPhIE MOTYT
MIPUBECTU K WACHTU(DUKAITIH TI0JIH30BATEIIS;

OPUHUMATh MEPhl 0€30MaCHOCTU MYTEeM MPUMEHEHHUSI HEKOTOPBIX MPOLIETYD,
YCTPOMCTB WJIM CIENUAIU3UPOBAHHBIX KOMIBIOTEPHBIX IIPOTPAMM, C IOMOIIBIO
KOTOPBIX JIOCTYII K KOMITBIOTEPHOU CHCTEME OIPAHUYMBACTCS WIIH 3AITPEILAETCS ISt
II0JIb30BATEIIEN, HE UMEIOIINX PAa3pPELICHNM;

obecrieuynBaTh MOHMTOPUHI, HAJI30p MW COXpPaHEHHE JaHHBIX 00
WHQOPMAIIMOHHBIX  IMOTOKaxX ISl  HMACHTHU(UKAIIUM  ITOCTaBIIMKOB  YCHYT,
MOJIH30BaTEICH YCIYT M KaHajla, o KOTOPOMY OBLIO TIepeIaHo COOOIIEeHHE, Ha CPOK
He MeHee 180 kaneHaapHbIX JHEH;

obecrnieunBath pacmMpPOBKY KOMIIBIOTEPHBIX JaHHBIX, COJEPIKALIUXCS B

MTAKETaX MPOTOKOJIOB CETH, C COXPAHEHUEM JTHUX JAAHHBIX B TeueHUE HEe MeHee 90
KAJICHIAPHBIX THEM.

B cnywae, xorma naHHbIMH 00 HH(OPMALIMOHHBIX MOTOKAX BIAJCIOT
HECKOJIbKO TOCTAaBUIMKOB YCIyT, 3allpallMBacMblii MOCTaBIIMK YCIyr 00s3aH
HE3aMEJJIMTEIbHO TPEIOCTABUTh B PACHOPSIKEHUE KOMIIETEHTHOIO OpraHa
uH(popMaIuoo, HEOOXOIUMYIO JUIsl HUIACHTU(UKAIUU OCTAJbHBIX MOCTABIIMKOB

YCIIyT.

I'naBa 3. MexayHapoaHoe COTPYIHHUYECTBO
Crarbs 8. MexayHapoaHoOe COTPYIHNYECTBO rOCYyIaPCTBEHHBIX OPraHOB

l'ocynapctBennbie opranbl PecryOnvku Y30€KHCTaH COTPYIHUYAIOT, B
COOTBETCTBHHM C 3aKOHOM M C COOJIFOJICHHEM O0053aTeNbCTB, MPETyCMOTPEHHBIX
MEXKIYHAPOJHBIMH COTJIAIIEHUSIMH, OJHOM M3 CTOPOH KOTOPBIX SBISETCSA

136



PecnyOiimka VY30ekucTaH, ¢ OpraHaMd JPYTHX CTpPaH, OCYIIECTBIISIOUMMHU
aHAJTIOTWYHBIC (DYHKIIMH, a TaKXKEe CO CICIHAM3HPOBAHHBIMU MEXKTyHAPOIHBIMH
OpraHu3alusIMH B TaHHOW 00JIacTH.

CoTpyIHUYECTBO TpEANoiaraeT: MEXIyHapoJHYI0 IOMOIIb B 00yacTu
YTOJIOBHOTO MpaBa; SKCTPAAUIINIO; UACHTHU(PUKALNIO; OJOKUPOBAHUE, CEKBECTP U
KOH(HCKAIMIO MPOIYKIIMU U CPEJICTB MPECTYIUICHHUS; OCYIIECTBIIEHNE COBMECTHBIX
paccienoBanuii; oOMeH nHGOpMaIe; MoroToBKY epcoHalna B JaHHOW 00J1acTH;
WHBIC TIOJOOHBIE TCUCTBUS.

Crarea 9. CoBMecTHasi ONMEPaTUBHO-PO3BICKHAA JEATCIBHOCTL H
OCYIIECTBJICHHUE YIOJIOBHOI'O IPECTCT0OBAHUSA

[To 3ampocy rocynapcTBEHHbIX OpraHoB PecryOnuku VY30eKkucTaH WIH
rOCYyJJapCTBEHHBIX OpPraHOB M MHBIX OpPraHu3alMyd JPyruX TOCYIapCTB Ha
Tepputopun PecnyOmuku Y30€KuCTaH MOTYT OCYILIECTBISITHCSA, B COOTBETCTBUU C
3aKOHOM, COBMECTHBIE OIEPATHBHO-PO3BICKHBIC JIEHUCTBUS B PAMKAX YTIOJIOBHOIO
IIpPECIICIOBAaHUsS B LENSAX MPEAYNPEXIACHUS U OOpbObI ¢ MPECTYMHOCThIO B cdhepe
MH()OPMAITMOHHBIX TEXHOJIOTHUHU.

CoBMecCTHBIC pacciIcgoBaHusd  OCYHICCTBILIIOTCA  TAKKC Ha  OCHOBC
ABYCTOPOHHHUX NI MHOT'OCTOPOHHHUX COI‘J'I&IHGHHIZ, 3aKJIIIOYCHHBIX
KOMIICTCHTHBIMU OpIraHaMMH.

[IpeacTraBuTenu rocy1apcTBEHHbBIX OpraHoB PecryOmnmku Y30eKucTaH MOTyT
y4aCTBOBAaTb B COBMECTHBIX PAaCCIIEIOBAHUAX, OCYILECTBISIEMBIX HAa TEPPUTOPUHU
JPYTUX TOCYJIAPCTB, C COOIOACHUEM 3aKOHOAATENbCTBA ATUX TOCYAAPCTB.

Crarbs  10. 3ampocbl rocyIapcTBEHHBIX OPraHOB WJIH HMHBIX
OPraHM3aluu APYrux rocyaapcTs

B pamkax MexayHapoIHOTO COTPYAHUYSCTBA KOMIIETCHTHBIC OpPTaHbl IPYTUX
rocyJIapCTB MOTYT 3alpaliuBaTh Yy TOCYJApCTBEHHBIX OpraHoB PecmyOnmku
V30ekucTan He3aMeJIUTEIIBHOE COXPAHEHNE KOMITBIOTEPHBIX JTAHHBIX WU JaHHBIX
00 WH(POPMAIMOHHBIX TOTOKAX, HMEIONIUXCA B KaKON-IMOO KOMITBIOTEPHOMU
cucreMe Ha Tepputopuu PecnyOnuku VY30ekucTaH, B OTHOIIEHUH KOTOPBIX
rOCYJIapCTBEHHBIM OpraH WJIM WHas OpraHu3allds JPYroro rocyJaapcTBa JOJKEH
chopMyIHpOBaTh APryMEHTHPOBAHHBIM 3ampoc 00 OKa3aHWU MEXKIYHApOIHOMN
TIPaBOBOM ITOMOIIH B 00JIACTH YT'OJIOBHOTO MpaBa.

3anpoc O HE3aMEMJIUTEIIbHOM COXPAaHEHWU KOMIBIOTEPHBIX JAHHBIX,
MIPEyCMOTPEHHBIN YaCThIO IIEPBOM, JOIKEH COAEPKATD:

HanMCHOBAHHC OpraHa, ACJIAarocro 3ampoc,

KpaTKoe Tpe/CcTaBlieHne (PaKTOB, SIBISIONIUXCS MPEIMETOM YTOJIOBHOTO
IpECIICIOBaHNs, U UX IPABOBYIO apryMEHTALUIO;

KOMIIBIOTCPHBIC JAHHBIC, COXPAaHCHHUC KOTOPBIX 3alIpalinBaCTCA;

00y JOCTYNHYH0 HHGOPMAIUI0, HEOOXOAUMYIO i WACHTU(DUKALUU
o0JaaTesnss KOMITBIOTEPHBIX JTAHHBIX, 0OHAPYKEHUS KOMITBIOTEPHON CUCTEMBI,
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IMOJIC3HOCTh KOMIIBIOTCPHBIX JaHHBIX U HCO6XOI[I/IMOCTI> HNX COXPAaHCHUS;

HaMEpeHUE KOMIETEHTHBIX OPraHOB JAPYTHX TOCYyAapCTB CPOPMYIUPOBATH
3aMpoc O TMPEAOCTaBICHUM MEXIYHApPOJHOM MpaBOBOM MMOMOIIM B 00JacTu
YTOJIOBHOTO MpaBa.

Cpox coxpaHEeHHs JaHHBIX, NPEIyCMOTPEHHBIX YACThIO MEPBOM, HE MOKET
ObITh MeHee 60 KaJeHJAPHBIX THEW W SABIAETCS NEUCTBUTENIBHBIM 1O MPUHATHS
KOMIIETEHTHBIM oOpraHoM PecmyOnuku VY30ekucTaH pemieHuss 00 OKa3aHUU
MEX1yHapOAHOM MPaBOBOI MOMOIIHU B 00JIACTH YTOJIOBHOTO MPaBa.

[Tepenaua KOMIBIOTEPHBIX TAHHBIX OCYIIECTBISACTCS TOJIBKO MOCIE MPUHSITHUS
3ampoca 00 OKa3aHWH MEXKTYHAPOIHOHN MPaBOBOM MMOMOIIH B 00JIACTH YTOJIOBHOTO
npasa.

I'naBa 4. OTBeTCTBEHHOCTDH
Crarps 11. OTBEeTCTBEHHOCTH 32 HAPYILIEHHE HACTOALLET0 3aK0OHA

HapymeHHe HaCTOAIICTO 3aKOHa BJICUCT AJUCHUIINIMHAPHYIO, I'PAXKIAHCKYIO,
AIMHUHHUCTPATHBHYIO UJIX YTOJIOBHYIO OTBCTCTBCHHOCTD B COOTBCTCTBHH C 3aKOHOM.

I'1aBa 5. 3aka0unTeIbLHBIC MOJIOKEHUA
Crartbia 12.

Kabunery MunuctpoB PecnyOnuku Y30eKkucTaH B TPEXMECSUHBIA CPOK
npeacraButh Ommii Maxucy PecnyOnukn VY30eKuCTaH MNpPEIIOKEHUs 110
IIPUBEJICHUIO JIEWCTBYIOLIETO 3aKOHOAATENBCTBA B COOTBETCTBHUE C HACTOSIIUM
3aKOHOM.

Ipe3unent Pecny6aukn Y3éexncran III. MUP3UEEB
r. TamkeHT
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